Dohoda
medzi
vladou Slovenskej republiky
a

vladou Finskej republiky

0 vzajomnej ochrane

utajovanych skuto¢nosti



Vlada Slovenskej republiky
a
vlada Finskej republiky

zastupujuc Slovensku republiku a Finsku republiku (d’alej len ,,zmluvné strany*),

usilujic sa vytvorit' sustavu pravidiel vzajomnej ochrany utajovanych skuto¢nosti
vymienanych medzi zmluvnymi stranami,

beric do Uvahy vzajomné zdujmy na ochrane utajovanych skutocnosti, v sulade
s vnutrostatnymi pravnymi predpismi oboch zmluvnych stran,

sa dohodli takto:

Clanok 1
Rozsah pouzitia

Ugelom tejto dohody je ochrafovat utajované skutoCnosti poskytnuté jednou
zmluvnou stranou druhej zmluvnej strane pre Gcely zahrani¢nych veci, obrany, bezpecnosti,
policajné, priemyselné, vedecké alebo technologické zalezitosti, alebo odovzdané v stvislosti
s vykonavanim alebo pripravou utajovanych kontraktov, alebo vznikajuce alebo vyrobené
v suvislosti s ¢innost'ou spadajucou do rozsahu pouzitia tejto dohody.

Clanok 2
Vymedzenie pojmov

Na ucely tejto dohody:

a) utajované skutocnosti su informéacie, dokumenty alebo materialy akejkol'vek formy alebo
povahy, poskytnuté jednou zmluvnou stranou druhej zmluvnej strane, ktorym bol priznany
stupent utajenia a boli podl'a toho oznacené v sulade s vnutroStatnymi pravnymi predpismi,
ako 1akékol'vek informacie, dokumenty alebo materialy, ktoré boli vytvorené na zaklade
takychto utajovanych skutocnosti a boli nalezite oznacené,

b) utajovany kontrakt je kazdé predkontraktné rokovanie, kontrakt, subkontrakt alebo iny
odsuihlaseny dohovor s alebo medzi kontrahentmi v jednej zo zmluvnych stran s cielom
dodat” vyrobky, vykonat prace alebo poskytnut’ sluzby zahfnajice pristup k utajovanym
skuto¢nostiam alebo ich vytvorenie,

c¢) odovzdavajlca strana je zmluvnd strana, vratane Statnych organov alebo verejnych alebo
sukromnych pravnickych os6b v jej jurisdikcii, poskytujica utajované skutocnosti
prijimajlicej strane,

d) prijimajica strana je zmluvna strana, vratane Statnych organov alebo verejnych alebo
sukromnych pravnickych oséb v jej jurisdikceii, ktorej su utajované skutocnosti poskytované
odovzdavajucou stranou,

e) need-to-know je princip, na zaklade ktorého mozno pristup k utajovanym skutocnostiam
udelit’ fyzickym osobam len v stvislosti s ich iradnymi povinnost'ami alebo ulohami.



Clanok 3

Prislusné bezpe¢nostné organy

(1) Prislusné bezpecnostné organy urcené zmluvnymi stranami ako zodpovedné za

vSeobecné vykonavanie a kontrolu vSetkych aspektov tejto dohody su:

Nérodny bezpecnostny urad Ministerstvo zahrani¢nych veci
Budatinska 30 Bezpecnostny odbor
P.O. BOX 16 Kanavakatu 3A
850 07 Bratislava P.O.Box 176
Slovenska republika 00161 Helsinki
Finsko

(2) Zmluvné strany sa navzdjom informuju diplomatickou cestou o vSetkych naslednych
zmendach prislusnych bezpecnostnych organov uvedenych v odseku 1.

(3) Prislusné bezpecnostné organy sa navzajom informuju o d’alSich prislusnych
bezpecénostnych organoch zodpovednych za vykonavanie tejto dohody.
Clanok 4
Stupne utajenia

Stupne utajenia si navzajom zodpovedaju nasledovne:

PRISNE TAJNE ERITTAIN SALAINEN “TOP SECRET”
TAINE SALAINEN “SECRET”
DOVERNE LUOTTAMUKSELLINEN “CONFIDENTIAL”
VYHRADENE KAYTTO RAJOITETTU “RESTRICTED”
Clanok 5

Vzajomna ochrana utajovanych skuto¢nosti

(1) Prijimajuca strana ozna¢i prijaté utajované skutocnosti vlastnym ekvivalentnym
stupfiom utajenia v sulade s tabul’kou ekvivalencii podl'a ¢lanku 4.

(2) Prislusny bezpecCnostny organ prijimajicej strany zmeni oznacenie stupna utajenia
alebo ho zrusi iba ak ho o to poziada prislusny bezpecnostny organ odovzdavajicej
strany.

(3) Prislusny bezpecnostny organ prijimajicej strany moze poziadat’ prislusny
bezpecnostny orgdn odovzdavajucej strany ozmenu stupfia utajenia alebo jeho
zruSenie.



(4) Zmluvné strany podniknt vSetky opatrenia podl'a vnutroStatnych pravnych predpisov
na ochranu utajovanych skuto¢nosti, na ktoré sa tato dohoda vztahuje. Poskytnu
utajovanym skuto¢nostiam rovnaka ochranu, akil poskytujii vlastnym utajovanym
skuto¢nostiam zodpovedajliceho stupiia utajenia.

(5) Zmluvné strany neposkytni pristup k utajovanym skutocnostiam medzindrodnym
organizaciam, predstavitel'om alebo pravnickym osobam tretich Statov, alebo Statnym
prisluSnikom tretich Statov bez predchédzajiceho pisomného sthlasu prisluSného
bezpec¢nostného organu odovzdavajicej strany.

(6) Utajované skutoc¢nosti sa pouziju vyluéne na ucel, na ktory boli poskytnuté.

(7) Pristup k utajovanym skuto¢nostiam je obmedzeny na osoby, ktoré maji need-to-
know a ktoré boli podl'a vnutrostatnych pravnych predpisov bezpecnostne preverené
a opravnené na pristup k takym utajovanym skuto¢nostiam, ako i nalezite poucené.

(8) Zmluvné strany zabezpecia nalezité vykonavanie tejto dohody.

Clanok 6
Utajované kontrakty

(1) Ak prislusny bezpe¢nostny orgdn odovzdavajicej strany planuje povolit’ zacatie
rokovania s cielom uzatvorit' utajovany kontrakt s kontrahentom patriacim pod
jurisdikciu prijimajucej strany, ziska bezodkladne na Ziadost od prislusného
bezpec¢nostného organu prijimajicej strany relevantné bezpecnostné certifikaty.

(2) V pripade otvorenej verejnej sutaze prislusny bezpecnostny orgédn prijimajucej strany
moze poskytnut’ relevantné bezpecnostné certifikaty prislusSnému bezpecnostnému
organu odovzdavajucej strany bez formalnej Ziadosti.

(3) Pre subkontrahentov platia tie isté bezpecnostné poziadavky, vratane riadnej
certifikacie, ako pre kontrahenta, ktory uzavrel hlavny utajovany kontrakt.

(4) Prislusny  bezpeCnostny organ odovzdéavajucej strany doru¢i prislusnému
bezpecnostnému orgénu prijimajlicej strany zoznam utajovanych skutocnosti nim
poskytnutych pre realizaciu utajovaného kontraktu.

Clanok 7
Preprava utajovanych skuto¢nosti

(1) Utajované skutocnosti sa spravidla prepravuji diplomatickou cestou. Prijimajica
strana potvrdi pisomne prijem takychto utajovanych skutocnosti.

(2) Ak je pouzitie diplomatickej cesty nevhodné, prislusné bezpecnostné organy
zmluvnych strdn sa mozu dohodnit’ na inom spdsobe prepravy utajovanych
skuto€nosti pri zabezpeceni ich nalezitej ochrany.



(3) Utajované skutocnosti mozno elektronicky prepravovat iba uplne zaSifrované, pri
pouziti Sifrovacich metdd a zariadeni odsthlasenych prisluSnymi bezpecnostnymi
organmi.

Clanok 8
Preklad, rozmnoZovanie a zni¢enie utajovanych skuto¢nosti

(1) Utajované skutocnosti stupiia utajenia PRISNE TAJNE / ERITTAIN SALAINEN
alebo TAJNE / SALAINEN mozno prekladat alebo rozmnozovat iba
s predchadzajicim pisomnym sthlasom prislusného bezpecnostného organu
odovzdavajucej strany. Ostatné utajované skutocnosti sa prekladaju a rozmnozuji
v sulade s vnutroStatnymi pravnymi predpismi prijimajucej strany.

(2) Utajované skuto¢nosti stupiia utajenia PRISNE TAJNE / ERITTAIN SALAINEN sa
nezniCia, ale ked’ uz nie st potrebné, vratia sa v stilade s vnltroStatnymi pravnymi
predpismi odovzdavajucej strane. Utajované skutodnosti stupiia utajenia TAINE /
SALAINEN a niz$ie sa znicia v sulade s vnutro§tatnymi pravnymi predpismi.

Clanok 9
Navstevy

(1) Navstevy priestorov, kde sa utajované skutocnosti vyvijaja, skladujii alebo sa s nimi
zaobchéadza, alebo kde sa uskutoCiiujii utajované projekty, povoli jedna zmluvna
strana navStevnikom z druhej zmluvnej strany na zdklade predchadzajiiceho
pisomného povolenia prislusného bezpecnostného tradu prijimajicej strany. Takéto
povolenie sa udeli iba osobdm s previerkou persondlnej bezpecnosti a ,,need-to-
know*.

(2) Ziadost' o navitevu postipena ziadajucim prislusnym bezpe¢nostnym organom
obsahuje nasledujuce informacie: meno navstevnika, ddtum a miesto narodenia, ¢islo
cestovného dokladu, Statnu prisluSnost, zastdvanu funkciu andzov zastupovanej
organizacie, bezpeCnostnu previerku, Ucel, datum a trvanie navstevy, kontaktna
osobu a nazov pravnickych osdb, ktoré maja byt’ navstivené.

(3) Ziadost’ o navstevu prijme prisluiny bezpeénostny organ prijimajucej strany aspon 30
dni pred jej uskutoénenim. V strnych pripadoch sa prislusné bezpecnostné organy
mozu dohodnut’ na kratSej lehote.

(4) Navstevy zahfiiajuce pristup Statnych prisluSnikov tretich Statov k utajovanym
skuto¢nostiam sa povolia len na zédklade dohody medzi prisluSnymi bezpe¢nostnymi
organmi.

(5) Prislusné bezpecnostné organy mozu zostavit’ zoznam osdb opravnenych vykondvat’
opakované navStevy v suvislosti s ktorymkol'vek konkrétnym utajovanym
kontraktom.



Clanok 10
Oznamovanie a konzultacie

(1) Prislusné bezpecnostné organy sa navzajom informuji o svojich vnutroStatnych
pravnych predpisoch a o jeho zmendach s cielom vykonévat’ tito dohodu.

(2) Prislusné bezpecnostné organy si poskytni navzajom konzultacie na ziadost’ jedného
z nich s ciel'om zabezpecit’ tizku spolupracu pri vykonavani tejto dohody.

(3) Prislusné bezpecnostné organy mozu vytvorit’ detailné postupy pre vykonavanie tejto
dohody.

Clanok 11
RieSenie sporov

Vsetky spory medzi zmluvnymi stranami tykajuce sa vykladu alebo aplikécie tejto
dohody sa rieSia vyluéne vziajomnymi konzulticiami, ak neddjde k dohode prislusnych
bezpecnostnych organov.

Clanok 12
Porusenia ochrany

(1) Kazdd zmluvna strana bezodkladne ozndmi druhej zmluvnej strane akékol'vek
podozrenie alebo zistenie poruSenia alebo ohrozenia bezpecnosti utajovanych
skuto€nosti.

(2) Zmluvné strany podniknu vSetky mozné prislusné opatrenia podla vlastnych
vnutrostatnych pravnych predpisov, aby obmedzili nésledky poruseni uvedenych
v odseku 1 tohto ¢lanku a aby zabranili d’alSim poruseniam. Na ziadost’ poskytne
druhd zmluvnd strana pomoc pri vySetrovani a je informovana o vysledku
vySetrovania a podniknutych opatreniach.

Clanok 13
Naklady

Kazda zmluvna strana znésa vlastné ndklady vzniknuté pri vykonéavani tejto dohody.

Clanok 14
Zaverecné ustanovenia

(1) Zmluvné strany si navzajom pisomne oznamia, Ze boli splnené podmienky stanovené
vnutroStatnymi pravnymi predpismi pre nadobudnutie platnosti tejto dohody. Dohoda
nadobudne platnost’ v prvy deii druhého mesiaca nasledujiceho po prijati neskorse;j
notifikacie.



(2) Tato dohoda sa uzaviera na neurCity cas. Dohodu mozno menit na zéklade
vzajomného pisomného suhlasu zmluvnych stran. Kazdda zmluvnd strana moze
kedykol'vek navrhnut’ zmeny tejto dohody. V takom pripade zmluvné strany zacnu
rokovat’ o zmene tejto dohody.

(3) Kazda zmluvna strana mdze vypovedat’ tito dohodu pisomnym ozndmenim druhej
zmluvnej strane doru¢enym diplomatickou cestou so Sestmesacnou (6) vypovednou
lehotou. Ak je platnost dohody ukoncend, s utajovanymi skutocnostami uz
poskytnutymi a utajovanymi skuto¢nostami vznikajicimi podla tejto dohody sa
zaobchadza v sulade s ustanoveniami tejto dohody tak dlho, ako je to potrebné pre
ochranu tychto utajovanych skuto¢nosti.

(4) Zmluvna strana, na uzemi ktorej sa tato dohoda uzavrela, zabezpeci bezodkladne po
nadobudnuti jej platnosti, aby bola dohoda zaregistrovana na Sekretaridte Organizacie
Spojenych narodov v sulade s ¢lankom 102 Charty Organizacie Spojenych narodov.
Druhd zmluvnd strana sa upovedomi o registracii a registracnom ¢isle v sérii zmlav
Organizacie Spojenych narodov hned ako ho Sekretariat Organizacie Spojenych
narodov vyda.

Na ddokaz uveden¢ho riadne povereni predstavitelia zmluvnych strdn podpisali tuto
dohodu

v Bratislave dna .... maja 2007

vo dvoch pdvodnych vyhotoveniach, v slovenskom, finskom a anglickom jazyku.
V pripade rozdielnosti vykladu je rozhodujuce znenie v anglickom jazyku.

Za vladu Slovenskej republiky Za vladu Finskej republiky



Agreement

between

the Government of the Slovak Republic

and

the Government of the Republic of Finland

on Mutual Protection

of Classified Information



The Government of the Slovak Republic
and

the Government of the Republic of Finland

representing the Slovak Republic and the Republic of Finland, hereinafter referred to as
the Parties,

Desiring to create a set of rules on mutual protection of Classified Information
exchanged between the Parties,

Considering the mutual interests in protection of Classified Information, in accordance
with the national legislation of the Parties,

Have agreed as follows:

Article 1
Scope of Application

The purpose of this Agreement is to protect Classified Information provided by
one Party to the other Party for purposes of foreign affairs, defence, security, police,
industrial, scientific or technological matters, or transmitted within the context of the
implementation or preparation of Classified Contracts, or arising or produced within
the context of an activity falling within the scope of application of this Agreement.

Article 2

Definitions

For the purposes of this Agreement:

a) Classified Information means information, documents or material of
whatever form or nature provided by one Party to the other Party and to which a
security classification level has been applied and which has been marked accordingly
under national legislation, as well as any information, documents or material that
have been generated on the basis of such Classified Information and marked
accordingly;

b) Classified Contract means any pre-contractual negotiations, contracts,
subcontracts or other approved arrangement with or between contractors located in
either Party in order to supply products, execute works or provide services involving
access to or generation of Classified Information;

¢) Originating Party means the Party, including any State bodies or public or
private legal entities under its jurisdiction, providing Classified Information to the
Recipient Party;



d) Recipient Party means the Party, including any State bodies or public or
private legal entities under its jurisdiction, to which Classified Information is
provided by the Originating Party;

e¢) Need-to-know means a principle by which access to Classified Information
may only be granted to individuals in connection with their official duties or tasks.

Article 3

Competent Security Authorities

1. The Competent Security Authorities designated by the Parties as responsible
for the general implementation and the relevant control of all aspects of this

Agreement are:

Budatinska 30
P. 0. BOX 16

Slovak Republic

National Security Authority

&850 07 Bratislava

Security Unit

P.O. BOX 176
00161 Helsinki
Finland

Kanavakatu 3 A

Ministry for Foreign Affairs

2. The Parties shall inform each other through diplomatic channels of any
subsequent changes of the Competent Security Authorities referred to in Paragraph 1.

3. The Competent Security Authorities shall notify each other of any other
Competent Security Authorities that are responsible for the implementation of this

Agreement.

Article 4

Security Classification Levels

The security classification levels shall correspond to one another as follows:

PRISNE TAJNE ERITTAIN SALAINEN “TOP SECRET”
TAJNE SALAINEN “SECRET”
DOVERNE LUOTTAMUKSELLINEN “CONFIDENTIAL”
VYHRADENE KAYTTO RAJOITETTU “RESTRICTED”




Article 5

Mutual Protection of Classified Information

1. The Recipient Party shall mark the received Classified Information with its
own equivalent security classification marking, in accordance with the equivalence
scale referred to in Article 4.

2. The Competent Security Authority of the Recipient Party shall alter the
security classification marking or revoke it only when so requested by the Competent
Security Authority of the Originating Party.

3. The Competent Security Authority of the Recipient Party may request the
Competent Security Authority of the Originating Party to alter the security
classification or to revoke it.

4. The Parties shall take all appropriate measures, in accordance with their
national legislation, so as to protect Classified Information referred to in this
Agreement. They shall afford such Classified Information the same protection as they
afford their own Classified Information at the corresponding security classification
level.

5. The Parties shall not permit access to Classified Information by international
organisations, by officials or legal entities of third countries, or by nationals of third
countries, without the prior written consent of the Competent Security Authority of
the Originating Party.

6. Classified Information shall be used solely for the purpose for which it has
been provided.

7. Access to Classified Information shall be limited to individuals who have a
Need-to-know and who, according to national legislation, have been security cleared
and authorised to have access to such Classified Information as well as briefed
accordingly.

8. The Parties shall ensure that the implementation of this Agreement is carried
out properly.

Article 6

Classified Contracts

1. If the Competent Security Authority of the Originating Party intends to
permit negotiations for concluding a Classified Contract with a contractor under the
jurisdiction of the Recipient Party, it shall, upon request and without delay, obtain the



relevant security certificates from the Competent Security Authority of the Recipient
Party.

2. In the case of an open tender, the Competent Security Authority of the
Recipient Party may provide the Competent Security Authority of the Originating
Party with the relevant security certificates without a formal request.

3. Sub-contractors shall be subject to the same security requirements, including
due certification, as the contractor which concluded the main Classified Contract.

4. The Competent Security Authority of the Originating Party shall deliver to
the Competent Security Authority of the Recipient Party a list of the Classified
Information provided by it for the carrying out of the Classified Contract.

Article 7

Transmission of Classified Information

1. As a rule, Classified Information shall be transmitted through diplomatic
channels. The Recipient Party shall confirm in writing the receipt thereof.

2. If the use of diplomatic channels is unsuitable, the Competent Security
Authorities of the Parties may agree on other ways of transmitting Classified
Information that ensure its due protection.

3. Classified Information may be transmitted electronically only in a fully
encrypted mode, by using encryption methods and devices approved by the
Competent Security Authorities.

Article 8

Translation, Copying and Disposal of Classified Information

1. Information classified as PRISNE TAJNE/ ERITTAIN SALAINEN or
TAJNE/ SALAINEN may be translated or copied only with the prior written consent
of the Competent Security Authority of the Originating Party. Translation and
copying of other Classified Information shall be carried out in accordance with the
national legislation of the Recipient Party.

2. Information classified as PRISNE TAJNE/ ERITTAIN SALAINEN shall
not be destroyed, but shall be returned to the Originating Party after it is no longer
considered necessary in accordance with the national legislation. Information
classified as TAJNE/ SALAINEN or below shall be disposed of in accordance with
the national legislation.



Article 9
Visits

1. Visits to premises where Classified Information is developed, handled or
stored, or where classified projects are carried out, shall be granted by one Party to
visitors from the other Party only with the prior written permission of the Competent
Security Authority of the Recipient Party. Such a permission shall only be granted to
individuals who have a personnel security certificate and a Need-to-know.

2. The request for a visit submitted by the requesting Competent Security
Authority shall contain the following information: name of the visitor, date and place
of birth, travel document number; nationality; position and name of the organisation
represented; security certificate; purpose, date and duration of the visit; name and
point of contact of the legal entities to be visited.

3. The request for a visit shall be received by the Competent Security Authority
of the Recipient Party at least thirty days before the visit takes place. In urgent cases
the Competent Security Authorities can agree on a shorter period.

4. Visits involving access to Classified Information by nationals of a third
country shall only be authorized by an agreement between the Competent Security
Authorities.

5. The Competent Security Authorities may draw up a list of persons authorised
to make multiple visits in respect of any particular Classified Contract.

Article 10

Notification and Consultations

1. In order to implement this Agreement, the Competent Security Authorities
shall notify each other of their relevant national legislation and amendments thereto.

2.In order to ensure close co-operation in the implementation of this
Agreement, the Competent Security Authorities shall consult each other upon request
of one of them.

3. The Competent Security Authorities may develop detailed procedures for the
implementation of this Agreement.



Article 11

Resolution of Disputes

All disputes between the Parties on the interpretation or application of this Agreement
shall be resolved exclusively by mutual consultations, unless the Competent Security
Authorities can reach an agreement.

Article 12

Protection Violation

1. Each Party shall without delay notify the other Party of any suspicion or
discovery of a breach or compromise of the security of Classified Information.

2. The Parties shall undertake all appropriate measures in accordance with their
national legislation so as to limit the consequences of violations referred to in
Paragraph 1 and to prevent further violations. Upon request, the other Party shall
provide investigative assistance, and it shall be informed of the outcome of the
investigation and of the measures undertaken.

Article 13

Expenses

Each Party shall bear its own expenses incurred in the implementation of this
Agreement.

Article 14

Final Provisions

1. The Parties shall notify each other in writing of the fulfilment of national
legal requirements necessary for the entry into force of this Agreement. It shall enter
into force on the first day of the second month following the receipt of the later
notification.

2. This Agreement is concluded for an indefinite period of time. It may be
amended by a mutual written consent of the Parties. Each Party may propose
amendments to this Agreement at any time. In such a case the Parties shall begin
consultations on amending this Agreement.



3. Each Party may terminate this Agreement by written notification delivered to
the other Party through diplomatic channels, observing a period of notice of six (6)
months. If the Agreement is terminated, the Classified Information already provided
and the Classified Information arising under this Agreement shall be handled in
accordance with the provisions of this Agreement for as long as necessary for the
protection of the Classified Information concerned.

4. The Party in whose territory this Agreement is concluded shall, without
delay, after the entry into force of this Agreement, take measures to have the
Agreement registered by the Secretariat of the United Nations in accordance with
Article 102 of the UN Charter. The other Party shall be notified of the registration
and of the registration number in the UN Treaty Series as soon as it has been issued
by the UN Secretariat.

In witness whereof, the duly authorised representatives of the Parties have
signed this Agreement,

in Bratislava on the ..... day of May, 2007

in two originals, in the Slovak, Finnish and English languages. In case of
differences of interpretation, the English text shall prevail.

For the Government of the Slovak Republic  For the Government of the Republic of Finland



