Bezpecfnostna dohoda
medzi
vladou Slovenskej republiky
a
vladou Rumunska
o vzajomnej ochrane

utajovanych skutocnosti



Vlada Slovenskej republiky
a
vlada Rumunska

(dalej len ,,zmluvné strany*),

majuc v umysle zabezpecit ochranu utajovanych skuto¢nosti vymienanych priamo
alebo prostrednictvom inych $tatnych orgénov alebo pravnickych osob, ktoré zaobchadzaju
s utajovanymi skuto¢nostami Statu druhej zmluvnej strany a v ramci ¢innosti, ktoré spadaja
do pdsobnosti kompetentnych bezpecnostnych organov statov zmluvnych stran

dohodlisa takto:

Clanok 1
Pouzitie

(1) Tato bezpecnostna dohoda (d’alej len ,,dohoda‘) predstavuje pravny zaklad pre ¢innosti
zahffiajice vymenu utajovanych skutoCnosti medzi zmluvnymi stranami prostrednictvom
kompetentnych bezpecnostnych organov alebo prostrednictvom inych $tatnych organov alebo
pravnickych osdb v sulade s vnutrostatnymi pravnymi predpismi v nasledujucich pripadoch:

a) spoluprdca medzi zmluvnymi stranami tykajuca sa obrany S§tatu ainych otdzok
vztahujucich sa na narodnu bezpecnost’,

b) spolupréca, spolocny podnik, zmluvny alebo akykol'vek iny vztah medzi Statnymi
organmi alebo pravnickymi osobami S§tatov zmluvnych strdn v oblasti ndrodnej
bezpecnosti a inych otazok tykajucich sa narodnej bezpecnosti,

¢) predaj zariadenia, produktov a know-how.

(2) Touto dohodou nie su dotknuté zaviazky ziadnej zo zmluvnych stran alebo ich Statov, ktoré
vyplyvaji z medzinarodného prava. Tato dohoda sa nepouzije proti zdujmom, bezpecnosti
a teritoridlnej integrite inych Statov.

Clanok 2
Vymedzenie pojmov

Na ucely tejto dohody :

a) ,utajované skutocnosti“ su informacie, dokumenty alebo materidly bez ohladu na ich
fyzicka formu, ktorym bol urCeny konkrétny stupeii utajenia v stlade s vnutroStatnymi
pravnymi predpismi a ktoré su podl'a toho chranené,

b) ,utajovany dokument“ je akykol'vek zdznam obsahujici utajované skuto¢nosti, bez ohl'adu
na svoju formu alebo fyzicku charakteristiku, zahfiiajic, bez obmedzenia, pisané alebo
tlacené materialy, pasky a karty na spracovanie udajov, mapy, tabul’ky, fotografie, malby,
vykresy, rytiny, Skice, pracovné pozndmky a papiere, prieklepové papiere a atramentové



g)

h)

)

k)

D

pasky alebo reprodukcie akymikol'vek prostriedkami alebo procesmi a hlasové, zvukové,
magnetické, elektronické, optické alebo obrazové zdznamy v akejkol'vek forme a prenosné
zariadenie ADP s uloZzenym pocitaCovym pamitovym médiom a vyberatelnym
pocitacovym pamit'ovym médiom,

,utajovany materidl® je akykol'vek predmet alebo Cast’ strojového zariadenia, prototypu,
vybavenia alebo zbrane, vyhotoveny mechanicky alebo rucne, ktory je uz vyrobeny alebo
jeho vyroba prebieha, a ktorému bol priradeny stupen utajenia,

»stupeil utajenia® je pridelenie stupiia utajenia v sulade s vnuatroStditnymi pravnymi
predpismi Statov zmluvnych stran,

,utajovany kontrakt™ je dohoda medzi dvoma alebo viacerymi kontrahentmi, ktora zaklada
alebo definuje ich prava a povinnosti a obsahuje alebo zahfna utajované skuto¢nosti,

,kontrahent alebo subkontrahent” je pravnicka osoba, ktord je pravne sposobild uzatvarat
utajované kontrakty,

,porusenie bezpecnosti“ je konanie alebo opomenutie konania v rozpore s vnutrostatnymi
pravnymi predpismi, ktorého vysledkom je skutoéné alebo mozné ohrozenie utajovanej
skutocnosti,

,ohrozenie utajovanej skuto¢nosti“ je situacia, ked’ — v dosledku porusenia bezpecnosti
alebo nepriatel'skej ¢innosti (ako je Spiondz, teroristicky ¢len alebo kradez) - utajovana
skuto¢nost’ stratila dévernost’, integritu, pravost’ alebo dostupnost, alebo podporné sluzby
alebo zdroje stratili svoju integritu alebo dostupnost. Toto zahfiia stratu, ¢iasto¢né alebo
uplné poskytnutie, neopravnentt modifikaciu alebo znicenie ako aj odmietnutie sluzby,

,list o bezpe¢nostnych aspektoch® je dokument vydany prislusnym organom Statu
poskytujicej zmluvnej strany ako cast’® akéhokol'vek utajovaného kontaktu alebo
subkontraktu, identifikujuci bezpecnostné poziadavky alebo tie prvky kontraktu, ktoré
vyzaduju bezpecnostnu ochranu,

,kontrolny zoznam stupfiov utajenia® je zoznam utajovanych skuto€nosti, materidlov alebo
aktivit stvisiacich s utajovanym kontraktom a s ich stupiiami utajenia, zahrnutymi v liste
o bezpec¢nostnych aspektoch,

,osvedcenie o previerke personélnej bezpecnosti® je dokument potvrdzujici, Ze pri vykone
svojich povinnosti, méze mat’ drzitel’ pristup k utajovanym skuto¢nostiam urcitého stupia
utajenia v stilade s principom potreby vediet,

“potvrdenie o priemyselnej bezpecnosti” je dokument potvrdzujici, Ze pravnickéd osoba je
opravnend vykondvat priemyselné ¢innosti  vyzadujice pristup k utajovanym
skutocnostiam,

,potreba vediet' (need-to-know)“ je princip, na zéklade ktorého pristup k utajovanym
skuto¢nostiam moéze byt udeleny jednotlivo, len tym osobam, ktoré pre vykon svojich
povinnosti potrebuji pracovat’ s alebo mat’ pristup k utajovanym skuto¢nostiam,



n) ,.kompetentny bezpeCnostny orgdn® je inStitlicia uvedend v ¢lanku 7, splnomocnend na
narodnej Urovni, ktord v stlade s vnatroStatnymi pravnymi predpismi zabezpecuje jednotnu
implementéaciu ochrannych opatreni pre utajované skuto¢nosti,

0) ,urceny bezpecnostny orgdn“ je inStiticia, ktora v sulade s vnutroStaitnymi pravnymi
predpismi je splnomocnend stanovit, pre svoju ¢innost' a oblast zodpovednosti, svoje
vlastné Struktiry a opatrenia tykajice sa koordinacie a kontroly ¢innosti v oblasti ochrany
utajovanych skuto¢nosti. Uréeny bezpecnostny organ je v oblasti ochrany utajovanych
skuto¢nosti koordinovany kompetentnym bezpe¢nostnym organom,

p) .tretia strana“ je kazda inStiticia, narodnd organizacia alebo medzindrodnd organizicia,
alebo pravnicka osoba, ktoré nie je stranou tejto dohody.

Clanok 3
Ochrana utajovanych skuto¢nosti

(1) Vsulade s vnutroStatnymi pravnymi predpismi zmluvné strany prijmi nevyhnutné
opatrenia potrebné na ochranu utajovanych skutocnosti, ktoré sa prendsaja, prijimaju, tvoria
alebo spractuvaju ako vysledok zmluvného alebo iného vzt'ahu medzi pravnickymi osobami
svojich §tatov. Staty zmluvnych stran poskytna vietkym vymietianym, prijatym, vytvorenym
alebo vyvinutym utajovanym skuto¢nostiam urovenl ochrany koreSpondujicu stupiiu utajenia
podla ekvivalencie uvedenej v ¢lanku 4.

(2) Prijimajaca zmluvna strana a pravnické osoby jej Statu nepouziju nizsi stupeini utajenia pre
prijaté utajované skutocnosti ani ich neodtajnia bez predchadzajiiceho pisomného suhlasu
kompetentného bezpecnostného orgdnu Statu poskytujicej zmluvnej strany. Kompetentny
bezpecnostny orgdn Statu poskytujiicej zmluvnej strany informuje kompetentny bezpecnostny
organ Statu prijimajicej zmluvnej strany o akychkol'vek zmendch stupfia utajenia
vymienanych utajovanych skuto¢nosti.

(3) Rozmnozovanie alebo akukol'vek modifikaciu prijatych utajovanych skutocnosti je mozné
vykonat’ len s pisomnym suhlasom poskytujicej zmluvnej strany. VSetky kopie utajovanych
skutoCnosti sa oznacia rovnakym stupfiom utajenia ako original a chrania sa rovnako ako
povodné utajované skutocnosti. Pocet kopii je obmedzeny len na pocet potrebny na oficialne
ucely.

(4) Preklad utajovanych skutocnosti mézu vykonavat len osoby, ktorym bolo vydané
osvedcenie o previerke personalnej bezpecnosti zodpovedajuce stupniu utajenia povodného
dokumentu. Preklad musi byt’ oznaeny rovnakym stupiiom utajenia ako povodny dokument.

(5) V pripade reprodukcie utajovanych skuto€nosti musi byt reprodukovany aj ich pévodny
stupen utajenia.

(6) Kopie utajovanych skutocnosti oznacenych PRISNE TAJNE/ STRICT SECRET DE
IMPORTANTA DEOSEBITA / TOP SECRET je moZné vykonat’ len na zédklade pisomného
suhlasu kompetentného bezpe¢nostného organu statu poskytujiucej zmluvnej strany.

(7) Utajované skutocnosti sa znifia len s pisomnym sthlasom alebo na poziadanie Statu
poskytujucej zmluvnej strany v sulade s vnutroStatnymi pravnymi predpismi tak, aby



akakol'vek moZnost’ obnovy utajovanych skuto¢nosti ako celku alebo ich ¢asti bola vylucena.
Ak Stat poskytujucej zmluvnej strany nesuhlasi so zniCenim niektorych utajovanych
skutoc¢nosti, tieto sa mu vratia.

(8) Stat prijimajiicej zmluvnej strany informuje §tat poskytujiicej zmluvnej strany o zniéeni
utajovanych skuto¢nosti. Utajované skutocnosti oznatené PRISNE TAJNE/ STRICT
SECRET DE IMPORTANTA DEOSEBITA / TOP SECRET sa neznicia, ale sa vratia 3tatu
poskytujicej zmluvnej strany. V pripade bezprostredného ohrozenia sa tieto utajované
skuto¢nosti mozu znicit’ aj bez predchadzajiiceho sthlasu. Kompetentny bezpecnostny organ
Statu poskytujiicej zmluvnej strany je o tom bezodkladne informovany.

(9) Pristup k utajovanym skutocnostiam alebo na miesta, kde sa vykondvaju c¢innosti
zahfnajice utajované skutoc¢nosti alebo kde sa utajované skutoCnosti uchovavaju, je
obmedzeny len na osoby s prisluSnym osved¢enim o previerke persondlnej bezpecnosti pri
dodrzani principu potreby vediet’.

(10) Ziadna zo zmluvnych stran nepouzije tito dohodu na ziskanie utajovanych skutoénosti,
ktoré druhd zmluvnd strana ziskala od tretej strany.

(11) Kazdy stat zmluvnej strany dohliada na dodrziavanie vnutroStatnych pravnych predpisov
u pravnickych osob, ktoré¢ maji, vyvijaja, vytvaraji alebo pouzivaji utajované skutocnosti
Statu druhej zmluvnej strany, prostrednictvom, okrem iného, kontrolnych navstev.

Clanok 4
Stupne utajenia

(1) Stupne utajenia pouziteI'né na oznacovanie utajovanych skutocnosti vymienanych v ramci
tejto dohody su:

a) pre  Slovenski  republiku = VYHRADENE  (RESTRICTED), DOVERNE
(CONFIDENTIAL), TAINE (SECRET) a PRISNE TAJNE (TOP SECRET),

b) pre Rumunsko SECRET DE SERVICIU (RESTRICTED), SECRET (CONFIDENTIAL),
STRICT SECRET (SECRET) a STRICT SECRET DE IMPORTANTA DEOSEBITA
(TOP SECRET).

(2) Zmluvné strany stanovili ekvivalenciu stupfiov utajenia nasledovne:

SLOVENSKA REPUBLIKA RUMUNSKO Ekvivalent v anglickom
jazyku
PRISNE TAINE STRICT SECRET DE TOP SECRET
IMPORTANTA DEOSEBITA
TAINE STRICT SECRET SECRET
DOVERNE SECRET CONFIDENTIAL
VYHRADENE SECRET DE SERVICIU RESTRICTED




Clanok 5
Bezpecnostna previerka

(1) Stat kazdej zmluvnej strany zabezpedi, aby osoba, ktora pre vykon svojej funkcie alebo
pracovné zaradenie potrebuje pristup k utajovanym skutoCnostiam, mala platné osvedcenie
o previerke persondlnej bezpecnosti koreSpondujuce s prisluSnym stupiiom utajenia, vydané
v sulade s prisluSnymi vnutro$tatnymi pravnymi predpismi.

(2) Kompetentné bezpecnostné organy Statov zmluvnych stran si na poziadanie navzijom
poskytni pomoc pri previerkovom procese, ktory stvisi s vydanim osvedCenia o previerke
personalnej bezpecnosti apotvrdenia o priemyselnej bezpe€nosti, v sulade sich
vnutroStatnymi pravnymi predpismi.

(3) Staty zmluvnych stran si navzajom uznaju osved&enia o previerke personalnej bezpeénosti
apotvrdenia o priemyselnej bezpeCnosti vydané vsulade s  vnuatroStatnymi
pravnymi predpismi.

(4) Kompetentné bezpecnostné organy st povinné sa navzdjom informovat’ o akychkol'vek
zmenach v osvedceniach o previerke persondlnej bezpecnosti a potvrdeniach o priemyselnej
bezpecnosti, ktoré st spojené s ¢innost’ami vykondvanymi podl’a tejto dohody, predovsetkym
v pripade ich zruSenia alebo znizenia stupna ich opravnenia.

Clanok 6
Poskytnutie utajovanych skuto¢nosti
(1) Poskytnutie utajovanych skutocnosti tretej strane sa moze uskutoCnit’ len s pisomnym

stthlasom kompetentného bezpecnostného organu Statu poskytujucej zmluvnej strany, ktora
moze s poskytnutim viazat’ d’alSie obmedzenia.

(2) Kazda zmluvnd strana zabezpeci, Ze utajované skutocnosti prijaté od druhej zmluvnej
strany sa pouziju len na ucel, na ktory boli poskytnuté.

W

Clanok 7
Kompetentné bezpecnostné organy

Kompetentnymi bezpecnostnymi orgdnmi zodpovednymi na néarodnej Urovni za
realizaciu a prislusnu kontrolu opatreni prijatych pri realizacii tejto dohody su:

Néarodny bezpecnostny urad Guvernul Romaniei
Budatinska 30 Oficiul Registrului National al Informatiilor
850 07 Bratislava Secrete de Stat
Slovenska republika Bucuresti, str. Mures nr. 4, sect. 1
Romania




Clanok 8
Navstevy

(1) Kompetentné bezpecnostné organy sa dohodnll na vzdjomnych navstevach, vlastnymi
Statnymi prislusnikmi.

(2) Navstevy priestorov, v ktorych sa utajované skuto¢nosti vyvijaja, vytvaraju, zaobchadza
sa s nimi alebo st uskladnené, alebo kde sa vykonavaju ¢innosti uvedené v ¢lanku 1, povoli
len kompetentny bezpeCnostny organ/ureny bezpecnostny organ prisluSného Statu
navstevnikom zo Statu druhej zmluvnej strany.

(3) Ziadost’ o povolenie navitevy je potrebné zaslat’ hostitel'skému $tatu spravidla v lehote
desat’ pracovnych dni pred planovanou navstevou.

(4) Ziadost’ o povolenie navitevy musi obsahovat’ tieto tidaje:

a) meno a priezvisko, dditum a miesto narodenia a Cislo cestovného pasu navstevnika,

b) Statnu prislusnost’ ndvstevnika,

¢) funkciu navstevnika a nazov subjektu, ktory zastupuje, pripadne ndzov a d’alSiu blizSiu
identifikaciu utajovaného kontraktu, na ktorom sa podiel’a,

d) informaciu o stupni osvedcenia o previerke personalnej bezpecnosti navstevnika,

e) ucel navstevy a predpokladany datum prichodu a odchodu,

f) tdaje tykajtce sa subjektu, ktory ma byt’ navstiveny.

(5) Vpripadoch opakovanych navstev kompetentné bezpecnostné organy/urcené
bezpecnostné organy schvalia zoznamy pravidelnych navstevnikov. Platnost’ tychto
zoznamov je najviac dvanast’ mesiacov.

(6) Kompetentné bezpecnostné organy/uréené bezpeCnostné organy vypracuju a schvalia
podrobné navstevné pravidla.

(7) Kazda zmluvnd strana zabezpeci ochranu osobnych udajov navstevnikov v sulade
s vnutroStatnymi pravnymi predpismi.

Clanok 9
Priemyselna bezpecnost’

(1) V pripade, ze ktordkol'vek zmluvna strana alebo pravnické osoby jej Statu zamyslaji
uzavriet’ utajovany kontrakt, ktory sa bude vykonéavat’ na Gzemi Statu druhej zmluvnej strany,
prevezme S§tat zmluvnej strany, v ktorom sa vykon uskuto¢ni, zodpovednost’ za ochranu
utajovanych skuto€nosti tykajicich sa kontraktu v sulade s vlastnymi vnutroStatnymi
pravnymi predpismi.

(2) Pred poskytnutim utajovanych skutocnosti prijatych od Statu druhej zmluvnej strany
kontrahentom/subkontrahentom alebo potenciondlnym kontrahentom/ subkontrahentom zo
Statu jednej zmluvnej strany, Stat prijimajucej zmluvnej strany prostrednictvom svojho
kompetentného bezpecnostného organu:



a) udeli potvrdenie o priemyselnej bezpecnosti prislusného stupna kontrahentom/
subkontrahentom alebo potencidlnym kontrahentom/ subkontrahentom za podmienky, Ze
splnili vSetky poziadavky na jeho udelenie,

b) udeli osvedcéenie o previerke personalnej bezpecnosti prislusného stupna vsetkym osobam,
ktorych povinnosti si vyzaduju pristup k utajovanym skutoCnostiam, ak splnili vSetky
poziadavky na jeho vydanie.

(3) Zmluvné strany zabezpecia, aby kazdy utajovany kontrakt obsahoval prislusny list
o bezpecnostnych aspektoch, ktory zahtiia kontrolny zoznam stupiiov utajenia.

(4) Zmluvné strany zabezpeCia ochranu autorskych prav, prav priemyselného vlastnictva
vratane patentov a inych prav tykajucich sa utajovanych skuto¢nosti vymienanych medzi ich
Statmi na zdklade vnutrostatnych pravnych predpisov.

Clanok 10
Preprava utajovanych skuto¢nosti

(1) Utajované skuto€nosti sa prepravuju prostrednictvom diplomatickych kuriérov alebo
vojenskych kuriérov alebo inym spdsobom, na ktorom sa dohodnt1 kompetentné bezpecnostné
organy. Prijimajici kompetentny bezpecnostny orgén potvrdi prijatie utajovanej skutocnosti.

(2) Ak sa ma prepravit velkd zésielka obsahujlica utajované skutocnosti, kompetentné
bezpecnostné organy sa dohodnt a schvalia sposob prepravy, cestu a bezpecnostné opatrenia
pre kazdy takyto pripad.

(3) Iny schvéleny sposob prepravy alebo vymeny utajovanych skuto¢nosti moze byt pouZzity,
ak sa na tom dohodnti kompetentné bezpecnostné organy.

Clanok 11
PorusSenie bezpecnosti a ohrozenie utajovanych skutocnosti

(1) Ak doslo k poruSeniu bezpecnosti, ktorého vysledkom je isté alebo predpokladané
ohrozenie utajovanej skutocnosti, kompetentny bezpecnostny organ Stdtu zmluvnej strany,
v ktorom k poruSeniu doslo, o tom ¢o najskér informuje kompetentny bezpecnostny organ
Statu druhej zmluvnej strany, zabezpeci ndlezité vySetrovanie tejto udalosti a prijme potrebné
opatrenia na obmedzenie ndsledkov v sulade s vnutroStitnymi pravnymi predpismi.
Kompetentné bezpecnostné organy spolupracuji pri vySetrovani na zéklade Ziadosti.

(2) V pripade, Ze ohrozenie utajovanych skutoc¢nosti nastalo v tretej krajine, kompetentny
bezpecnostny organ Statu odosielajucej zmluvnej strany prijme opatrenia ako v odseku 1.

(3) Po ukonceni vySetrovania urceny bezpecnostny urad Statu, v ktorom nastalo alebo je
predpokladané ohrozenie utajovanych skutocnosti, bezodkladne pisomne informuje
prostrednictvom kompetného bezpecnostného organu svojho Statu urceny bezpecnostny organ
Statu druhej zmluvnej strany o zisteniach a zaveroch vySetrovania.



Clanok 12
RieSenie sporov

Spory tykajice sa vykladu a realizicie tejto dohody budu predmetom konzultacii
medzi kompetentnymi bezpecnostnymi organmi Statov zmluvnych strdn alebo, ak prijatelné
rieSenie nie je mozné dosiahnut’, medzi ur€enymi zastupcami zmluvnych stran.

Clanok 13
Naklady

Kazda zmluvna strana znaSa svoje vlastné ndklady vo vztahu k realizécii tejto dohody.

Clanok 14
Vzajomna pomoc

(1) Kazdy kompetentny bezpecnostny orgdn na poziadanie poskytne druhému
kompetentnému bezpecnostnému organu informacie o svojich vnutrostaitnych pravnych
predpisoch, s cielom dodrzat’ rovnaké bezpecnostné Standardy.

(2) Kazdd zmluvné strana poskytne pomoc pracovnikom Statu druhej zmluvnej strany pri
vykone a vyklade ustanoveni tejto dohody.

(3) V pripade potreby kompetentné bezpecnostné organy/uréené bezpe¢nostné organy Statov
zmluvnych stran uskuto€nia konzultacie k Specifickym technickym aspektom tykajicim sa
vykonavania tejto dohody a mdézu dohodnut uzavretie dodatkovych protokolov k tejto
dohode.

Clanok 15
Zaverecné ustanovenia

(1) Tato dohoda sa uzatvara na neurcity ¢as a nadobudne platnost’ v prvy den druhého
mesiaca po prijati neskorSieho pisomného oznamenia, ktorymi si zmluvné strany navzajom
ozndmia splnenie vSetkych vnutroStitnych podmienok potrebnych na nadobudnutie jej
platnosti.

(2) Kazd4d zmluvna strana ma pravo kedykol'vek dohodu pisomne vypovedat. V takom
pripade platnost’ dohody skonci Sest’ (6) mesiacov odo diia dorucenia ozndmenia o vypovedi
druhej zmluvnej strane. Napriek skonceniu platnosti tejto dohody sa bude zaobchadzat
s utajovanymi skutocnostami poskytnutymi na jej zéklade v sulade s ustanoveniami tejto
dohody.

(3) Tato dohodu mozno menit alebo dopliiat’ na zaklade vzajomného sthlasu zmluvnych
stran. Zmeny a doplnky sa vykonajl pisomne a nadobudnu platnost’ v stilade s ustanoveniami
odseku 1 a budu tvorit’ neoddelitel'nu sucast’ tejto dohody.



(4) Kazda zmluvna strana bezodkladne informuje druht zmluvni stranu o zmenéach v
pravnych predpisoch svojho §tatu, ktoré by mali vplyv na ochranu utajovanych skuto¢nosti
podl’a tejto dohody.

(5) Dilom nadobudnutia platnosti nahradi tato dohoda Dohodu medzi vladou Slovenskej
republiky a vlddou Rumunska o vzajomnej ochrane klasifikovanych informécii, materidlov a
dokumentov podpisanu v Bratislave diia 3. septembra 1999.

Dané v Bukuresti dila 6. marca 2007, v dvoch pdvodnych vyhotoveniach, kazdé
v slovenskom, rumunskom a anglickom jazyku, pricom vsetky texty maju rovnaku platnost’.
V pripade rozdielnosti vykladu ustanoveni tejto dohody je rozhodujice znenie v anglickom
jazyku.

Z.a vladu Slovenskej republiky Za vladu Rumunska

FRANTISEK BLANARIK Prof. dr. MARIUS PETRESCU
Statny tajomnik

riaditel’
generalny riaditel’

Narodného bezpecnostného uradu Nirodného registaéného tiradu pre

utajované skutocnosti



Security Agreement

between

the Government of the Slovak Republic
and

the Government of Romania

on Mutual Protection

of Classified Information



The Government of the Slovak Republic
and
the Government of Romania

hereinafter called the Contracting Parties,

In order to safeguard the Classified Information exchanged directly or through other state
bodies or legal entities which deal with Classified Information of the state of the other
Contracting Party and within the framework of activities which fall under the responsibility of
the Competent Security Authorities of the states of the Contracting Parties,

Have agreed on the following:

ARTICLE 1
APPLICABILITY

(1) This Security Agreement (hereinafter referred to as Agreement) shall form the legal basis
of any activity, involving the exchange of Classified Information between the Contracting
Parties through Competent Security Authorities or through other state bodies or legal entities
in compliance with national legislation, concerning the following cases:

a) cooperation between the Contracting Parties concerning the state defence and any other
issue related to national security;

b) cooperation, joint ventures, contractual or any other relation between state bodies or legal
entities of the states of the Contracting Parties in the field of national defence and any
other issue related to national security;

c) sales of equipment, products and know-how.

(2) This Agreement shall not affect the commitments of both Contracting Parties or their
states which stem from international law. This Agreement shall not be used against the
interests, security and territorial integrity of other states.

ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

a) Classified Information means:

any information, document or material, regardless of its physical form, to which a
particular Security Classification has been assigned in compliance with national legislation
and which shall be protected accordingly;

b) Classified Document means:
any sort of record containing Classified Information regardless of its form or physical
characteristic, including, without limitation, written or printed matters, data processing



cards and tapes, maps, charts, photographs, paintings, drawings, engravings, sketches,
working notes and papers, carbon copies and ink ribbons, or reproductions produced by
any means or processes, and sound, voice, magnetic, electronic, optical or video recordings
in any form, as well as portable automated data processing equipment with resident
computer storage media, and removable computer storage media;

c) Classified Material means:

any object or item of machinery, prototype, equipment, weapon, etc., mechanically or hand
made, either manufactured or in process of manufacture, to which a Security Classification
has been assigned;

d) Security Classification means:
the assignment of degree of Security Classification in accordance with the national
legislation of the states of the Contracting Parties;

e) Classified Contract means:
an agreement between two or more Contractors establishing or defining their rights and
obligations and containing or implying Classified Information;

f) Contractor or Subcontractor means:
a legal entity possessing the legal capability to conclude Classified Contracts;

g) Breach of Security means:
an act or an omission contrary to national legislation, that results in an actual or possible
Compromise of Classified Information;

h) Compromise of Classified Information means:

a situation when — due to a Breach of Security or adverse activity (such as espionage, act of
terrorism or theft) - Classified Information has lost its confidentiality, integrity,
authenticity or availability, or when supporting services and resources have lost their
integrity or availability. This includes loss, partial or total disclosure, unauthorized
modification or destruction as well as denial of service;

1) Security Aspects Letter means:

a document issued by the appropriate authority of the state of the originating Contracting
Party as a part of any Classified Contract or sub-contract, identifying the security
requirements or the elements of the Classified Contract that require security protection;

J) Security Classification Check List means:
a listing of Classified Information, materials or activities related to a Classified Contract
and their Security Classification included in the Security Aspects Letter;

k) Personnel Security Clearance Certificate means:

a document certifying that, in performing his/her duties, the holder may have access to
Classified Information of a certain secrecy level in compliance with the need-to-know
principle;

1) Facility Security Clearance Certificate means:
a document certifying that a legal entity is authorized to carry out industrial activities
requiring access to Classified Information;



m) Need to Know means:

a principle by which access to Classified Information may be granted individually, only to
persons who, in performing their duties, need to work with or have access to Classified
Information;

n) Competent Security Authority means:

the institution listed in Article 7, empowered with authority at national level which, in
compliance with the national legislation, ensures the unitary implementation of the
protective measures for Classified Information.;

0) Designated Security Authority means:

an institution which, in compliance with the national legislation, is empowered to establish,
for its activity and responsibility field, its own structures and measures regarding the
coordination and control of the activity referring to the protection of Classified
Information. The Designated Security Authority is coordinated in the field of the
protection of Classified Information by the Competent Security Authority;

p) Third Party means:
any institution, national or international organization or legal entity which is not party to
this Agreement.

ARTICLE 3
PROTECTION OF CLASSIFIED INFORMATION

(1) In accordance with the national legislation, the Contracting Parties shall take appropriate
measures to protect Classified Information which is transmitted, received, produced or
developed as a result of a contractual or any other relation between the legal entities of their
respective states. The states of the Contracting Parties shall afford to all of the exchanged,
received, produced or developed Classified Information the level of protection corresponding
to the equivalent degree of Security Classification according to Article 4.

(2) The receiving Contracting Party and the legal entities of its state shall neither use a lower
Security Classification for the received Classified Information nor declassify it without prior
written consent of the Competent Security Authority of the state of the originating
Contracting Party. The Competent Security Authority of the originating Contracting Party
shall inform the Competent Security Authority of the receiving Contracting Party of any
changes in Security Classification of the exchanged Classified Information.

(3) Reproduction or modification, by any means, of the received Classified Information shall
be made only with the written consent of the originating Contracting Party. All reproductions
of the Classified Information shall be marked with the same Security Classifications as the
original and shall be protected in the same way. The number of copies shall be limited to that
required for official purposes.

(4) Translation of Classified Information may be done only by persons holding Personnel
Security Clearance Certificate corresponding to the Security Classification of the original
document. The translation shall be marked with the same Security Classification as the
original document.



(5) In case of reproduction of the Classified Information its original Security Classification
shall be reproduced too.

(6) Copies of Classified Information marked PRISNE TAJNE/STRICT SECRET DE
IMPORTANTA DEOSEBITA / TOP SECRET may be done only on the basis of prior written
approval of the Competent Security Authority of the state of the originating Contracting
Party.

(7) Classified Information shall be destroyed in accordance with the national legislation only
with prior written consent or at the request of the originating Contracting Party in a manner
preventing its reconstruction in whole or in part. Should the state of the originating
Contracting Party not agree with the destruction of a particular Classified Information, this
shall be returned to it.

(8) The state of the receiving Contracting Party shall inform the state of the originating
Contracting Party of the destruction of Classified Information. The Classified Information
marked PRISNE TAJNE/ STRICT SECRET DE IMPORTANTA DEOSEBITA/TOP
SECRET shall not be destroyed but returned to the originating Contracting Party. In case of
immediate danger, it may be destroyed without prior consent. The Competent Security
Authority of the state of the originating Contracting Party shall immediately be notified oft it.

(9) Access to Classified Information or to locations where activities involving Classified
Information are performed or where Classified Information is stored, shall be allowed only to
individuals having an appropriate Personnel Security Clearance Certificate, with the
observance of the Need to know principle.

(10) This Agreement shall not be invoked by either Contracting Party to obtain Classified
Information that the other Contracting Party has received from any Third Party.

(11) Each state of Contracting Party shall supervise the observance of national legislation
within the legal entities that hold, develop, produce or use Classified Information of the state
of the other Contracting Party, by means of inter alia review visits.

ARTICLE 4
SECURITY CLASSIFICATIONS

(1) The Security Classifications applicable for marking the Classified Information exchanged
within the framework of this Agreement shall be:

a) for the Slovak Republic ~VYHRADENE (RESTRICTED), DOVERNE
(CONFIDENTIAL), TAJNE (SECRET) and PRISNE TAJNE (TOP SECRET);

b) for Romania ~SECRET DE SERVICIU (RESTRICTED), SECRET
(CONFIRDENTIAL), STRICT SECRET (SECRET), STRICT SECRET DE
IMPORTANTA DEOSEBITA (TOP SECRET).

(2) The Contracting Parties have determined the equivalence of the Security Classifications as
follows:



: . STRICT SECRET DE TOP SECRET
PRISNE TAJNE IMPORTANTA DEOSEBITA
TAINE STRICT SECRET SECRET
DOVERNE SECRET CONFIDENTIAL
VYHRADENE SECRET DE SERVICIU RESTRICTED
ARTICLE 5
SECURITY CLEARANCE

(1) Each Contracting Party shall guarantee that any individual, who, due to his/her position,
needs access to Classified Information, shall hold a valid Personnel Security Clearance
Certificate issued in accordance with the respective national legislation and corresponding to
the appropriate Security Classification.

(2) On request, the Competent Security Authorities of the states of the Contracting Parties,
shall assist each other in vetting procedures related to the issue of the Personnel and Facility
Security Clearance Certificates in accordance with their national legislations.

(3) The states of the Contracting Parties shall mutually recognize Personnel and Facility
Security Clearance Certificates issued in accordance with their national legislations.

(4) The Competent Security Authorities are obliged to inform each other about any changes in
the Personnel and Facility Security Clearance Certificates which are connected with the
activities performed according to this Agreement, especially if they have been revoked or the
degree of their Security Classification has been decreased.

ARTICLE 6
RELEASE OF CLASSIFIED INFORMATION

(1) Release of Classified Information to Third Parties may take place only with prior written
consent of the Competent Security Authority of the state of the originating Contracting Party,
which may impose further limitations to the release.

(2) Each Contracting Party shall ensure that Classified Information received from the other
Contracting Party is used for the purpose for which it has been released.

ARTICLE 7
COMPETENT SECURITY AUTHORITIES

The Competent Security Authorities responsible, at national level, for the implementation and
the control of the measures undertaken in the implementation of this Agreement are:



Narodny bezpecnostny urad Guvernul Romaniei
Budatinska 30 Oficiul Registrului National al Informatiilor
850 07 Bratislava Secrete de Stat
SLOVAK REPUBLIC Bucuresti, str. Mures nr. 4, sect. 1
ROMANIA
ARTICLE 8
VISITS

(1) The Competent Security Authorities shall agree on mutual visits by their nationals.

(2) Visits to premises where Classified Information is developed, produced, handled or stored
or where the activities stated in Article 1 are carried out, shall be allowed only by the
Competent Security Authority/ Designated Security Authority of the respective state to
visitors from the state of the other Contracting Party.

(3) The request for visit shall be sent to the host state, as a rule, ten working days before the
planned visit.

(4) The request for visit shall include:

a) name and surname of the visitor, date and place of birth, passport number,

b) visitor’s nationality,

¢) position of visitor and name of institution or company (s)he is representative of, or name
and closer identification of Classified Contract (s)he takes part in,

d) information on the degree of Personnel Security Clearance Certificate of the visitor,

e) purpose of the visit and estimated date of arrival and departure,

f) name of institution or company to be visited.

(5) In case of repeated visits the Competent Security Authorities/Designated Security
Authorities shall approve the lists of regular visitors. These lists shall be valid for twelve
months at maximum.

(6) Further procedures related to visits shall be developed and agreed upon by the Competent
Security Authorities/Designated Security Authorities.

(7) Each Contracting Party shall guarantee the protection of personal data of the visitors
according to national legislation.

ARTICLE 9
INDUSTRIAL SECURITY

(1) In the event that either Contracting Party or legal entities of its state intend to award a
Classified Contract to be performed within the territory of the state of the other Contracting
Party, the Contracting Party of the state in which its performance is to take place will assume



responsibility for the protection of Classified Information related to the Classified Contract in
accordance with its national legislation.

(2) Prior to releasing any Classified Information received from the state of the other
Contracting Party to Contractors/Subcontractors or prospective Contractors/Subcontractors,
the receiving Contracting Party shall through the Competent Security Authority of its state:

a) grant Facility Security Clearance Certificates of appropriate degree to the
Contractors/Subcontractors or to prospective Contractors/Subcontractors if they have met
the requirements for the issue;

b) grant Personnel Security Clearance Certificates of appropriate degree to all personnel
whose duties require access to Classified Information if they have met the requirements for
the issue.

(3) The Contracting Parties shall ensure that every Classified Contract includes an appropriate
Security Aspects Letter which contains a Security Classification Check List.

(4) The Contracting Parties shall ensure protection of copyrights, industrial property rights —
including patents - and any other rights connected with the Classified Information exchanged
between their states, according to their national legislations.

ARTICLE 10
TRANSMISSION OF CLASSIFIED INFORMATION

(1) Classified Information shall be transmitted by diplomatic or military courier or other
means agreed upon by the Competent Security Authorities. The receiving Competent Security
Authority shall confirm the receipt of Classified Information.

(2) If a large consignment containing Classified Information is to be transmitted the
Competent Security Authorities shall agree upon and approve the means of transportation, the
route and security measures for each such case.

(3) Other approved means of transmission or exchange of Classified Information may be used
if agreed upon by the Competent Security Authorities.

ARTICLE 11
BREACH OF SECURITY AND COMPROMISE
OF CLASSIFIED INFORMATION

(1) In case of a Breach of Security that results in an actual or possible Compromise of
Classified Information, the Competent Security Authority of the state of the Contracting Party
where it occurred shall inform as soon as possible the Competent Security Authority of the
state of the other Contracting Party, shall ensure proper investigation of the event and take the
necessary measures to limit the consequences, in accordance with the national legislation. If
necessary, the Competent Security Authorities shall cooperate in the investigation upon
request.



(2) In case the Compromise of Classified Information occurs in a third state the Competent
Security Authority of the state of the dispatching Contracting Party shall take the actions
stated in Paragraph 1.

(3) After completion of investigation the Designated Security Authority of the state in which
the actual or possible Compromise of Classified Information occurred shall immediately
inform through the Competent Security Authority of its state the Designated Security
Authority of the state of the other Contracting Party on the findings and conclusions of the
investigation in writing.

ARTICLE 12
SETTLEMENT OF DISPUTES

Any dispute regarding the interpretation and implementation of this Agreement shall be
settled by consultation between the Competent Security Authorities of the states of the
Contracting Parties or, should an acceptable settlement be impossible to reach, between the
designated representatives of the Contracting Parties.

ARTICLE 13
EXPENSES

Each Contracting Party shall cover its own expenses related to the implementation of this
Agreement.

ARTICLE 14
MUTUAL ASSISTANCE

(1) Each Competent Security Authority shall provide, upon request, to the other Competent
Security Authority information about the national legislation, in order to keep the same
security standards.

(2) Each Contracting Party shall assist personnel from the state of the other Contracting Party
in the implementation and interpretation of the provisions of this Agreement.

(3) Should the need arise the Competent Security Authorities/Designated Security Authorities
of the states of the Contracting Parties shall consult each other on specific technical aspects
concerning the implementation of this Agreement and may agree upon conclusion of
supplementary protocols to this Agreement.

ARTICLE 15
FINAL PROVISIONS

(1) This Agreement is concluded for an indefinite period of time and enters into force on the
first day of the second month after receiving the last written notification whereby the
Contracting Parties inform each other of the fulfillment of all internal procedures necessary
for its entry into force.



(2) Each Contracting Party has the right to terminate this Agreement in writing at any time. In
such case the validity of this Agreement shall expire after six (6) months following the day on
which the notification of termination notice has been served to the other Contracting Party.
Notwithstanding the termination of this Agreement, all Classified Information provided
pursuant to this Agreement shall continue to be protected in accordance with the provisions
set forth herein.

(3) This Agreement may be changed and amended on the basis of mutual consent of the
Contracting Parties. Such changes and amendments shall be made in writing, entering into
force in accordance with the provisions of Paragraph 1 and shall form an inseparable part of
this Agreement.

(4) Each Contracting Party shall promptly notify the other Contracting Party of any changes
of its national legislation that would affect the protection of Classified Information under this
Agreement.

(5) With the entry into force this Agreement shall supersede the Agreement between the
Government of the Slovak Republic and the Government of Romania on mutual protection of
state secret information, materials and documents, signed in Bratislava on 3™ of September
1999.

Done in Bucharest on 6™ of March 2007 in two original copies, each in the Slovak, Romanian
and English languages, all texts having equal validity. In case of differences of interpretation,
the English text shall prevail.

For the Government of the
Slovak Republic

FRANTISEK BLANARIK
Director

of the National Security Authority

For the Government of
Romania

Prof. dr. MARIUS PETRESCU
Secretary of State
Director General

of the National Registry Office for
Classified Information



