DOHODA

MEDZI

SLOVENSKOU REPUBLIKOU

A

PORTUGALSKOU REPUBLIKOU

O VYMENE A VZAJOMNEJ
OCHRANE

UTAJOVANYCH SKUTOCNOSTI



Slovenska republika
a
Portugalska republika

(dalej len “zmluvné strany”),

uznavajuc potrebu oboch zmluvnych stran zabezpecit ochranu utajovanych
skuto€nosti vymienanych medzi oboma zmluvnymi stranami, fyzickymi osobami
alebo pravnickymi osobami v ich jurisdikcii v ramci dohdéd o spolupraci alebo
kontraktov uz uzavretych alebo takych, ktoré sa uzavru v buducnosti,

Zelajuc si vytvorit sustavu pravidiel vzajomnej ochrany utajovanych
skutoCnosti vymienanych medzi zmluvnymi stranami,

sa dohodli takto:

Clanok 1
Predmet

Tato dohoda ustanovuje pravidla bezpec€nosti tykajuce sa vSetkych dohéd
o spolupraci alebo kontraktov, €i uz podpisanych alebo planovanych na podpis v
buducnosti, ktoré predpokladaju vymenu utajovanych skutoCnosti, medzi
prislusnymi narodnymi organmi oboch zmluvnych stran alebo fyzickymi osobami
alebo pravnickymi osobami na to riadne opravnenymi.

Clanok 2
Rozsah uplatnenia

(1) Tato dohoda ustanovuje postupy pre ochranu utajovanych skutoCnosti
vymienanych medzi zmluvnymi stranami, alebo fyzickymi osobami alebo
pravnickymi osobami v ich jurisdikcii.

(2) Ziadna zmluvna strana sa nesmie dovolavat tejto dohody, aby ziskala
utajovanu skuto€nost, ktoru prijala druha zmluvna strana od strany tretej.

Clanok 3
Vymedzenie pojmov

Pre ucely tejto dohody:

a) utajovana skutoCnost je informacia, bez ohfadu na svoju formu, povahu
a spdsob prenosu, ktora podla prislusného platného prava vyzaduje ochranu
pred neopravnenym poskytnutim, a ktora je oznacCena prislusSnym stupnom
utajenia,



j)

k)

porusenie bezpecnosti je konanie alebo opomenutie konania, umyselné
alebo nahodné, v rozpore s prislusnym platnym pravom, ktorého vysledkom
je skutoéné alebo mozné ohrozenie utajovanej skuto¢nosti,

ohrozenie utajovanej skutoCnosti je situacia, ked v désledku porusenia
bezpeclnosti stratila utajovana skutoCnost svoju ddvernost, integritu alebo
dostupnost,

narodny bezpeénostny organ je organ uréeny zmluvnou stranou ako
zodpovedny za dozor a vykonavanie tejto dohody,

poskytujuca strana je zmluvna strana, ktora odovzdava utajovanu skuto¢nost
druhej zmluvnej strane,

prijimajuca strana je zmluvna strana, ktora prijima utajovanu skutoCnost od
druhej zmluvnej strany,

tretia strana je akakolvek medzinarodna organizacia alebo $tat, ktory nie je
zmluvnou stranou tejto dohody,

kontrahent je fyzickad osoba alebo pravnicka osoba s pravnou spdsobilostou
uzatvorit kontrakt,

utajovany kontrakt je dohoda medzi dvoma alebo viacerymi kontrahentmi,
vytvarajuca a definujuca vymahatelné prava a zavazky medzi nimi, ktora
obsahuje alebo zahffia pristup k utajovanym skutonostiam,

previerka personalnej bezpec€nosti je zistenie narodného bezpeclnostného
organu, ze fyzickd osoba je spbsobilda mat pristup k utajovanym
skutoCnostiam v sulade s prisluSnym platnym pravom,

previerka priemyselnej bezpecnosti je zistenie narodného bezpecnostného
organu, Ze z bezpecnostného hfadiska je pravnickd osoba fyzicky a
organizacne schopna skladovat a zaobchadzat s utajovanymi skutoCnostami
v sulade s prislusnym platnym pravom,

need-to-know znamena, Ze pristup k utajovanym skuto€nostiam mozno
udelit’ len osobe, ktora ma odbévodnenu potrebu poznat alebo mat ich pre
plnenie svojich povinnosti,

bezpeénostné pokyny pre projekt su suhrnom bezpecnostnych poziadaviek,

ktoré su pouzité na konkrétny projekt.

Clanok 4
Narodné bezpeénostné organy

(1) Narodné bezpecnostné organy zodpovedné za vykonavanie tejto dohody su:



za Slovensku republiku
Narodny bezpecnostny urad

za Portugalsku republiku
Narodny bezpecnostny urad
Prezidium vyboru ministrov

(2) Narodné bezpecCnostné organy si navzajom poskytnu oficialne kontaktné
udaje.

(3) Narodné bezpecnostné organy sa navzajom informuju o prisluSnom platnom
prave upravujucom ochranu utajovanych skutoCnosti.

(4) Narodné bezpecnostné organy si, s cieflom zabezpe it uzku spolupracu pri
implementacii tejto dohody, navzajom mézu poskytnat konzultacie na
Ziadost' jedného z nich.

Clanok 5
Pravidla bezpec¢nosti

Ochrana a pouzitie utajovanych skuto€nosti vymienianych medzi zmluvnymi
stranami sa riadi nasledujucimi pravidlami:

a) prijimajuca strana prizna prijatej utajovanej skutoCnosti uroven ochrany
ekvivalentnu stupnu utajenia vyslovne urCenému utajovanej skutoCnosti
poskytujucou stranou,

b) prijimajuca strana neznizi ani nezrusi stupen utajenia prijatej utajovanej
skutoCnosti bez predchadzajuceho pisomného suhlasu poskytujucej strany,

c) pristup k utajovanym skutonostiam je obmedzeny na osoby, ktoré ho
potrebuju na vykon svojich povinnosti, maju pristup k utajovanym
skutoCnostiam na principe need-to-know a maju previerku personalnej
bezpecénosti v sulade s prislusnym platnym pravom.

Clanok 6
Ekvivalencia stupnov utajenia a stupriov bezpeénostnych
previerok

Zmluvné strany sa dohodli, Ze nasledujuce stupne utajenia a stupne
bezpecnostnych previerok su ekvivalentné a zodpovedaju stuprfiom utajenia
a stupniom bezpec&nostnych previerok uvedenym v prislusnom platnom prave:



PRISNE TAJNE MUITO SECRETO TOP SECRET
TAJNE SECRETO SECRET
DOVERNE CONFIDENCIAL CONFIDENTIAL
VYHRADENE RESERVADO RESTRICTED
Clanok 7

Postup pri bezpeénostnych previerkach

(1) Narodné bezpecnostné organy zmluvnych stran si na ziadost a s ohladom
na prislusné platné pravo navzajom pomézu poc€as vykonavania previerok
svojich obCanov Zijucich alebo pravnickych os6b majucich sidlo na uzemi
druhej zmluvnej strany pred vydanim previerky personalnej bezpecnosti a
previerky priemyselnej bezpecnosti.

(2) Zmluvné strany si navzajom uznaju previerky personalnej bezpec€nosti a

previerky priemyselnej bezpecnosti vydané v sulade s prisluSnym platnym
pravom druhej zmluvnej strany.

(3) Narodné bezpec&nostné organy si navzajom oznamia kazdu zmenu suvisiacu
s previerkami persondlnej bezpecCnosti a previerkami priemyselnegj
bezpecnosti.

Clanok 8
Oznacovanie

(1) Prijimajuca strana oznaci prijatu utajovanu skuto€nost’ vlastnym oznacenim
stupna utajenia v sulade s ekvivalentmi podla ¢lanku 6.

(2) Zmluvné strany sa navzajom informuju o vSetkych naslednych zmenach
stupna utajenia odovzdanych utajovanych skutoCnosti.

Clanok 9
Preklad, rozmnozovanie a znicenie

(1) Preklady a képie utajovanych skutoCnosti sa uskutoCnia v sulade
s nasledujucimi postupmi:

a) fyzické osoby budu nalezite bezpecnostne preverene,
b) preklady a kdpie sa oznacCia a ochranuju rovnako ako original,

c) preklady a poCet kopii su obmedzené uradnou potrebou,



d)

(2)

3)

preklady maju prisluSnu poznamku v jazyku prekladu oznacujucu, ze
obsahuju utajovanu skuto€nost prijatu od poskytujucej strany.

Utajované skutoénosti oznadené ako TAJNE /SECRETO a vy$die sa
prekladaju alebo rozmnozZuju iba s pisomnym suhlasom narodného
bezpe€nostného organu poskytujucej strany v sulade s prisluSnym platnym
pravom.

Utajované skutonosti oznadené ako TAJNE /SECRETO avy$Sie sa
nezniCia, ale vratia sa narodnému bezpecnostnému organu poskytujuce;j
strany.

(4) Utajované skuto&nosti s oznagenim az po DOVERNE /CONFIDENCIAL sa

()

znicia v sulade s prisluSnym platnym pravom.

Ak by bolo nemozné chranit’ a vratit' utajované skuto€nosti vyrobené alebo
odovzdané podla tejto dohody, utajované skutoCnosti sa bezodkladne
zniCia. Prijimajuca strana upovedomi narodny bezpecnostny organ
poskytujucej strany o zni€eni o mozno najskor.

Clanok 10
Odovzdanie utajovanych skutoénosti

Utajované skutoCnosti sa odovzdavaju medzi zmluvnymi stranami spravidla
diplomatickou cestou.

Ak by bolo pouzitie diplomatickej cesty nepraktické alebo zbytocne oddialilo
prijatie utajovanych skutoCnosti, odovzdanie méze uskutoCnit prislusne
bezpeénostne prevereny personal, nalezite opravneny poskytujucou stranou.

Zmluvné strany moézu utajované skutoCnosti odovzdat chranenymi
elektronickymi prostriedkami, na ktorych sa dohodnu narodné bezpecnostné
organy v sulade s prislusnym platnym pravom.

Na odovzdani utajovanych skutoCnosti velkych rozmerov alebo mnozstva sa
od pripadu k pripadu dohodnu oba narodné bezpecnostné organy.

Narodny bezpeclnostny organ prijimajucej strany pisomne potvrdi prijatie

utajovanej skutocnosti.

Clanok 11
Pouzitie utajovanych skutoénosti

Utajovana skuto¢nost sa pouzije vyluéne na ucel, na ktory bola odovzdana.
Kazda zmluvna strana zabezpeCi, Zze vSetky fyzické osoby a pravnické

osoby, ktoré prijmu utajované skutoCnosti, konaju v sulade so zavazkami
ustanovenymi v tejto dohode.



Prijimajuca strana neodovzda utajované skutoCnosti tretej strane alebo
akejkolvek fyzickej osobe alebo pravnickej osobe pod jurisdikciou tretieho
Statu bez predchadzajuceho pisomného suhlasu poskytujucej strany.

Clanok 12
Utajované kontrakty

(1) Narodny bezpecCnostny organ jednej zmluvnej strany pisomne potvrdi, Ze

navrhovany kontrahent je drzZitelom prislusného potvrdenia o previerke
priemyselnej bezpeénosti predtym, ako sa uzavrie alebo vykona utajovany
kontrakt na uzemi druhej zmluvnej strany.

Kazdy subkontrahent musi spinat tie isté bezpe&nostné podmienky ako
kontrahent.

Narodny bezpecnostny organ je zodpovedny za dozor a kontrolu kontrahenta
v sulade so zavazkami podla odseku 2.

Kazdy utajovany kontrakt podpisany medzi kontrahentmi zmluvnych stran
podla ustanoveni tejto dohody obsahuje prislusné bezpeénostné pokyny pre
projekt s nasledujucimi Castami:

zavazok kontrahenta zabezpecdit, Ze osoby, ktoré potrebuju na vykonavanie
svojich povinnosti pristup k utajovanym skutoCnostiam, boli nalezite
bezpecCnostne preverené,

zavazok kontrahenta zabezpecCit, aby vSetky osoby s pristupom
k utajovanym skuto€nostiam boli informované o svojej zodpovednosti vo
vztahu k ochrane utajovanych skutoCnosti v sulade s platnym pravom,
zavazok kontrahenta umoznit bezpecnostné inSpekcie svojich priestorov,
zoznam utajovanych skutocnosti a ich stupne utajenia,

postup pri oznameni zmien v stuprioch utajenia,

komunikacné kanaly a prostriedky elektronického prenosu,

postup pri preprave utajovanej skuto¢nosti,

organy zodpovedné za koordinaciu ochrany utajovanych skutoCnosti vo
vztahu k utajovanému kontraktu,

zavazok oznamit kazdé skutoCné alebo mozné ohrozenie utajovanej
skuto€nosti.

Kopia bezpecnostnych pokynov pre projekt kazdého utajovaného kontraktu
sa postupi narodnému bezpecnostnému organu zmluvnej strany, kde sa



utajovany kontrakt ma vykonat, aby sa tak zabezpecCil adekvatny dozor a
kontrola.

Predstavitelia narodnych bezpecnostnych organov sa mézZu navstevovat
s cielom analyzy efektivnosti opatreni prijatych kontrahentom pri ochrane
utajovanych skuto€nosti, ktoré zahfnaju utajovany kontrakt.

Clanok 13
Navstevy

(1) Navstevy zahfhajuce pristup Statnych prislusnikov jednej zmluvnej strany

k utajovanym skutoCnostiam druhej zmluvnej strany, su predmetom
predchadzajuceho pisomného suhlasu narodnych bezpecnostnych organov
v sulade s prisluSnym platnym pravom.

Ziadost onavstevu sa predkladd  prostrednictvom  narodného
bezpeénostného organu hostitelskej zmluvnej strany a doru€i sa najmenej
30 dni pred konanim navstevy alebo navstev.

V surnych pripadoch sa ziadost o navstevu predlozi najmenej sedem dni
vopred.

Navstevy, zahffiajuce pristup k utajovanym skutoCnostiam, povoli jedna
zmluvna strana navstevnikom druhej zmluvnej strany len ak:

boli prislusne bezpeénostne prevereni narodnym bezpecnostnym organom
Ziadajucej zmluvnej strany a

boli opravneni prijat alebo mat pristup k utajovanym skuto¢nostiam na
zaklade principu need-to-know a v sulade s prisluSnym platnym pravom.

Narodny bezpeCnostny organ zmluvnej strany, ktora prijme ziadost
o navstevu, informuje narodny bezpecnostny organ Ziadajucej zmluvnej
strany v €o najkratSom €ase o svojom rozhodnuti.

(6) Navstevy fyzickych osOb z tretieho Statu zahffajuce pristup k utajovanym

skutoCnostiam poskytujucej strany povoli pisomne narodny bezpecnostny
organ poskytujucej strany.

Po schvaleni navstevy narodny bezpecnostny organ hostitelskej zmluvnej
strany poskytne koépiu Ziadosti o navStevu bezpenostnym zamestnancom
pravnickej osoby, ktora ma byt navstivena.

Platnost povolenia na navstevu neprekro¢i dvanast mesiacov.
Zmluvné strany sa mézu dohodnut na vytvoreni zoznamov opravnenych

oséb pre opakované navstevy. Takéto zoznamy su platné dvanast
mesiacov.



(10) Po schvaleni zoznamov narodnymi bezpecnostnymi organmi zmluvnych

stran sa dohodnu priamo podmienky konkrétnych navstev s pravnickymi
osobami, ktoré maju byt navstivené.

(11) Ziadost o navstevu obsahuje tieto udaje:

a)

meno a priezvisko, miesto a datum narodenia, Statnu prisluSnost, Cislo pasu
alebo identifikaCnej karty navstevnika,

nazov pravnickej osoby, ktoru navstevnik zastupuje alebo ku ktorej patri,
nazov a adresa pravnickej osoby, ktora ma byt navstivena,

potvrdenie o previerke personalnej bezpecnosti navstevnika a jej platnosti,
predmet a ucel navstevy alebo navsteyv,

predpokladany datum a trvanie navstevy alebo navstev, o ktoré sa ziada a
v pripade opakovanych navstev aj obdobie pokryvajuce vsetky navstevy,

meno a telefénne Cislo kontaktnej osoby v pravnickej osobe, ktord ma byt

o o

odbvodneni navstevy alebo navstev,

datum, podpis a odtlatok uradnej peciatky prislusného narodného
bezpeclnostného organu.

Clanok 14
Porusenie bezpecnosti

V pripade porusenia bezpecnosti, suvisiaceho s utajovanymi skuto€nostami
pochadzajucimi alebo prijatymi od druhej zmluvnej strany, narodny
bezpecnostny organ zmluvnej strany, kde k poruseniu doslo, informuje v ¢o
najkratSom Case narodny bezpecnostny organ druhej zmluvnej strany
a zabezpeci prislusné vySetrovanie.

Ak k poruSeniu dbjde poCas odovzdavania v State, ktory nie je zmluvnou
stranou, narodny bezpecnostny organ odosielajucej zmluvnej strany vykona
ukony podfa odseku 1.

Druha zmluvna strana na zaklade Ziadosti spolupracuje pri vySetrovani.
Druha zmluvna strana je vzdy pisomne informovana o vysledkoch

vySetrovania, vratane priin poruSenia bezpecnosti, rozsahu Skody
a zaveroch vySetrovania.



Clanok 15
Naklady

Kazda zmluvna strana znaSa vlastné naklady vzniknuté v suvislosti
s vykonavanim a dohlfadom nad vSetkymi aspektmi tejto dohody.

Clanok 16
Urovnavanie sporov

Akykolvek spor ohfadom vykladu alebo vykonavania tejto dohody sa rieSi
rokovaniami.

Clanok 17
Platnost’

Tato dohoda nadobudne platnost tridsiatym (30) diiom odo dfia dorucenia
posledného pisomného oznamenia zmluvnych stran diplomatickou cestou, Ze boli
splnené vSetky vnutrostatne podmienky pre nadobudnutie platnosti tejto dohody.

Clanok 18
Zmeny

(1) Obe zmluvné strany mézu kedykolvek tuto dohodu zmenit na zaklade
vzajomného pisomného suhlasu.

(2) Zmeny nadobudnu platnost podla ¢lanku 17.

Clanok 19
Platnost’ a skoncenie platnosti

(1) Tato dohoda sa uzaviera na neurcity ¢as.

(2) Kazda zmluvna strana méze kedykolvek vypovedat dohodu pisomnym
oznamenim druhej zmluvnej strane diplomatickou cestou, priCom platnost
dohody skonéi uplynutim Siestich mesiacov odo dria prijatia oznamenia o
vypovedi.

(3) Napriek ukonc€eniu platnosti sa utajované skutoCnosti odovzdané podla tejto
dohody nadalej ochraruju v sulade s jej ustanoveniami, kym poskytujuca
strana nezbavi prijimajucu stranu tohto zavazku.



Clanok 20
Registracia

Zmluvna strana, na uzemi ktorej je tato dohoda podpisana, ju postupi na
registraciu na Sekretariat Organizacie Spojenych narodov v sulade s ¢lankom
102 Charty Organizacie Spojenych narodov a upovedomi druhu zmluvnu stranu
0 ukonceni tohto procesu, oznamiac prislusné registracné cCislo.

Riadne povereni zastupcovia zmluvnych stran, dosvedcCujuc uvedené,
podpisali tuto dohodu.

Dané v Bratislave, dha 25. oktobra 2007, v dvoch pévodnych
vyhotoveniach, kazdé v slovenskom, portugalskom a anglickom jazykom, priCom
vSetky znenia su autentické. V pripade rozdielnosti vykladu je rozhodujuce znenie
v anglickom jazyku.

Za Slovensku republiku Za Portugalsku republiku
FRANTISEK BLANARIK JOSE ERNST HENZLER VIEIRA BRANCO
Riaditel Vel'vyslanec Portugalskej republiky

Narodného bezpeénostného uradu v Slovenskej republike



AGREEMENT

BETWEEN

THE SLOVAK REPUBLIC

AND

THE PORTUGUESE REPUBLIC

CONCERNING

THE EXCHANGE AND THE MUTUAL

PROTECTION

OF CLASSIFIED INFORMATION



The Slovak Republic

and
the Portuguese Republic

Hereinafter referred to as the “Parties”,

Recognising the need of the Parties to guarantee the protection of the Classified
Information exchanged between them, the individuals or legal entities in their
jurisdiction, under co-operation arrangements or contracts concluded or to be
concluded;

Desiring to create a set of rules on the mutual protection of Classified Information
exchanged between the Parties,

Agree as follows:

ARTICLE 1
Object

This Agreement sets out the security rules applicable to all cooperation
arrangements or contracts, which envisage an exchange of Classified Information,
concluded or to be concluded between the competent national authorities of both
Parties or by individuals or legal entities duly authorized to that purpose.

ARTICLE 2
Scope of Application

1. This Agreement sets out procedures for the protection of Classified Information
exchanged between the Parties, or the individuals or legal entities under their
jurisdiction.

2. Either Party may not invoke this Agreement in order to obtain Classified
Information that the other Party has received from a Third Party.

ARTICLE 3
Definitions

For the purposes of this Agreement:

a) "Classified Information” means an information, regardless of its form, nature,
and means of transmission, determined in accordance with the respective Law
in force to require protection against unauthorised disclosure and which has
been marked by appropriate security classification level;

b) “Breach of Security” means an act or an omission, deliberate or accidental,
contrary to the respective Law in force, which results in the actual or possible
Compromise of Classified Information;



c) “Compromise of Classified Information” means a situation when, due to a
Breach of Security, Classified Information has lost its confidentiality, integrity or
availability;

d) “National Security Authority” means the authority designated by the Party as
being responsible for the implementation and supervision of this Agreement;

e) “Originating Party” means the Party which releases Classified Information to the
other Party;

f) “Receiving Party” means the Party which receives the Classified Information
from the other Party;

g) “Third Party” means any international organisation or state that is not a Party to
this Agreement;

h) “Contractor” means an individual or a legal entity possessing the legal capacity
to conclude contracts;

i) “Classified Contract” means an arrangement between two or more Contractors
creating and defining enforceable rights and obligations between them, which
contains or involves access to Classified Information;

j) “Personnel Security Clearance” means a determination by the National Security
Authority that an individual is eligible to have access to Classified Information,
in accordance with the respective Law in force;

k) “Facility Security Clearance” means a determination by the National Security
Authority that, from a security point of view, a facility has the physical and
organisational capability to handle and store Classified Information, in
accordance with the respective Law in force;

) “Need-to-know” means that access to Classified Information may only be
granted to a person who has a verified requirement for knowledge of or
possession of it in order to perform their duties;

m) “Project Security Instructions” means a compilation of security requirements,
which are applied to a specific project.

ARTICLE 4
National Security Authorities

1. The National Security Authorities responsible for the application of this
Agreement are:

For the Slovak Repubilic:
National Security Authority

For the Portuguese Republic:
National Security Authority
Presidency of the Council of Ministers



2. The National Security Authorities shall provide each other with their official
contact data.

3. The National Security Authorities shall inform each other of the respective Law
in force regulating the protection of Classified Information.

4. In order to ensure close co-operation in the implementation of this Agreement,
National Security Authorities may hold consultations at request of one of them.

ARTICLE 5
Security Rules

The protection and use of the Classified Information exchanged between the
Parties is ruled by the following rules:

a) The Receiving Party shall afford to the received Classified Information a level
of protection equivalent to the security classification level given to the
Classified Information by the Originating Party;

b) The Receiving Party shall neither downgrade nor declassify the received
Classified Information without the prior written consent of the Originating
Party;

c) The access to Classified Information shall be restricted to persons who, in
order to perform their duties, have access to the Classified Information, on a
Need-to-know basis and hold a Personnel Security Clearance in accordance
with the respective Law in force.

ARTICLE 6
Equivalence of the Security Classification Levels

The Parties agree that the following security classification levels are equivalent
and correspond to the ones specified in the respective Law in force:

PRISNE TAJNE MUITO SECRETO TOP SECRET
TAINE SECRETO SECRET
DOVERNE CONFIDENCIAL CONFIDENTIAL
VYHRADENE RESERVADO RESTRICTED
ARTICLE 7

Security Clearance Procedure

1. On request, the National Security Authorities of the Parties, taking into account
their respective Law in force, shall assist each other during the clearance
procedures of their nationals living or facilities located in the territory of the
other Party, preceding the issue of the Personnel Security Clearance and the
Facility Security Clearance.



. The Parties shall recognise the Personnel Security Clearances and Facility
Security Clearances issued in accordance with the Law in force of the other
Party.

The National Security Authorities shall inform each other about any
modifications regarding the Personnel Security Clearances and Facility
Security Clearances.

ARTICLE 8

Marking

1. The Receiving Party shall mark the received Classified Information with its own
security classification marking, in accordance with the equivalence referred to in
Article 6.

2. The Parties shall inform each other about all subsequent classification

alterations to the released Classified Information.

ARTICLE 9
Translation, Reproduction and Destruction

. Translations and reproductions of Classified Information shall be made in
accordance with the following procedures:

a) The individuals shall be appropriately security cleared;

b) The translations and the reproductions shall be marked and placed under
the same protection as the original;

c) The translations and the number of reproductions shall be limited to that
required for official purposes;

d) The translations shall bear an appropriate note in the language of
translation indicating that they contain Classified Information received from
the Originating Party.

. Classified Information marked as TAJNE /SECRETO and above shall be
translated or reproduced only upon written permission of the National Security
Authority of the Originating Party in accordance with the respective Law in
force.

. Classified Information marked as TAJNE /SECRETO and above shall not be
destroyed but shall be returned to the National Security Authority of the
Originating Party.

. Classified Information marked up to DOVERNE /CONFIDENCIAL shall be
destroyed in accordance with the respective Law in force.

. If it is impossible to protect and return Classified Information generated or
transferred in accordance with this Agreement, the Classified Information shall
be destroyed immediately. The Receiving Party shall notify the National
Security Authority of the Originating Party about the destruction of the
Classified Information as soon as possible.
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ARTICLE 10
Transmission of Classified Information

. Classified Information shall normally be transmitted between the Parties through
diplomatic channels.

If the use of the diplomatic channels would be impractical or unduly delay
receipt of the Classified Information, transmission may be carried out by
appropriately security cleared personnel, duly authorised by the Originating
Party.

Classified Information may be transmitted via protected electronic means
approved by the National Security Authorities in accordance with the respective
Law in force.

. The transmission of large items or quantities of Classified Information shall be
approved on a case-by-case basis by both National Security Authorities.

. The National Security Authority of the Receiving Party shall confirm in writing
the receipt of the Classified Information.

ARTICLE 11
Use of Classified Information

. The transmitted Classified Information shall be used only for the purpose it has
been transmitted for.

Either Party shall ensure that all individuals and legal entities that receive
Classified Information duly comply with the obligations established in this
Agreement.

The Receiving Party shall not release the Classified Information to a Third
Party or to any individual or legal entity under the jurisdiction of a third state,
without prior written permission from the Originating Party.

ARTICLE 12
Classified Contracts

The National Security Authority of one Party shall confirm in writing before
conclusion of a Classified Contract or its carrying out in the territory of the other
Party, that the proposed Contractor holds an appropriate Facility Security
Clearance certificate.

Any subcontractor must fulfil the same security obligations as the Contractor.

The National Security Authority shall be responsible for the supervision and
control of the compliance of the Contractor with the commitments set in
Paragraph 2.

Every Classified Contract concluded between Contractors of the Parties, under
the provisions of this Agreement, shall include appropriate Project Security
Instructions identifying the following aspects:
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a) Commitment of the Contractor to ensure that persons that require access
to Classified Information to perform their duties have been appropriately
secured cleared;

b) Commitment of the Contractor to ensure that all persons with access to
Classified Information are informed of their responsibility related to
protection of Classified Information, in accordance with the Law in force;

c) Commitment of the Contractor to allow security inspections of its premises;

d) List of Classified Information and the respective security classification
levels;

e) Procedure for communication of alterations in the security classification
levels;

f)  Communication channels and means of electronic transmission;
g) Procedure for transportation of Classified Information;

h) Authorities competent for the co-ordination of the protection of Classified
Information related to the Classified Contract;

i) An obligation to notify any actual or suspected Compromise of Classified
Information.

Copy of the Project Security Instructions of any Classified Contract shall be
forwarded to the National Security Authority of the Party where the Classified
Contract is to be performed to allow adequate security supervision and control.

Representatives of the National Security Authorities may visit each other in
order to analyse the efficiency of the measures adopted by a Contractor for the
protection of Classified Information involved in a Classified Contract.

ARTICLE 13
Visits

. Visits entailing access to Classified Information by nationals from one Party to

the other Party are subject to prior written permission of the National Security
Authorities in accordance with the respective Law in force.

. The request for visit shall be submitted through the National Security Authority

of the host Party and has to be received at least thirty days before the visit or
visits take place.

In urgent cases, the request for visit shall be submitted at least seven days in
advance.

. Visits entailing access to Classified Information shall be allowed by one Party to

visitors from the other Party only if they have been:

a) Appropriately security cleared by the National Security Authority of the
requesting Party; and



b) Authorised to receive or to have access to Classified Information on a
Need-to- know basis, in accordance with the respective Law in force.

5. The National Security Authority of the Party that receives the request for visit
shall inform, as soon as possible, the National Security Authority of the
requesting Party about the decision.

2

Visits of individuals from a Third Party entailing access to Classified Information
of the Originating Party shall be authorized in writing by the National Security
Authority of the Originating Party.

7. Once the visit has been approved, the National Security Authority of the host
Party shall provide a copy of the request for visit to the security officers of the
entity to be visited.

oo

. The validity of the visit permission shall not exceed twelve months.

(]

. Parties may agree to set up lists of authorized persons to make recurring visits.
Those lists are valid for a period of twelve months.

10. After the lists have been approved by the National Security Authorities the
conditions of the specific visits shall be directly arranged with the entities to be
visited.

11. The request for visit shall entail the following information:

a) Visitor’s first and last name, place and date of birth, nationality, passport or
identification card number;

b) Name of the entity the visitor represents or to which the visitor belongs;
c) Name and address of the entity to be visited;

d) Confirmation of the visitor's Personnel Security Clearance and its validity;
e) Object and purpose of the visit or visits;

f) Expected date and duration of the requested visit or visits, and in case of
recurring visits, the total period covered by the visits;

g) Name and phone number of the point of contact at the entity to be visited,
previous contacts and any other information useful to determine the
justification of the visit or visits;

h) The date, signature and stamping of the official seal of the National Security
Authority.

ARTICLE 14
Breach of Security

1. In case of Breach of Security related to Classified Information originated by or
received from the other Party, the National Security Authority of the Party



where the Breach of Security occurs shall inform the National Security
Authority of the other Party, as soon as possible, and ensure the appropriate
investigation.

2. If a Breach of Security occurs during transmission, in a State other than the
Parties, the National Security Authority of the despatching Party shall take the
actions prescribed in Paragraph 1.

3. The other Party shall, if required, co-operate in the investigation.
4. In any case, the other Party shall be informed of the results of the investigation,

in writing, including the reasons for the Breach of Security, the extent of the
damage and the conclusions of the investigation.

ARTICLE 15
Expenses

Either Party shall bear its own expenses incurred in connection with the
application and supervision of all aspects of this Agreement.

ARTICLE 16
Settlement of Disputes

Any dispute concerning the interpretation or application of this Agreement shall
be settled through negotiations.

ARTICLE 17
Entry into Force

This Agreement shall enter into force on the thirtieth (30) day following the
receipt of the last notification, in writing and through diplomatic channels,

stating that all necessary internal requirements of both Parties for the entry into
force have been fulfilled.

ARTICLE 18
Amendments

1. This Agreement may be amended on the basis of mutual written consent of
the Parties.

2. The amendments shall enter into force according to Article 17.

ARTICLE 19
Duration and Termination

1. This Agreement is concluded for an indefinite period of time.



2. Either Party may terminate this Agreement at any time, by written notification
through diplomatic channels, producing its effects six months after the date of
its receipt by the other Party.

3. Notwithstanding the termination, all Classified Information transmitted
according to this Agreement shall continue to be protected in compliance with
the provisions set forth herein, until the Originating Party dispenses the
Receiving Party from this obligation.

Article 20
Registration

The Party in whose territory this Agreement is signed shall transmit it for
registration to the Secretariat of the United Nations, in accordance with Article
102 of the Charter of the United Nations, and shall notify the other Party of the
conclusion of the proceeding, indicating the respective registration number.

In witness whereof, the duly authorized representatives of the Parties, have
signed this Agreement.

Done at Bratislava on 25" October 2007, in two originals, each one in the Slovak
Portuguese, and English languages, all texts being authentic. In case of any
difference of interpretation the English text shall prevail.

For the Slovak Republic For the Portuguese Republic
FRANTISEK BLANARIK JOSE ERNST HENZLER VIEIRA
BRANCO
Director Ambassador of the Portuguese Republic

of the National Security Authority to the Slovak Republic



