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ORGANISATIONAL
IDENTIFICATION



ORGANISATIONAL IDENTIFICATION

In the area of protection of classified information, 
the NSA carries out security clearances of 
natural persons and entrepreneurs, comments 
on nominees in accordance with international 
agreements by which the Slovak Republic is bound, 
and keeps records related to the protection of 
classified information.

Furthermore, the NSA carries out accreditation 
of communication and information systems 
for handling of classified information, gives 
authorisation to state bodies or authorisation 
to entrepreneurs for certification of technical 
device and verification of conformity of mechanical 
barrier devices and technical protection devices 
with security standards and carries out certification 
of technical, system, mechanical barrier and 
technical protection devices.

The National Security Authority performs 
assessment of secured areas for entrepreneurs 
and government bodies, including the assessment 
of ensuring protection of exchanged classified 
documents and assessment ofconditions for 
protection against undesirable electromagnetic 
radiation.

In its own capacity the NSA conducts inspection 
of conditions ensuring protection of classified 
information in state, municipal bodies and at 
entrepreneurs, and publishes methodological 
guidelines for individual aspects of classified 
information security.

It further performs activities strengthening 
security awareness and conducts security officer’s 
examinations. Within international exchange of 
classified information, the NSA performs a role 
of the Central Registry of classified information in 
Slovak Republic and participates in the protection 
of classified information of other countries.

In the field of cryptographic protection of 
information (CPI) the National Security Authority 
performs certification of CPI devices, publishes 
security standards and conducts research and 
development of CPI devices.

It serves as guarantor and national authority 
within international cooperation in the field 
of CPI and provides the function of National 
Distribution Authority, which is the entry and 
contact point in the Slovak Republic for exchange 
and distribution of cryptographic material and 
cryptographic devices.

In the field of trust services, the NSA performs 
the task of supervisory authority in the Slovak 
Republic. It conducts tasks related to certification 
of devices for production of qualified electronic 
signatures and qualified electronic stamps; 
creates, manages and publishes a trusted list and 
list of authorisations for the purpose of issuing 
mandate certificates.

It operates the Root Certification Authority in the 
Slovak Republic issuing certificates of public keys 
to qualified providers of trust services.

In the field of cybersecurity, the NSA is the 
national authority for cybersecurity. It manages 
and coordinates the performance of government 
authorities in the field of cybersecurity, sets 
standards, and issues behavioural policies for 
cyber space. 

The NSA is the primary contact point for foreign 
countries in the area of cybersecurity, cooperates 
with central authorities, operators of essential 
services and digital service providers, it also 
performs the task of national unit CSIRT (Computer 
Security Incident Response Team).

The National Security Authority is responsible for the creation and implementation of state 
policy in the area of protection of classified information, cryptographic service, trust services 
and cybersecurity. In each area, it carries out activities that help the NSA to fulfill its objectives.



KEY LEGAL REGULATIONS

When fulfilling the set tasks, the National Security 
Authority is governed by the Constitution of 
the Slovak republic, constitutional acts, legally 
binding acts of the European Union, international 
treaties that the Slovak Republic is bound by, acts 
and other generally binding legal regulations, 
resolutions of the Government of the Slovak 
Republic, its statute, organisational rules and 
other internal legal regulations setting forth the 
internal processes.

In the field of classified information protection 
and cryptographic protection of information, 
the National Security Authority is regulated by 
the Act on Protection of Classified Information 
(Act No. 215/2004 Coll. on Protection of 
Classified Information and on Amendment and 
Supplementing of Certain Acts as amended).

In the field of product certification for trust 
services, the National Security Authority follows 
the eIDAS Regulation (Regulation (EU) No. 
910/2014 of the European Parliament and of 
the Council on Electronic Identification and Trust 
Services for Electronic Transactions in the Internal 
Market), it’s implementing decisions are regulated 
by Act on Trust Services (Act No. 272/2016 Coll. 
on Trust Services for Electronic Transactions 
on the Internal Market and on Amendment 
and Supplementing of certain Acts). When 
accomplishing tasks in the field of cybersecurity, 
the NSA is regulated by Cybersecurity Act (Act 
No. 69/2018 Coll. on Cybersecurity and on 
Amendment and Supplementing of certain Acts).

LEADERSHIP

The National Security Authority is headed by the 
director, who is responsible for the activities of 
the entire institution. Main responsibilities are 
to manage and represent the NSA. The director 
determines the implementation methodology 
of the main tasks of the NSA, approves the 
internal legal regulations, defines the internal 
organisational structure of the NSA and makes 
decisions on the personnel issues of its officers 
and employees.

The NSA director covers the interdepartmental 
cooperation of the National Security Authority and 
is a permanent member of the Security Council 
of the Slovak Republic. The position determines 
the principles of international cooperation of 
the NSA and in compliance with the foreign 
policy priorities of the Government of the Slovak 
Republic, supports and develops partnerships with 
institutions of foreign states and international 
organisations. In his absence, the director is in 
a reserved scope represented by the deputy 
director of the National Security Authority, who 
is, i.e. responsible for departmental coordination 
of activities.



Organisational structure

The National Security Authority is organisationally divided into departments – sections and directly managed divisions, 
sections are further divided into divisions. 
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DEPARTMENTS

The NSA Office coordinates the activity of the 
NSA departments, secures and performs basic 
administrative and organisational activities related 
to management and activities of the NSA, arranges 
legislative and legal matters of the NSA, builds and 
develops external relationships and cooperation, 
and ensures communication to the public.

The Security clearance department carries 
out tasks in the field of personnel security and 
industrial security related to execution of security 
clearance for individuals and entrepreneurs.

Apart from security certificates and confirmations, 
which allow access to national classified 
information, it also conducts issuing of personnel 
security clearance certificates and facility security 
clearance certificates for handling of classified 
information of NATO and EU; performs security 
clearance for individuals and entrepreneurs, issues 
certificates for access to classified information of 
NATO and EU, expresses its opinion on individuals 
under international treaties by which the Slovak 
Republic is bound.

Regulation and Supervision Department is 
responsible for the legislative tasks related to 
the field of classified information, cryptographic 
protection of information, cybersecurity, trust 
services and public regulated service, which is 
provided by the global satellite navigation system 
project Galileo. It fulfils tasks in areas of inspection, 
audit and supervision.

It issues and revokes qualifying status, determines 
essential service and its operator, determines 
digital service and its provider. Issues official 
statements and methodologies, creates 

conceptions and strategic materials, prepares 
security standards and knowledge standards, 
certification policies and signature policies, 
behavioural policies in cyber space, principles 
of cyber incident prevention and methods of their 
resolution. On the international level it represents 
the NSA and coordinates international activities of 
the NSA. It comments the proposals of legislative 
materials in the interdepartmental consultation 
procedure and carries out the legal process of 
materials with foreign elements.

The National Cyber Security Centre SK-CERT 
carries out duties of the national unit CSIRT. It 
ensures services related to managing security 
incidents, removing their impacts and consecutive 
restoration of operation of information systems 
in cooperation with their owners and providers. 
It also performs analytical tasks, research, raising 
security awareness and education in fields of 
cybersecurity and other duties in the field of 
cybersecurity. Since 2020 it includes Hybrid 
Threats and Disinformation Office, which provides 
tasks in the field of combating hybrid threats and 
disseminating disinformation.

The Technical Department carries out accreditation 
and certification activities in the field of 
protection of classified information for personnel, 
administrative security, physical security, facility 
security, security of technical means, industrial 
security, cryptographic information protection, in 
the field of cybersecurity, and in the field of trust 
services. It maintains the course and operation 
of information and communication systems of 
the NSA.

The Human Resources and Social Security Division 
provides personnel and wage policy, social security, 
education and payroll. It coordinates healthcare 
for officers and employees of the NSA.



The Internal Security Department ensures the 
internal security of the NSA: physical and technical 
protection of the NSA’s buildings, director and 
staff. Obtains, concentrates, analyzes and verifies 
information on security risks related to the 
competence of the NSA, officers and employees.

It clarifies offenses for departments within the 
NSA. It performs internal control, financial control, 
and handles complaints and petitions. It fulfils 
tasks of responsible entity for handling reports 
of antisocial activity in the field of protection 
of personal data; prepares agreements about 
entrepreneur’s access to classified information 
and performs duties in occupational safety and 
health (OSH) and fire protection.

The NSA Liaison Office fulfils specific tasks with 
the goal of developing and building international 
relations and cooperation of the NSA abroad. 

The NSA Liaison Office provides communication 
between the NSA and foreign partners, represents 
the interests of the Slovak Republic in areas 
entrusted to the NSA within NATO, European 
institutions and agencies, and implements bilateral 
and multilateral cooperation within the NSA’s 
representation abroad.

The Project and Financial Management Division 
provides project and program management in the 
conditions of the NSA.

The Internal Audit Unit performs internal audits of 
the NSA and performs other tasks in accordance 
with the Financial Control and Audit Act.



HUMAN RESOURCES



The total number of employees of the NSA has been relatively stable in recent years. The ratio 
between the number of officers and employees did not change fundamentally (approximately 
90:10), and a slight predominance of the number of women over the number of men was also 
maintained.

HUMAN RESOURCES

2019 2020

100
men

118
women

104
men

121
women

2019 2020

Officers

92 % permanent civil service

195 officers

23 employees

202 officers

23 employees

6 % preparatory civil service

2 % temporary civil service

90 % permanent civil service

9 % preparatory civil service

1 % temporary civil service



2019 2020

58 %  35 - 49 years old

19 % < 34 years old

17 % 50 - 59 years old

6 % > 60  years old

56 %  35 - 49 years old

19 % 50 - 59 years old

18 % < 34 years old

7 % > 60  years old

Age

2019 2020

72 % University – 2nd degree

19 % Full secondary

5 % University – 3rd degree

3 % University – 1st degree

1 % Basic 

76 % University – 2nd degree

17 % Full secondary

4 % University – 3rd degree

2 % University – 1st degree

1 % Basic 

Education



BUILDING AND DEEPENING 
PERSONNEL CAPABILITIES

The National Security Authority enables its officers 
and employees to maintain their professional 
preparedness, gain new skills and increase their 
qualification in professional courses, seminars 
and training sessions domestically and abroad. 
If required, the NSA secures increasing of 
qualification at universities.

Every year the NSA organises a specialised police 
education for newly hired officers, in cooperation 
with the Academy of the Police Force in Bratislava, 
which is a condition for the newly hired officers to 
enter permanent civil service. Due to the COVID-19 
Pandemic, majority of the education, including 
the final exams, was conducted via online format.

Last year, officers and employees completed 
standard introductory and regular training in 
occupational safety and health, as well as fire 
protection. A novelty was a training course focused 
on the prevention of terrorism and active shooter 
preparedness.

Maintaining and increasing physical condition 
was limited, as the NSA’s gym was closed due to 
pandemic situation for most of the year.

UPDATE OF THE
ANTI-CORRUPTION
PROGRAMME

In 2020, the NSA updated its existing Anti-
Corruption Programme. Once more, it has the 
ambition to monitor and evaluate the NSA’s anti-
corruption system settings in order to eliminate 
systemic failures related to corruption. The 
program is published on the NSA’s website.

MEASURES TO PREVENT 
CORRUPTION

In autumn 2020, the Director of the National 
Security Authority established a new internal 
anti-corruption regulation for the purpose of 
establishing, implementing, maintaining, reviewing 
and improving the anti-corruption management 
system. The regulation was established in 
accordance with the requirements STN ISO 37001 
Anti-corruption management system.

Citizens can report suspicions of corruption of 
officers and employees of the NSA via an anti-
corruption e-mail on the NSA’s website.

PANDEMIC PLAN OF THE NSA

In September 2020, the National Security Authority 
issued a Pandemic Plan to provide preventive crisis 
measures in the event of an outbreak of acute 
respiratory illness. The plan aims in particular to 
limit the spread of infection in the NSA and ensures 
that the NSA’s tasks are performed.

The plan respects  the measures and 
recommendations issued by the Public Health 
Authority of the Slovak Republic and other relevant 
entities.



LEGISLATION



LEGISLATION

 Preparation of an amendment to Act 
no. 272/2016 on Trusted Services for Electronic 
Transactions in the Internal Market - the aim is to 
eliminate problems from application practice. In 
particular, it modifies the method of notification 
in which is the intention to provide, modify or 
terminate qualified trust services. Subsequently, 
it adds further obligations to the relying party.

The amendment regulates both the certification 
process and the regulation of sanctions. It 
proposes to adjust the system of the mandate 
certificate and the list of authorizations taking into 
account the existing general legal regulation of the 
manner of exercising public power in electronic 
form regulated in the Act on e-Government. The 
law will be submitted to the legislative process 
during 2021.

 Preparation of an amendment to Act 
No. 215/2004 on the Protection of Classified 
Information - the subject of the amendment to 
the Act is to achieve the elimination of problems 
arising from the application practice, especially 
when carrying out security clearances. The law 
will be submitted to the legislative process in 
2021.

 On December 12th, 2020, the Act 
No. 364/2020 was introduced, which amends 
Act No. 395/2002 on Archives and Registries. 
Consequently, it amends some laws which 
amended Act No. 215/2004 on the Protection 
of Classified Information.

The amendment made it possible for central state 
administration bodies, within the competence of 
which archival documents containing classified 
information are created, to store these archival 
documents in a central repository of classified 

information set up by the National Security 
Authority until declassification.

This also fulfilled the obligation of the head to 
ensure the reassessment of the classification level 
of classified information at least once every five 
years. Experience has shown that, despite the 
obligation of the head (i.e. the statutory body) to 
review the classification levels, this obligation is 
not properly fulfilled and this activity took place 
only during the decommissioning procedure.

 On January 1, 2021, Act No. 423/2020 
in connection with the reform of the judiciary 
went into force. It amended and supplemented 
Act No. 215/2004 on the Protection of Classified 
Information. It extended the circle of entitled 
persons with a special status under this Act to a 
member of the Judicial Council.

The proposed legal regulation is related to the 
new competencies of the Judicial Council in the 
area of supervision over the fulfillment of the 
preconditions for judicial competence pursuant 
to Act No. 185/2002 on the Judicial Council of the 
Slovak Republic. The circle of entities considered 
to be central state administration bodies for the 
purposes of the Act on the Protection of Classified 
Information has also been extended to include 
the Office of the Supreme Administrative Court 
of the Slovak Republic.

 After the thorough preparation and 
consultations with the professional public, 
the National Security Authority submitted to 
the interdepartmental comment procedure in 
accordance with the Resolution of the Government 
of the Slovak Republic No. 547/2020 legislative 
bill No. 69/2018 on Cybersecurity. 

The Regulation and supervision department worked on several major legislative changes last 
year. The results of some legislative processes will not be determined until 2021. Furthermore, 
the department continuously prepared several amendments to laws:



The aim of the proposed law is to strengthen the 
powers of the competent national authorities 
and to clarify certain definitions. The legislative 
definition of the institute of “blocking” is 
introduced.

The amendment specifies the competence of the 
NSA in connection with the performance of the 
tasks of the national authority for cybersecurity 
certification with reference to EU Regulation No. 
2019/881. 

The position of the cybersecurity auditor is being 
adjusted and a list of cybersecurity auditors 
and a list of legal entities, through which cyber 
ecurity audits can be carried out, is introduced. 
The European Toolbox for CyberSecurity of 5G 
Networks (EU Toolbox) is being implemented, 
with the introduction of a general arrangement 
instead of defining a specific 5G (“fifth generation 
internet”) for further practice.

The obligation of the NSA to prepare an annual 
report on the protection of personal data in 
connection with cybersecurity incidents and 
their resolution is introduced. Furthermore, 
the position of the cyberecurity manager is 
established, security measures are specified and 
some sanctions are specified.

A practical requirement was also included in the 
proposal - the extension of the deadline from the 
original six to twelve months for adopting and 
complying with security measures in managed 
and operated networks and information systems 
and keeping relevant documentation is regulated, 
while the deadline runs to the essential service 
operator from delivery to the register of essential 
service operators.

Based on the acquired knowledge and due to the 
demand of individual operators of the essential 
service, the proposal introduced legal basis of 
automated sending of system information from 
networks and information systems. It is about 
sending the data that is needed to deal with a 

cybersecurity incident. The material will be the 
subject of negotiations of the National Council 
of the Slovak Republic in 2021.

 In November 2020, the National Security 
Authority submitted the National Cyber Security 
Strategy for the years 2021 to 2025 for an inter-
ministerial comment procedure No. 498/2020 
based on the Cybersecurity Act.

The strategy is intended for all entities involved in 
building a cybersecurity system. It sets strategic 
goals and has the ambition to respond to current 
and potential security threats in a modern way. 
It offers a comprehensive concept of information 
and cybersecurity management.

It is a strategic document that determines 
Slovakia’s approach and method to accomplish 
increased level of cybersecurity. The vision is to 
strengthen, and at the same time, to create an 
open, free, and secure cyberspace for all.

In 2021, the preparation and submission of 
an Action Plan for the implementation of the 
strategy will follow, which will set out specific 
time, material, but also financial criteria for 
the development of cybersecurity in Slovakia. 
The action plan for the implementation of the 
strategy will also contain tasks for individual state 
administration bodies within the limits of their 
competencies and possible impacts that new or 
amended legislation will bring.

 During the year, the NSA participated in 
the preparation of the draft of the new Security 
Strategy of the Slovak Republic and the Defense 
Strategy of the Slovak Republic, especially in the 
sections on activities and operations in cyberspace.



INTERNAL REGULATIONS

The NSA Office issued 15 regulations of the NSA 
Director, 43 orders of the NSA Director and two 
statutes.

Regulations and statutes are intended to streamline 
internal processes and implement generally 
binding legal regulations, e.g. new regulation 
on the handling of notifications on anti-social 
activities, on measures in the field of corruption 
prevention, on financial management and financial 
control, on the departmental coordination group, 
on the terminology group, on the organisational 
rules or on the activities of the appeal commission 
and advisory commission.

The Internal Audit Department and the Hybrid 
Threats and Disinformation Office have both 
new statutes.

The orders of the NSA Director were used to 
identify people responsible for specific tasks - 
e.g. when setting up project teams, appointing 
members to various commissions or inventorying 
assets.

ADMINISTRATIVE AND 
INFRINGEMENT PROCEEDINGS

As an administrative body, the National Security 
Authority received 10 complaints of unauthorized 
manipulation of classified information and 8 
complaints in which the investigation focused on 
violations of the Act on the Protection of Classified 
Information. Based on the investigations, the NSA 
imposed fines for committing an offense in the 
area of protection of classified information in the 
total amount of 500 EUR and for committing an 
administrative offense in the area of protection 
of classified information in the total amount of 
4200 EUR.

The NSA also received one submission in the field 
of aerial photography and postponed the case with 
a record, as no violation was committed under the 
Act on the Protection of Classified Information.



PROTECTION OF CLASSIFIED
INFORMATION



PROTECTION OF CLASSIFIED INFORMATION

With the exception of the global pandemic, no extraordinary events and circumstances arose in 
2020 that would disrupt the system of ensuring the protection of classified information. The NSA 
continued to optimize the review process, intensified cooperation with partner organizations and 
the result is more efficient and dynamic performance.

PERSONNEL SECURITY

One of the main and key activities of the NSA is carrying out personal security clearances.

Last year, the Security Clearance Department issued 4612 certificates for familiarisation with classified 
information of Confidential, Secret and Top Secret levels; of which 2425 for officers and employees 
of the Ministry of Defense.

2019

2 166

1 807

4 268

295

730

1351

167

2020

1 924

2 409

4 612

279

377

1915

133

Confidential

Secret

Total

Top Secret

for MOD SR

for MOD SR

for MOD SR



In 2020, the NSA issued 42 decisions and natural persons filed 12 appeals against the NSA’s decision. 
In one case, the NSA self-reversed the decision. 

The Committee of the National Council of the Slovak Republic for Review of Decisions of the National 
Security Authority decided on 8 appeals. All cases were rejected. As of December 31, 2020, there 
were 3 appeals in the appeal process.

The nominees filed one action against the decision with the Supreme Court of the Slovak Republic, 
which is in the process of being decided. In addition, in 2020 the Supreme Court ruled in one case in 
which an action was filed in a previous period. In that case, it annulled the decision of the committee, 
which subsequently annulled the decision of the NSA.

In relation to classified information forwarded to NATO and the EU, the NSA issued 4227 certificates 
to the nominees, of which there were 2041 NATO certificates and 2186 EU certificates.

Out of the total number of NATO certificates, the NSA issued 32 NATO ATOMAL certificates, which 
authorise access to information on NATO’s strategic nuclear deterrence and are issued to a narrow 
circle of persons.

INDUSTRIAL SECURITY

In the field of industrial security, the NSA carries out Facility Security Clearances (FSC). An entrepreneur’s 
FSC shall aim at obtaining information on entrepreneur who give reasonable grounds for their national 
authority to request the creation of classified information or to be forwarded to them. 

In such case, it is the duty of the statutory body of the entrepreneur to request the NSA to carry out 
a security clearance to obtain an FSC certificate.

2019 2020

Decisions of the NSA 28 42

Appeals 14 12

Appeals – self-reversion 0 1

Appeals dismissed by the Committee 13 8

Decisions canceled by the Committee 0 1

Decisions brought before the Supreme Court 1 1



In 2020, the NSA issued 90 FSC certificates, 5 of them at the level RESTRICTED, 66 FSC certificates 
at the level CONFIDENTIAL, 17 FSC certificates at the level SECRET, and 2 FSC certificate at the level 
TOP SECRET.

In 2020, the NSA issued 17 decisions, which were appealed against by four enterpreneurs.

In one case, the NSA ruled in favor of changing the decision and three appeals were decided by the 
Committee which dismissed the appeals of the undertakings. At the end of the year, there was no 
appeal in the appeal process.

One action has been filed against the committee’s decision with the Supreme Court, which is in the 
process of being decided. In addition, in 2020 the Supreme Court ruled in one case in which the 
action was filed in a previous period and dismissed the action.

In relation to NATO and EU classified information, the NSA issued 15 NATO certificates and 11 EU 
certificates to entrepreneurs, which entitle entrepreneurs to become acquainted with NATO classified 
information or EU classified information.

The National Security Authority has concluded 16 contracts on the entrepreneur’s access to classified 
information, in 2020 the NSA concluded 4 contracts and 6 amendments to the concluded contracts.

Classification level 2019 2020

Restricted 10 5

Confidential 76 66

Secret 22 17

Top Secret 1 2

Total 109 90

2019 2020

Decisions of the NSA 23 17

Appeals 5 4

Appeals – self-reversion 2 1

Appeals dismissed by the Committee 2 3

Decisions canceled by the Committee 0 0

Decisions brought before the Supreme Court 0 1



SECURITY OF INFORMATION

In 2020, the National Security Authority received and sent 4,381 classified documents.

The process of registration was unified with the system of registration, which was established with 
the entry into the force of the Decree of the National Security Authority No. 48/2019. The Decree 
lays down the details of the administrative security of classified information. At the same time, there 
was a link to Act No. 305/2013 on the electronic form of the exercise of powers by public authorities.

PHYSICAL SECURITY AND BUILDING SECURITY

In 2019, the Authority assessed physical security and building security measures to protect classified 
information of entrepreneurs who were subjected to security clearance procedure. A total of 40 
assessments were made (requests made in 2019 – 8 and requests made in 2020 – 32).

In 2020, the NSA issued 40 certificates of mechanical prevention devices and technical safeguarding 
devices.

Classification level 2019 2020

Restricted 3 655 3 561

Confidential 247 807

Secret 7 13

Top Secret 0 0

Total 3 909 4 381

Restricted Confidential Secret Top secret Total

MPD 0 7 4 2 13

TSD 0 10 10 7 27

Total 0 17 14 9 40



ACCREDITATION OF COMMUNICATION AND INFORMATION 
SYSTEMS

In 2020, the NSA carried out two updates to the accreditation of the communication and information 
system DEKMS and NS WAN in accordance with NATO Security Policy C-M(2002)49. In addition, one 
system FADO EU was accredited in accordance with Council Decision (2013/488/EU).

PROTECTION AGAINST UNDESIRABLE ELECTROMAGNETIC 
RADIATION

To ensure the protection of classified information against leakage through unwanted electromagnetic 
radiation, the NSA performed zone measurements of premises and measurements of technical means 
and means of cryptographic protection of information in a specialised TEMPEST laboratory.

In total, the NSA performed 724 measurements of equipment and 10 zone measurements of premises, 
on the basis of which 146 components of technical equipment and 65 rooms were categorized. In 
the given period, 1 request for the measurement of the shielded tent was received and at the same 
time the measurement of the shielded chamber was performed on the basis of the request not 
processed in 2019.

Based on these requests, a total of 18 measurements of the attenuation of the shielded chamber 
and the shielded tent were performed. In 2020, 2 applications for technical inspections of premises 
and 1 application for regular technical inspections of official motor vehicles were accepted, on the 
basis of which inspections of 20 rooms and regular inspections of official vehicles were performed.

SAFETY OF TECHNICAL MEANS

In 2020, in the area of safety of technical means, the NSA issued 60 certificates and 17 amendments:

Restricted

20

Secret

11

Confidential

29



CRYPTOGRAPHIC
PROTECTION
OF INFORMATION 



The cryptographic protection system in the Slovak 
Republic is based on the verified structure of 
departmental cryptographic bodies and their close 
cooperation with the NSA, which fulfills the role 
of a central cryptographic body. In 2020, the NSA 
ensured the administration of the systems and 
resources of the CPI operated at the NSA and in 
state administration bodies. On an ongoing basis, 
it provided for the operational requirements of the 
ministries and provided them with related support, 
in particular the production and distribution of 
national cryptographic material and advice on the 
maintenance of the systems and resources used.

In 2020, the National Security Authority continued 
the continuous distribution of technical means 
usable for the secure exchange of information 
between government institutions in the mode 
of classification level Reserved, Confidential and 
Secret. 

As part of the provision of government liaison, 
these technical means were supplied to the register 
of government institutions. During the pandemic 
situation, the NSA provided videoconferencing and 
the transmission of information for the highest 
government officials through a secret government 
connection to ensure the smooth running of the 
Government of the Slovak Republic.

On a national and international level the NSA 
played the role of National Distribution Authority, 
which is the entry and contact point of the Slovak 
Republic in the exchange and distribution of 
cryptographic material and cryptographic 
equipment.

CRYPTOGRAPHIC PROTECTION
OF INFORMATION 

CRYPTOGRAPHIC AND TECHNICAL DEVICES

In 2020, the NSA issued 3 certificates (1x restricted and 2x confidential) of means of cryptographic 
information protection (CPI) and 6 amendments to the means of CPI certificate.

Restricted

1

Total

3

Top
secret

0

Secret

0

Confidential

2



TRUST SERVICES



The National Security Authority supervises 
qualified trusted service providers, in accordance 
with the eIDAS Regulation on the Trusted Services 
Act and the supervision scheme.

Unqualified trust service providers shall be subject 
to ex post supervision only if the NSA obtains 
information indicating that they provide services 
that do not comply with the requirements set out 
in the eIDAS Regulation.

In 2020, the NSA issued guidelines, e.g. on the use 
of certified devices for the production of qualified 
electronic signatures, especially certified in the 
country of the European Union, published in the 
list of devices certified by the European Union.

TRUST LIST

The National Security Authority maintains and 
publishes on its website a trusted list containing 
information on providers of qualified trust services 
that are under the supervision of the Slovak 
Republic and information on provided qualified 
trust services.

In 2020, the NSA published 10 versions of the 
trusted list.

LIST OF AUTHORISATIONS

The list of authorisations, which is an information 
source for qualified providers of trusted services 
for the issuance of mandate certificates, is 
published by the National Security Authority on 
its website.

The NSA expanded the list in 2020. Based on the 
requests from state and local government bodies 
18 new authorizations were entered.

During the year, the NSA published 14 versions 
of the list of authorisations. Its current version 
has always been supplemented by an archive of 
previous versions.

NEW TRUST SERVICES

The National Security Authority received a 
notification from two qualified providers with 
the intention to provide a qualified trust service. 
Providers were required to submit notifications 
with the final conformity assessment report. A 
total of six qualified statuses were awarded for 
qualified trusted service.

In 2020, the NSA assessed and granted seven 
requests from qualified trust service providers to 
extend existing qualified services to the Online 
Certificate Status Protocol (OCSP) service and 
six requests for the service of issuing qualified 
electronic time stamps.

At the same time, two conformity assessment 
reports performed by a conformity assessment 
body within 24 months of the last audit were 
submitted to the supervisory authorities by 
qualified trust service providers in 2020, confirming 
that the qualified trust service providers and the 
qualified trust services they provide meet the 
requirements set out in the Regulation on eIDAS.

TRUST SERVICES

In 2020, the National Security Authority received 1 request for certification of a secure product for 
a qualified electronic signature and 1 application for the renewal of a certificate. However, these 
proceedings were stopped due to a missing documentation required by law.



TRUST INFRASTRUCTURE

The National Security Authority operates a root 
certification authority of the Slovak Republic for 
the trust infrastructure. Therefore, the NSA issues 
public key certificates and maintains a long-term 
database of issued qualified certificates with their 
validity status, issued by providers to whom the 
NSA has granted qualified status.

In 2020, after the termination of CA Disig, KCA NBÚ 
(root certification authority NSA) took over the 
obligation to provide OCSP responses to revoked 
and expired certificates issued by CA Disig.

DEVELOPMENT OF 
INTERNATIONAL STANDARDS

One NSA officer was a project leader for the 
development of international technical standards 
used for the implementation of the eIDAS 
regulation (ISO 14533-1 within ISO TC 154). Work 
on revision will continue in 2021.





CYBERSECURITY



The data sources were self-detection, mandatory and voluntary reports of essential service operators 
and digital service providers, and information from partners and partner organisations. 

Based on the obtained data, it is possible to create a comprehensive view of the number of reported, 
detected and resolved incidents according to individual categories. The most detected and reported 
incidents were in the category of unwanted content, the most resolved incidents were in the category 
of attempted penetration.

TIMELINE OF INCIDENTS

The largest number of incidents was detected and reported in August 2020, the most resolved in 
March. Inputs to this statistics come from the sources of the National Cyber Security Centre SK-CERT 
and its CSIRT partners in the Slovak Republic.

CYBERSECURITY

The National Cyber Security Centre SK-CERT monitored the Slovak cyberspace and 
continuously collected information on cybersecurity incidents throughout the year 2020.
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MANDATORY AND VOLUNTARY INCIDENT REPORTS

Operators of essential services and digital service providers are obliged by the Cybersecurity Act to 
report all serious cybersecurity incidents to the National Security Authority on the day of detection. 

In 2020, there was an increase in reported incidents under the law, mainly in the category of voluntary 
reports. The graph below shows the detailed numbers of incidents in the mandatory and voluntary 
reporting categories.

COVID-19 PANDEMIC

The National Cyber Security Centre SK-CERT 
recorded the first COVID-19-related attack during 
March 2020, and during March and April there 
were another 10 incidents recorded and resolved. 
Within 2020, 24 related incidents were recorded.

Cyber space has also been significantly affected 
by quarantine measures. Companies were 
not prepared to move their employees into 
households, which meant leaving the often well-
secured perimeter and creating new insufficiently 
prepared inputs into the company’s systems. This 
has often simplified attackers’ attempts to obtain 
data from the companies they attacked.

The healthcare sector has become an important 
target for the attackers. Attackers focused on data 
theft tried to obtain data related to the production 
of a vaccine for COVID-19. The attack took place 
against the European Medicines Agency (EMA), 
where attackers were able to obtain data on the 
Pfizer/BioNTech vaccine.

The attacks were also carried out against the 
developer of the vaccine AstraZeneca and also 
other pharmaceutical companies in Germany, 
Canada, France, India, South Korea and the USA.

The attacks also took place in various hospitals, 
where the primary method of attack was 
ransomware. The shortage and overcrowding of 
medical facilities and centers increased the chance 
that the medical facility would pay a ransom. 
Additionally, the possibility of obtaining valuable 
medical data was attractive to cyber-attackers. 

The attacks took place in dozens of hospitals 
and laboratories, mostly in the USA. In Europe, 
the target of a successful attack was the Brno 
Hospital, which was forced to move patients to 
another hospital. In Germany, the ransomware 
attack ended with the death of a patient. 

A ransomware attack also took place on Germany’s 
largest private hospital operator, Fresenius. One 
of the targets were also the London laboratories 
of Hammersmith Medicines Research, which 
worked on coronavirus research.
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Fraudsters tried to profit by massively buying 
medical devices and then selling them at multiplied 
prices. A large number of fraudulent content 
websites have been created to share hoaxes and 
disinformation on coronavirus and vaccination. 
There were also fake online stores trying to lure 
money from desperate citizens suffering from a 
lack of disinfectants, respirators and protective 
equipment.

CSIRT

As of December 31st, 2020, there are two 
accredited CSIRT units in the Slovak Republic 
within the statutory sectors - CSIRT.sk for the 
sector “Public Administration”, the subsector 
“Public Administration Information Systems” and 
the Cyber Defence Center of the Slovak Republic, 
which operate in the field of cyber defense. 

CSIRT.sk provides its services to the Banking sector 
on the basis of contracts. The National Cyber 
Security Centre SK-CERT provides its services 
on the basis of contracts with the Ministry of 
Economy to the Energy and Industry sector, as 
well as to the Healthcare sector. 

No new sectoral CSIRTs were created in 2020, nor 
were existing contracts concluded with existing 
CSIRTs and central authorities responsible for 
individual sectors.

PREPARATION OF THE NATIONAL 
CYBERSECURITY STRATEGY

In 2020, the National Security Authority 
launched the preparation of the National Cyber 
Security Strategy for the years 2021 to 2025. 

The preparation of this conceptual material was 
conditioned by a legislative requirement, but also 
by the need to build on the previous strategic 
material, which was the Cyber Security Concept 
for the years 2015 to 2020. For the purpose of 
preparing the National Strategy, the NSA created 
a working group, which contributed in the final 
proposal that was submitted to the Government 
of the Slovak Republic on 28th December 2021.

The National Cyber Security Strategy has the 
ambition to establish the direction of the Slovak 
Republic in the field of cybersecurity. The proposal 
describes the principles on which the cybersecurity 
management system is based, as well as the 
threats that affect cybersecurity processes and 
activities and have a significant impact on the 
security of the state and its citizens. In response to 
these threats, the National Strategy has identified 
strategic objectives that need to be addressed:

 A trustworthy state prepared for threats

 Effective detection and identification of  
 cybercrime

 Resilient private sector

 Cybersecurity as an essential part of  
 public administration

 Strong partnerships

 Educated professionals and educated  
 public

 Research and development in the field  
 of cybersecurity



HYBRID THREATS
AND DISINFORMATION OFFICE

The National Security Authority established 
the Hybrid Threats and Disinformation Office 
(hereinafter „HTDO“) as a second central body 
of state administration.

It was established without increasing the budget, 
it contributes with its creation, statute, and activity 
to the building and modernisation of the security 
system of the Slovak Republic. This step clearly 
emphasized the NSA’s interest in a progressive 
and active approach to the reassessment of its 
development.

HTDO is part of several national initiatives that 
actively contribute to the preparation of strategic 
documents and activities in their field of activity. 
Since its inception in July 2020, it has been actively 
consolidating, developing, and participating with 
its operations on various international platforms 
and fora; e.g. European Center of Excellence for 
Hybrid Threats in Helsinki.

At the national level, HTDO participated in the 
preparation and implementation of an e-learning 
training program in the field of hybrid threats. 
The hybridne.sk training course is available to 
every officer of the NSA and was offered as an 
educational activity of the NSA in 2020.

HTDO is a participating lecturer partner of the 
GLOBSEC educational activity, which is focused 
on spreading awareness in the field of hybrid 
threats. Educational trainings were held in all local 
authorities and were focused on employees of 
crisis staffs of district and regional cities.

Officers of the HTDO participated as lecturers in 
four trainings. Currently, the HTDO is a member 
of the Interdepartmental Working Group for the 
Development of a Coordinated Mechanism of the 

Slovak Republic in the Fight against Information 
Operations, the Coordination Platform against 
Hybrid Threats KOPLA.

Since September, HTDO has been a part of the 
project of STRATPOL and the Slovak Institute for 
Security Policy SSPI, which deal with the issue and 
audit of the security functioning of SK in the field 
of hybrid threats. HTDO was an active member of 
the analytical-operational group during Operation 
Joint Responsibility.

EUROPEAN LEGISLATION

Regulation (EU) 2019/881 of the European 
Parliament and of the Council of 17 April 2019 
on the ENISA (European Union Agency for Cyber 
Security) and repealing Regulation (EU) 526/2013, 
on Information and Communication Technology 
cybersecurity certification (‘’Cybersecurity Act’’) 
entered into force. 

The purpose of this Regulation is to set out the 
objectives, tasks, and organisational aspects of 
ENISA (European Union Agency for Cyber Security) 
and to establish a framework for European 
cybersecurity certification schemes to ensure an 
adequate level of cybersecurity of ICT products, 
ICT services, and ICT processes in the Union, to 
prevent fragmentation of the internal market in 
terms of Cybersecurity Certification schemes in 
the Union..

The purpose of European cybersecurity 
certification schemes is to ensure that ICT 
products, ICT services and ICT processes that 
have been certified by such a scheme meet certain 
requirements in order to protect the availability, 
authenticity, integrity and confidentiality of data 
stored, transmitted or processed; related functions 
or services that these products, services and 
processes provide or make available throughout 
their life cycle. 



REGULATION ON THE NETWORK 
OF NATIONAL COORDINATION 
CENTERS

The European Commission is finalizing the 
preparation of a Regulation of the European 
Parliament and of the Council establishing a 
European Center for Industrial, Technological 
and Research Competences in Cyber Security 
and a network of national coordination centers.

The main reason for the initiative is the Union’s 
strategic interest in maintaining and developing 
cybersecurity capabilities in order to ensure a 
digital single market, protect critical networks 
and information systems, and provide key services 
in this area.

The European Cybersecurity Competence Center 
(ECCC) will also work to support research that 
facilitates and accelerates standardization and 
certification processes, in particular in the field 
of cybersecurity certification schemes under the 
European Cybersecurity Act.

The tasks of the National Coordination Center in 
the Slovak Republic are performed by the Cyber 
Security Competence and Certification Center 
(KCCKB).

AMENDMENT OF THE NIS 
DIRECTIVE

In December 2020, the European Commission 
published a proposal to revise Directive (EU) 
2016/1148 of the European Parliament and of 
the Council of 6 July 2016 on measures to ensure 
a high common level of security of networks and 
information systems in the Union, entitled “NIS2 
Directive”.

The aim of the Directive NIS2 will be to update 
the current NIS Directive, although it only came 
into force in the Member States on 9th May 2018.

The current NIS Directive contains targeted rules 
(e.g. obligation to report infringements) for 
operators of essential services (energy, transport 
providers, banking and finance, healthcare, water 
supply and digital infrastructure) and digital service 
providers (especially online marketplace providers, 
search engine services and cloud computing 
services). Member States were also required to 
set up a computer security incident response 
team (CSIRT) and a national competent authority.

The goal of the proposed NIS2 Directive is to 
close the distinction between essential services 
providers and digital service providers and to 
examine a new approach to classification based 
on the importance of the service. This would allow 
a lighter regime for services that are categorized 
as “important” and not “essential”.

The proposal strengthens the security 
requirements for the companies covered by the 
rules in question by introducing the principle of 
risk management (technical and organizational 
measures) while providing a minimum list of 
basic security elements that must be applied. This 
will require a more prescriptive approach than is 
currently applied under the current NIS Directive.

The proposal also introduces more precise 
requirements for reporting incidents, including 
the content of reports and reporting timetables 
(in some cases within 24 hours). In addition to 
the above, the aim of the NIS2 Directive is to 
replace the specific security requirements for 
providers of electronic communications networks 
and services in the European Code of Electronic 
Communications and for providers of trusted 
services under Regulation (EU) No 910/2014.



CYBER SECURITY COMPETENCE 
AND CERTIFICATION CENTRE

The primary mission of the Cyber Security 
Competence and Certification Center (hereinafter 
referred to as the “Competence Center”) is to assist 
in the public interest in fulfilling the professional 
tasks of the National Security Authority in the 
field of cybersecurity, protection of classified 
information, cryptographic protection and trust 
services.

The main tasks of the Competence Centre are 
clearly defined, it includes primarily the tasks of 
a national sectoral, technological and research 
center in the field of cybersecurity, application 
and comprehensive implementation of projects 
from the European Structural and Investment 
Funds, the Cohesion Fund and other financial 
instruments of the European Union and ensuring 
their operation.

The Competence Center also performs activities 
related to the protection of classified information, 
cybersecurity and trust services according to the 
instructions of the founder, performs the tasks 
of a conformity assessment body, and certifies 
auditors, cybersecurity managers, integrated 
quality management systems and more.

Furthermore, it conducts cybersecurity audits 
according to a special regulation at the essential 
services operator in order to confirm the 
effectiveness of the security measures taken 
and compliance with the requirements set by law.

In order to strengthen and support the Slovak 
economy in the field of cybersecurity, the 
Competence Center conducts activities that are 
directly related to the forthcoming Regulation 
of the European Parliament and the Council 
establishing the European Center for Industrial, 
Technological and Research Competences in Cyber 
Security and the Network of National Coordination 
Centers.

CYBERSECURITY AUDITS

The essential service operator is obliged to 
perform a cybersecurity audit, which will verify 
the effectiveness of the security measures taken 
and compliance with the requirements set by law. 
The audit must be carried out within two years 
from the date of inclusion of the entity in the 
register of essential services providers and at the 
same time after any change that has a significant 
impact on security measures. The audit identifies 
cybersecurity deficiencies and recommends 
corrective measures and subsequently corrective 
action.

Without prejudice to the preceding provision, 
the NSA may at any time order a cybersecurity 
audit to be carried out on the operator of the 
essential service, or request the conformity 
assessment body to carry out such an audit of 
the essential service operator in order to confirm 
the effectiveness of the security measures taken 
and compliance with the requirements set out 
in this Act.

In May 2020, the Competence Center received 
accreditation from the Slovak National 
Accreditation Service, as the national accreditation 
body of the Slovak Republic.

This means that the current number of available 
certified auditors in the Slovak Republic is 40. 
Certifications are still ongoing, the Competence 
Center performs approximately one certification 
exam per month with a success rate of 3-5 
candidates. The optimal target number of certified 
auditors, which would correspond to the workload 
and scope of audits and the expected needs 
for the audit of essential services operators, is 
approximately 100.

In the past year, the NSA ordered two cybersecurity 
audits according to para. 29 (5) of the Act at the 
National Center for Health Information (NCZI) and 
the National Agency for Network and Electronic 
Services (NASES).
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INTERNATIONAL COOPERATION

Despite the circumstances of the pandemic, the Nati onal Security Authority maintained intensive 
high-level cooperati on with EU and NATO security authoriti es and other internati onal organisati ons 
in all areas of its mission.

The NSA has taken acti ve steps to support regional cooperati on and the development of bilateral 
partnerships for the exchange of experiences, the formulati on of common positi ons and the 
coordinati on of procedures for the promoti on of common interests. The Central registry of the 
NSA ensured the internati onal exchange and protecti on of classifi ed informati on.

The NSA’s direction in building a security 
environment in the context of the European 
Union’s vision corresponds to the principles of 
the adopted EU Security Union Strategy 2020-
2025, especially in increasing the resilience of 
criti cal infrastructure, cybersecurity and setti  ng 
up processes to ensure security in both physical 
and digital.

The pandemic had a signifi cant impact on the 
implementati on of personal work meeti ng on 
individual work platf orms, so the negoti ati ons 
moved from behind the round table to the virtual 
space. The NSA has an expert representati on in 
all three platf orms of EU insti tuti ons and bodies 
dealing with the policy of security and protecti on 
of EU classifi ed informati on (EUCI).

In the EU Council, the NSA conti nued to acti vely 
parti cipate in meeti ngs of the EU Council Security 
Committ ee (CSC), as an advisory body to the 
General Secretariat of the Council of the EU in 
preparati on of the EU security and protecti on 
policies.

 Discussions in the CSC focused on the revision 
of the Council’s Security Regulations for the 
Protecti on of EU 

Classified Information (CSR). The NSA also 
parti cipated in two subcommitt ees of the Council 

(the Informati on Security Committ ee and the 
Security Accreditati on Board).

At the European Commission, the NSA was 
represented in the Group of Experts of the 
European Commission for Security Policy 
(ComSEG), which is responsible for the preparati on 
and implementati on of security policies and rules 
in its subordinate institutions. The NSA also 
parti cipated in the Global Navigati on Satellite 
System Security Board (GNSS SB) and the Security 
Accreditati on Board of the European GNSS Agency 
(GSA) in the constructi on of the Galileo satellite 
system (SAB).

The program Galileo is a European project for a 
state-of-the-art global navigati on satellite system 
providing a highly accurate and guaranteed global 
positi oning service under civilian control. The 
fully deployed system will consist of 30 satellites 
and ground infrastructure. An applicati on plan 
for the deployment of second generati on (G2G) 
satellites, which should be available by 2025, was 
presented in 2020. The new generati on of satellite 
technology will improve the already excellent 
positi oning accuracy with minimal deviati on.

In the European External Acti on Service (EEAS), 
the Nati onal Security Authority parti cipated in 
meeti ngs of the EEAS Security Committ ee

ACTIVITIES IN THE EUROPEAN UNION



(SC EEAS) for the preparation of policies and 
proposals (security in general) in the field of 
EUCI protection under the terms of the EEAS 
and its foreign delegations, as well as updating 
international treaties for EUCI area.

Overall, the EUCI protection agenda in 2020 
reflected the pandemic situation, which resulted in 
the Council of EU, EC and EEAS opening up technical 
issues for secure EUCI voice communication, 
whether during EU Council videoconferences, EUCI 
exchange in the Commission and its subordinates 
or in the EEAS and its foreign delegations.

At the end of the year, the European Commission 
presented a legislative proposal for a Regulation on 
information security in the EU institutions, bodies 
and agencies, which would unify the security 
rules for the protection of the EUCI. Member 
States have called on EU authorities to take this 
step for several years. In the process of approving 
this Regulation, the National Security Authority 
is ready for a technical discussion.

Several topics resonated in the field of 
cybersecurity. The NSA successfully represented 
the Slovak Republic at the Blue OLEx 2020 
(tabletop exercise and strategic policy discussion 
on cybersecurity) and CyCLONe (the European 
Commission’s “Blueprint” implementation tool for 
rapid emergency response in the event of a large-
scale cross-border cyber incident or crisis) the goal 
of which was to build a stronger cybersecurity 
community.

At the end of the year, the European Union set up 
the European Center for Sectoral, Technological 
and Research Competences in Cyber Security 
and a network of national coordination centers. 
The Representatives of the Governments of the 
Member States have chosen Bucharest as their 
seat. They also reached an agreement in the 
multiannual financial framework for 2021-2027, 
in particular in the Horizon Europe and Digital 
Europe programs. They will be implemented by 
the European Competence Center.

Slovakia will have to designate a national 
institution of a “national coordination center” 
and its involvement in the network of national 
coordination centers.

The Cyber Security Competence and Certification 
Centre (KCCKB) has the greatest prerequisites in 
this regard, which, among other things, also fulfills 
the tasks of a national branch, technological and 
research center in the field of cybersecurity.

In the non-legislative area, the year 2020 brought 
the successful implementation of 5G toolbox 
measures (a set of measures designed to address 
risks in the area of cybersecurity of 5G networks). 
At the end of the year, the Commission published 
a report on the recommendations analyzing the 
implications of the measures. The NSA participated 
in the Council Conclusions on the cybersecurity 
of connected devices. The document states that 
devices will play a key role in further shaping 
Europe’s digital future.

A new area has been the application of restrictive 
measures in the field of cybersecurity. The EU 
Council approved a first sanctions list and a second 
sanctions list against cyber attacks threatening the 
EU and its Member States. The lists included eight 
natural persons and four legal entities (entities) 
responsible for cyber attacks or attempted cyber 
attacks (in particular the cyber attack on the 
OPCW, the WannaCry and NotPetya cyber attacks; 
Operation Cloud Hopper – a cyber attack which 
seriously affected the German Bundestag).

In December, the Commission and the High 
Representative of the Union for Foreign Affairs 
and Security Policy presented the so-called new 
cybersecurity package. In particular, it consists 
of a new EU cybersecurity strategy as a key 
element in shaping Europe’s digital future, the 
Recovery Plan for Europe and the EU Strategy 
for the Security Union. The main objective is 
to strengthen Europe’s collective resilience to 
cyber threats and to ensure that all citizens and 
businesses can make full use of trusted and reliable 
services and digital tools.



The EC also put forward proposals to address the 
cyber and physical resilience of criti cal enti ti es 
and networks: a directi ve on measures to ensure 
a high common level of security of networks and 
informati on systems in the Union (revised NIS 2 
directi ve) and a new directi ve on resilience of 
criti cal enti ti es. New legislati on at EU level covers 
a wide range of sectors and addresses current 
and future online and other risks, from cyber 
att acks to crime or natural disasters. In all working 
platf orms, the NSA promoted the maintenance 
of the legal form of the revised NIS 2 Directi ve 
and successfully fulfi lled this goal. 

The NSA was acti vely involved at the European 
Cyber Security Organisation (ECSO). In the 
organisati onal structure, the NSA representati ve 
is a member of the Committ ee of Representati ves 
of Nati onal Public Authoriti es (NAPAC) and an 
observer on the Board of Directors. Representati ves 
of the NSA participated in the work of three 
of the six working groups WG1: certification, 
standardisation, WG5: education, security 
awareness building and training in cybersecurity, 
WG6: strategic research and innovati on agenda.

The year 2020 was a turning point for the NATO 
Office of Security (NOS) and NATO allies and 
partners. Aft er several years of eff orts, the NATO 
Security Committ ee at Security Policy format (SC 
SP) has succeeded in completi ng the process of 
a comprehensive revision of the NATO Security 
Policy base document the Security within the 
North Atlanti c Treaty Organizati on C-M (2002) 
49-REV1.

It sets out the basic principles and minimum 
standards for the handling and protection of 
NATO classifi ed informati on. The Nati onal Security 
Authority acti vely parti cipated in the revision 
of the standard and the Directi ve on Personnel 
Security, the Directi ve on the Security of NATO 
Classifi ed Informati on, the Directi ve on Physical 
Security Directi ve and in the preparati on of a 
new directi ve and supporti ng document on the 
protection of NATO classified information in 
relati on to non-NATO enti ti es.

At the end of January 2020, the NOS performed 
an inspecti on of the protecti on of NATO classifi ed 
informati on in Slovakia. The NSA, as the main 
responsible enti ty of the protecti on of classifi ed 
informati on in Slovakia, was not only the subject 

of the inspecti on, but also parti cipated in the 
coordinati on and provision of the enti re visit.

NOS inspectors assessed the state of protecti on 
of NATO classifi ed informati on in Slovakia very 
positi vely and at a very high level. The conclusions 
of the Inspecti on Security Report on security 
measures for the protecti on of NATO classifi ed 
informati on in the Slovak Republic formulated 
recommendations for the elimination of 
deficiencies resulting from the evaluation 
visit. All audited enti ti es were informed of the 
results and were requested to strictly follow the 
recommendati ons.

NATO’s joint Alliance exercise Able Staff  2020 was 
canceled just before its start in November due to 
a pandemic and the date was moved to the turn 
of February and March 2021.

The exercise is to test communicati on in nuclear 
planning, to practi ce the applicable measures of 
the Alliance’s crisis response system, to improve 
consultati ons, and to carry out practi cal training 
of personnel at NATO Headquarters, Supreme 
Headquarters Allied Powers in Europe (SHAPE) 
and nati onal headquarters.

ACTIVITIES IN NATO



The Nati onal Security Authority has long considered 
regional cooperati on to be an important priority. 
In 2020, the NSA conti nued to develop proven and 
functi oning relati onships with strategic partners 
from the Visegrad Four countries and Austria.

The eff ect of cooperati on in the Central European 
region has been confi rmed parti cularly in the 
informal Central European Cyber Security Platorm 
(CECSP). Once again, it managed to fi nd common 
and unifying views on current European issues.

The annual meeti ng of the platf orm took place 
in a virtual space. The main topics were the joint 
statement on the revised NIS 2 directi ve, the 
sharing of experience during pandemic with 
the focus on cybersecurity, the latest update 
on the measures taken for the security of 5G 
networks and the certi fi cati on of cybersecurity. 
The Hungarian Armed Forces Inspector presented 
the state’s cyber defense and the “MeliCERT 
facility” project. In 2021 the platf orm is chaired 
by Poland and in 2022 by Slovakia.

Despite the global pandemic situation, the 
Nati onal Security Authority, in 2020, conti nued 
to develop bilateral cooperati on with its partners 
in all its areas of competence - especially in the 
exchange and protecti on of classifi ed informati on, 
recogniti on of security clearances issued abroad, 
etc.

The NSA, as the responsible body, addresses 
its partners abroad and prepares draft texts 
of agreements, which are approved by the 
Government of the Slovak Republic.

At the beginning of the year, an inter-ministerial 
comment procedure conti nued on the agreement 
between the Slovak and Maltese governments on 
the mutual protecti on of classifi ed informati on.

At the same ti me, the Nati onal Security Authority 
negotiated a new agreement between the 
Government of the Slovak Republic and the USA on 
security measures for the protecti on of classifi ed 
informati on. 

In October 2020, another round of negoti ati ons 
was held for comments on both sides. The 

American side was to take part in a security 
assessment visit to Slovakia in June 2020. Because 
of the pandemic, both sides must fi nd a suitable 
alternati ve.

Prior to the outbreak of the pandemic, the NSA 
Director welcomed the delegati on of Northern 
Macedonia. The topic was the issue of mutual 
protecti on and exchange of classifi ed informati on, 
sharing practical experience in matters of 
protecti on of classifi ed informati on and data in 
the conditi ons of the EU and the experience of 
the Slovak Republic with accession to the EU. The 
delegati on also addressed the issues of criti cal 
digital infrastructure protecti on, cybersecurity 
and the functi oning of the Nati onal Cyber Security 
Centre SK-CERT.

At the beginning of September 2020, Matt hew 
Boyse, Deputy Assistant Secretary at the Bureau 
of Europan and Eurasian aff airs, paid a visit to 
the Slovak Republic. He was accompanied, at 
the offi  cial recepti on of the NSA Director, by the 
US Ambassador to Slovakia Bridget A. Brink and 
Politi cal Secretary Jonathan Herzog.

REGIONAL COOPERATION

BILATERAL PARTNERSHIPS



The main topic of the discussion was the legislative 
discourse in regards to the security of 5G networks 
in Slovakia. The NSA director informed the 
American partners about the initiative of Slovakia 
in concluding a joint declaration on the safety of 
5G technologies, in the elaboration of which the 
NSA actively cooperated. The joint declaration of 
the Slovak Republic and the USA on the security 
of the fifth generation networks was signed in 
October in Washington by the Ministers of Foreign 
Affairs of both countries.

In regards to Romania’s long-standing efforts 
to allocate the seat of the European Center for 
Sectoral, Technological and Research Competences 
in the Field of Cyber Security and Networks of 
National Coordination Centers, the NSA was 
visited by Alexander Nazare, the Romanian 
Ambassador’s Special Envoy, accompanied by 
Romanian Ambassador to Slovakia Steluta Arhire.

The delegation presented the concept of candidacy 
and details of the operation of the center over a 
decade. The National Security Authority confirmed 
the support to the Romanian partners. Thanks 
to the voice of Slovakia, after the completion of 
the legislative process, the seat of the center will 
become Bucharest.

EXCHANGE OF FOREIGN 
INFORMATION

The electronic registration of foreign classified 
information through online links with public 
information registers enables secure, faster 
and more flexible registration and electronic 
distribution of classified information. In 2020, the 
NSA provided methodological assistance to the 
electronic registry of classified information set up 
by public authorities in the electronic registration 
of classified information.

The Central Registry Office processed 4,222 NATO 
classified information and 1,353 EU classified 
information. The NSA also mediated the exchange 
of 152 classified information of foreign power. 
The NSA has created an established register of 
NATO ATOMAL classified information since 2010. 
In 2020, no ATOMAL classified documents were 
registered in it.

Classification level 2019 2020

NATO Restricted
EU Restricted
Foreign power RESTRICTED

4 870
2 374

53

1 754
802

83

NATO Confidential
EU Confidential
Foreign power CONFIDENTIAL

1 847
1 131

62

1 089
364

66

NATO Secret
EU Secret
Foreign power SECRET

2 491
430

14

1 379
186

2

NATO Top Secret
EU Top Secret
Foreign power TOP SECRET

0
0

16

0
1
1

NATO total
EU total
Foreign power total

9 208
3 935

145

4 222
1 353

152



ECONOMY



ECONOMY

BREAKDOWN OF BINDING BUDGET INDICATORS

Breakdown of binding budget indicators of Chapter 41 of the National Security Authority for 
2020, impact of budgetary measures on the amount of the budget and comparison of the use of 
appropriations for the adjusted budget as at 31 December 2020.

Indicators Approved
breakdown

Adjusted
Budget

Actual Fulfilment to
the adjusted

budget 

I. Revenues of the chapter 16 900,00 14 296,05 12 460,08 87,16 %

A. Mandatory indicator 14 900,00 12 296,05 12 313,85 100,15 %

B. Funds from the European Union 0,00 0,00 0,00 -

II. Total expenses of the chapter (A + B+ C) 11 381 182,00 15 043 525,61 14 132 042,87 93,94 %

A. A. Expenses total excluding funds according to art. 17 (4)  
Act No. 523/2004 Coll. and 

funds from the EU 

11 379 182,00 12 796 947,88 11 887 318,91 92,89 %

out of that:

A.1. Funds from the state budget
Source code 111

11 379 182,00
11 379 182,00

10 060 401,57
11 685 677,00

11 150 918,83
10 776 194,26

92,46 %
92,22 %

A.2. Funds for co-financing
3AA2
3AA3

0,00 736 546,31
396 101,94
340 444,37

736 546,31
396 101,94
340 444,37

100,00 %
100,00 %
100,00 %

A.3. wages, salaries, service income and other per. 
comp. (610), (source code 111 + 11H)

Out of that : wages, salaries, service income and 
other per. comp. Out of that apparatus of the
central body (source code 111 + 11H)

Number of budgetary organisation employees according 
to the annex to the Resolution of the Government of 
the Slovak Republic No. 667/2010 And Gov. Res. Of SR 
No. 500/2019

Out of that apparatus of the central body 

6 562 036,00

6 562 036,00

241 osôb

241 osôb

6 558 796,00

6 558 796,00

240 osôb

240 osôb

5 847 363,17

5 847 363,17

214 osôb*

214 osôb*

89,15 %

89,15 %

89,17 %

89,17 %

A.4. capital expenses (700)
(excluding the funds for co-financing:
source code 111
source code 131H
source code 131J

0,00

0,00

405 792,57

31 068,00
257 231,16
117 493,41

405 792,57

31 068,00
257 231,16
117 493,41

100,00 %

100,00 %
100,00 %
100,00 %

B. B. Funds according to Article 17 (4) of Act No.523/2004 
Coll. According to which

the budgetary organisation is entitled to draw this limit 
up to the amount of budget revenue actually received 
and is entitled to exceed the expanditure limit in orded 
to acheive higher than budgeted revenue

2 000,00 2 000,00 146,23 % 7,31 %

C. Funds from the European Union
3AA1

0,00 2 244 577,73
2 244 577,73

2 244 577,73
2 244 577,73

100,00 %
100,00 %

D. Expenses of the state budget for implementation
of the programs of the Government of the Slovak Republic

0D9 Information security
0EK0U Information technologies financed from the state
budget – NSA

11 381 182,00

11 096 344,00
284 838,00

15 043 525,61

14 775 687,61
267 838,00

14 132 042,87

13.865 864,70
266 178,17

93,04 %

93,84 %
99,38 %

E. Systematisation of police officers in civil service 216 osôb
5 905 472,00

216 osôb
5 905 472,00

192 osôb*
5 394 490,32

88,89 %
91,35 %



The National Security Authority complied with 
the binding indicators of the NSA’s budget in 
2020. In managing its funds, it relied on the 
principles of economy, efficiency and effectiveness 
in complying with legislative regulations, in 
particular Act No. 523/2004 Coll. on Budgetary 
Rules of Public Administration, Act No. 357/2015 
Coll. on Financial Control and Audit, Act No. 
343/2015 on Public Procurement, resolutions 
of the Government of the Slovak republic and 
methodological instructions and guidelines of 
the Ministry of Finance of the Slovak Republic.

BUDGET FOR 2021

The binding indicators of the state budget of 
individual chapters for 2021 were approved in 
Act No. 425/2020 on the State Budget for 2021. 
Following point C.1 of the Resolution of the 
Government of the Slovak Republic No. 649 of 
14 October 2020 on the draft budget of the public 

administration for the years 2021 to 2023 and the 
provision of Art. 6 (3) of Act No. 523/2004 Coll. 
on Budgetary Rules of Public Administration and 
on Amendments to certain Acts, as amended, 
binding indicators of the state budget for 2021 
were announced to the NSA.

Expenditures of the NSA for 2021 are budgeted 
in the program 0D9 - Information Security and the 
inter-ministerial sub-program 0EK0U - Information 
Technologies financed from the state budget - NSA 
in the total amount of EUR 12,730,671.00. The 
NSA’s revenue as a binding indicator is budgeted 
at EUR 20 000.00, revenue under source code 
72e is budgeted at EUR 2 000.00.

The National Security Authority will use the budget 
funds in the performance of tasks that result from 
generally binding legal regulations and from the 
obligations of the Slovak Republic towards the 
EU and NATO.





OVERSIGHT AND AUDIT



The National Security Authority continued the 
oversight activities of state authorities and 
entrepreneursin 2020. In the field of protection 
of classified information, it carried out 10 planned 
and one extraordinary inspections; as well as 1 
inspection in regards to compliance with legal 
regulation on trust services.

Nine inspections were conducted at central 
administration state bodies, three at legal persons/
entrepreneurs.

The control groups focused mainly on the 
complexity of the protection measures adopted 
and their coordination across individual security 
areas.

Deficiencies were found in eight inspected 
subjects. A total of 36 control findings were found:

 8 in the field of information security

 22 in the field of physical and building  
 security

 4 in the field of security of technical  
 means

 1 deficiency in the field of industrial  
 security

 1 deficiency in the field of 
 cryptographic protection of   
 information

Of the total number of planned inspections for 
2020, the inspectors moved 8 of them to 2021. 
The reason was measures and precautions related 
to the COVID-19 pandemic. For example, in the 
months of March to June and September to 
October, it was not possible to carry out inspections 
at all, or only in a limited mode.

Entity Number of inspections Field

Planned Extraordinary Classified
information

Trust services

State authority 8 1 9 0

Entrepreneur 3 0 2 1

OVERSIGHT AND AUDIT

The oversight and audit activities are often perceived by the audited entities as an unpleasant 
and repressive activity, however it also has a preventive and educational meaning. It also provides 
precious knowledge and feedback on the condition of compliance with the generally binding legal 
regulations and contributes to significant improvement of the legislative activity of the National 
Security Authority.



The NSA received 3 final reports in regards to 
the audit results of essential service operators.

Last year, the National Security Authority ordered 
two special cybersecurity audits at the National 
Agency for Network and Electronic Services 
(NASES) and the National Center for Health 
Information (NCZI).

METHODOLOGICAL ACTIVITIES

In 2020, dozens of state bodies, entrepreneurs, 
but also natural persons addressed the 
National Security Authority with a request 
for methodological guidelines in all areas of 
its material scope. The most frequently asked 
questions concerned the protection of classified 
information, cybersecurity, and trust services.

INTERNAL OVERSIGHT

In 2020, the Internal Security Department carried 
out 13 completed internal controls.

Four concerned the substantive implementation 
of government resolutions, the others focused 
on the control of the protection of classified 
information in the area of physical and building 
security, adherence to the specified work hours 
of the NSA officers, temporary inability to work 
due to illness or injury and provision of leave 
(including statistical investigation).

The internal control was also devoted to compliance 
with the obligations of internal regulations in the 
field of operation of company motor vehicles, 
catering, and expenses for accommodation during 
domestic and foreign business trips.

Checks in personal contact with officers or 
employees (e.g. blood alcohol tests) have not been 
performed because of pandemic precautions.

Apart from trivial cases, the Internal Security 
Department did not find any breaches of generally 
binding regulations during inspections.

INTERNAL AUDIT

In 2020, the Internal Audit Unit performed 3 
internal audits.

They focused on the verification and evaluation of 
the implementation of the inventory in the years 
2018 to 2019, the fulfillment of the measures 
taken on the basis of the internal audit report and 
the fulfillment of the binding budget indicators 
of the NSA in 2018 and 2019.

The performed internal audits did not reveal a 
deficiency in the liable person.

COMPLAINTS AND PETITIONS

The NSA received 3 complaints, which the NSA 
assessed as unfounded by investigation and 
review. No petition was received by the NSA.

Sector Classified information*

Number PS IS InS PhS STM CSO Cybersecurity Trust services

State authority 33 40 12 11 2 38 32 11

Total 179

* PS – personnel security, IS – information security, InS – industrial security, PhS – physical and building security, STM – security of technical 
means, CSO – cross-sectional opinions rsonálna bezpečnosť,





CONCLUSION AND PRIORITIES 
FOR 2021



The NSA will continuously optimize the 
management of human resources, the efficiency of 
hiring new experts and their continuous training; 
its internal processes, management and project 
management.

The National Security Authority will continue to 
collect and analyze information from application 
practice, take into account the requirements of 
international agreements and European Union 
legislation, but will also be open to the feedback 
from the professional public when creating 
and amending laws and regulations for better 
performance of state administration. Our goal 
is to prepare amendments to the laws on trust 
services, cybersecurity and protection of classified 
information (including decrees on physical and 
building security).

The NSA will further develop its capabilities in 
the field of certification of mechanical security, 
technical security and technical means, or means 
of cryptographic protection of information. The 
Cybersecurity Certification Slovakia project, the 
implementation of which began in autumn 2020, 
may assist the NSA in the activities of accreditation 
of certification laboratories, in accordance with the 
requirements of the Common Criteria Recognition 
Arrangement.

Last year, the NSA publicly declared its ambition 
to streamline the performance and quality of 
security clearance procedures, which it succeeded 
in practice despite major complications during 
the global pandemic.

Among the priorities for 2021 is also the project 
Electronic Services for Processing Security Files 
of the National Security Authority. The project is 
focused on the creation of information systems 
for the electronic services of the NSA in the field 

of protection of classified information and internal 
processes related to security checks of individuals 
and entrepreneurs.

Last year, the NSA began the process of preparing 
competition documents, implementing public 
procurement and the project Building a New 
Physical and Buidling Security of the NSA.

This year, the government adopted the National 
Cyber Security Strategy for the years 2021 to 2025, 
only recently we sent the text of its Action Plan 
to the inter-ministerial comment procedure. The 
implementation of priorities in this area in the 
conditions of the Slovak Republic and international 
cooperation will start this year.

The National Security Authority is constantly 
working on the development of experts from 
the National Cyber Security Center SK-CERT: their 
special education and professional exercises also 
at the international level.

After the global pandemic, phenomena and trends 
in cybersecurity are changing rapidly. Among the 
significant risks are considered virtual private 
networks (VPNs) and online meetings, which 
give potential attackers the opportunity to access 
sensitive information or penetrate corporate 
networks directly.

The National Cyber Security Center expects 
the trend of large-scale phishing campaigns to 
continue, and experts have long considered 
ransomware attacks to be one of the biggest 
threats. Cyber attacks will also be on the rise with 
a sophisticated form of artificial intelligence. NSA 
will work persistently with partners to spread 
awareness, develop prevention and solve problems 
in this area.

CONCLUSION AND PRIORITIES FOR 2021

The long-term priorities of the National Security Authority remain unchanged. We will further 
strengthen the position of the NSA in the security system of Slovakia, strengthen the service and 
work discipline of its staff and contribute to the image of the NSA as a modern and transparent 
institution that supports the informatization of society, cutting bureaucracy and fighting corruption.
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