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1 Uvod

Clenské staty v sulade s podmienkami podla vnitro§tatneho prava na zéklade ¢lanku 17 ods. 5
nariadenia (EU) &. 910/2014 o elektronickej identifikacii a doveryhodnych sluzbach pre elektronické
transakcie na vnitornom trhu a o zru$eni smernice 1999/93/ES (dalej len ,,nariadenie (EU) &.
910/2014* alebo ,nariadenie eIDAS®), vydaji pre doveryhodnl infraStrukturu implementacné
standardy, ktoré mapuju poziadavky vnutrostatneho prava a EU legislativy do technickych postupov
pre jej vykonatel'nost. Splnenie tejto poziadavky je realizované na viacerych tirovniach:

- Na zéklade poziadaviek podla kapitoly II prilohy I vykonavacieho rozhodnutia Komisie (EU)
2015/1505 z 8. septembra 2015, ktorym sa ustanovuju technické Specifikacie a formaty
tykajuce sa doveryhodnych zoznamov podla €l. 22 ods. 5 nariadenia Eurdpskeho parlamentu
a Rady (EU) & 910/2014 o elektronickej identifikacii a doveryhodnych sluzbach pre
elektronické transakcie na vnutornom trhu a vnutrostatneho prava, je organom dohladu
(NBU) vydané schéma dohl'adu.

- Nazéaklade § 11 pism. k) zédkona ¢. 272/2016 Z. z. o doveryhodnych sluzbach pre elektronické
transakcie na vnatornom trhu a o zmene a doplneni niektorych zakonov (zdkon o
doveryhodnych sluzbach) (dalej len ,,zdkon &. 272/2016 Z. z.*) vydava NBU $tandardy pre
oblast’ doveryhodnych sluZieb.

2 Predmet dokumentu

Tento implementacny Standard je vydany na zdklade § 11 pism. m) zakona ¢. 272/2016 Z. z. podl'a
ktorého NBU vydava, spravuje a zverejiiuje podpisové politiky, ktoré obsahuju najmi zoznam
algoritmov a ich minimalne parametre pre elektronicky podpis od urovne bezpecnosti zdokonaleny
elektronicky podpis a pre elektronicku pecat’ od trovne bezpecnosti zdokonalena elektronicka pecat’,
ktoré sa od ich zverejnenia NBU musia dodrziavat v styku s organmi verejnej moci a so subjektom
verejného sektora definovaného v élanku 3 ods. 7 nariadenia (EU) &. 910/2014.
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3 Odkazy

Odkazy na dokumenty, ktoré definuji pouzité typy a postupy.

[1]ITU-T RECOMMENDATION X.509 | ISO/IEC 9594-8
[2] RFC 5280 X.509 PKI Certificate and Certificate Revocation List 5-2008
[3] Schéma dohladu - organu dohadu NBU

(pozri https://www.nbu.gov.sk/doveryhodne-sluzby/dohlad/

https://www.nbu.gov.sk/wp-content/uploads/doveryhodne-sluzby/docs/SchemaDohladu.pdf)

[4] ETSI TS 101 733 V1.4.0 (2002-09) Electronic Signatures and Infrastructures (ESI);
Electronic Signature Formats (pozri Struktiru ASN.1 podpisovej politiky
v kapitolach 6 all
https://www.etsi.org/deliver/etsi_ts/101700_101799/101733/01.04.00_60/ts_101
733v010400p.pdf)

[5] ETSI TS 119 612 Trusted Lists

[6] NBU Dokumentacia TL X.509 XML schémy pre doveryhodny zoznam
(Pozri http://ep.nbu.gov.sk/kca/tsl/tIX509XMLSchemaDocumentation.pdf)

[7] RFC 5652 Cryptographic Message Syntax 9-2009

(Pozri https://tools.ietf.org/html/rfc5652)

[8] Vykonavacie rozhodnutie Komisie (EU) 2015/1506 z 8. septembra 2015, ktorym sa ustanovujii
Specifikacie tykajice sa formatov zdokonalenych elektronickych podpisov a zdokonalenych
elektronickych pecati, ktoré mozu subjekty verejného sektora uznavat’, podla ¢lankov 27 ods. 5 a 37
ods. 5 nariadenia Eurdpskeho parlamentu a Rady (EU) &. 910/2014 o elektronickej identifikacii a
doveryhodnych sluzbach pre elektronické transakcie na vnutornom trhu.

[9] Vykonavacie rozhodnutie Komisie (EU) 2015/1505 z 8. septembra 2015, ktorym sa ustanovuji
technické Specifikacie a formaty tykajuce sa doveryhodnych zoznamov podla clanku 22 ods. 5
nariadenia Eurépskeho parlamentu a Rady (EU) & 910/2014 o elektronickej identifikacii a
doveryhodnych sluzbach pre elektronické transakcie na vnutornom trhu.

[10] ISO 14533-4 Processes, data elements and documents in commerce, industry and administration
— Long term signature profiles — Part 4: Attributes pointing to (external) proof of existence objects
used in long term signature formats (PoEAttributes)

(Pozri https://www.iso.org/obp/ui/#iso:std:iso:14533:-4:ed-1:v1:en)
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4 Skratky

ASN.1 Abstract Syntax Notation 1

CMS Cryptographic Message Syntax

DER Distinguished Encoding Rules (for ASN.1)

eIDAS Nariadenie Eurdpskeho parlamentu a Rady o elektronickej identifikacii a
déveryhodnych sluzbach pre elektronické transakcie na vnitornom trhu

ISO International Organization for Standardization

NBU Narodny bezpecnostny urad

OID Object Identifier

URI Uniform Resource Identifier

URL Uniform Resource Locator

XER XML encoding rules (for ASN.1)
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5 Podpisové politiky

5.1 Zverejnenie podpisovej politiky

Podpisové politiky s dostupné na webovom sidle NBU:
http://www.nbu.gov.sk/doveryhodne-sluzby/doveryhodna-infrastruktura/podpisove-politiky/

Podpisové politiky st doveryhodne zverejiované prostrednictvom zapecateného textového
dokumentu, ktory obsahuje sekvenciu http odkazu, hash hodnoty z odkazovaného dokumentu
podpisovej politiky alebo doveryhodného certifikdtu atdaj o ¢ase konca platnosti, kedze
v podpisovej politike nemusi byt’ koniec obdobia platnosti uvedeny alebo je potrebné ho skratit’.

Zapetateny zoznam odkazov pre automatické spracovanie je zverejneny na webovom sidle NBU

https://www.nbu.gov.sk/doveryhodne-sluzby/doveryhodne-zoznamy/ aodkaz je uvedeny aj

v doveryhodnom zozname v sluzbe typu:
http://uri.etsi.org/TrstSvc/Svetype/SignaturePolicyAuthority

Vo formate interného CMS podpisu TXT  TrustedList.p7m
dokumentu, definovaného v tejto kapitole, TrustedList.p7m
s rozSirenim suboru (*.p7m). TrustedList.p7m

Vo formate interného CMS podpisu TXT  preservation-integrity-list.p7m
dokumentu, definovaného v kapitole 4.7 v preservation-integrity-list.p7m
ISO 14533-4, s rozsirenim stiboru (*.p7m). preservation-integrity-list.p7m

NBU vydava, spravuje a zverejiiuje podpisové politiky, ktoré obsahuji najmi zoznam algoritmov a
ich minimalne parametre pre elektronicky podpis od trovne bezpecnosti zdokonaleny elektronicky
podpis a pre elektronicku pecat’ od urovne bezpecnosti zdokonalena elektronicka pecat’, ktoré sa od
ich zverejnenia NBU musia dodrZiavat’ v styku s organmi verejnej moci.

Podpisova politika je zverejnend v dvoch formatoch:

e v zaviaznom DER kédovani podpisovej politiky, ktorej Struktara v ASN.1 jazyku je uvedena
v prilohe A,

e v informativnom XER kédovani, ako transformicia z DER kodovania, s textovymi
komentarmi popisujicimi polozky.

Podpisové politiky a doveryhodné certifikaty st zverejnené prostrednictvom http odkazov uvedenych
v textovom dokumente, ktory je v UTF-8 kddovani a obsahuje postupnosti riadkov za¢inajucich s
retazcami "FILE=", "HASH(SHA256:2 16 840 1 101 3 4 2 1)=" a "NOTICE=", kde v riadku
ozna¢enom FILE je http adresa na dokument, v HASH riadku je hash odtlacok z DER dokumentu
podpisovej politiky alebo z doveryhodného certifikatu a v riadku "NOTICE=" je ako prv4 hodnota
¢as konca platnosti podpisovej politiky alebo doveryhodného certifikdtu alebo ¢as predcasného
ukoncenia platnosti vo formdate GeneralizedTime a medzerou st oddelené dalSie nepovinné
informacie.

TXT dokument definovany v kapitole 4.7 v ISO 14533-4, preservation-integrity-list, obsahuje
rovnaké hodnoty ako st uvedené vysSie a ma nasledovnu Struktiru:

The text of the preservation-integrity-list shall consist of 3 types
of subsequent text lines: mandatory "FILE=x", mandatory "HASH=x" and
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optional "NOTICE=x" followed by a single EOL marker, where ‘x’ shall
be as follows:

e Tf the line is "FILE=x", the x shall be a URL of the object.
See IETF RFC 7230, Section 2.7, where URI is used throughout
HTTP as the means for identifying resources.

e If the line is "HASH=x", the x shall be a Base6c4 (IETF RFC 4648)
encoded DId of the object whose location is in the previous
line "FILE=x". The subsequent line may be repeated more than
once with the 1line "HASH=x", e.g. with a different hash
algorithm and hash value for the same object referenced by URL
in previous line "FILE=x".

e Tf the 1line is "NOTICE=x", the x shall be any additional
information of the object whose location and hash are in the
previous lines "FILE=x" and "HASH=x".

The subsequent text lines "FILE=x", "HASH=x" and optional "NOTICE=x"
may be repeated more than once, e.g. with a different object
referenced by URL in the "FILE=x" line.

Textovy dokument odkazov na podpisové politiky a doveryhodné certifikaty je zapecateny
zdokonalenou elektronickou pec¢atou vo formate interného CMS podpisu.

5.2 Vyber podpisovej politiky vo valida€nej aplikacii

Od 1.7.2016, kedy nadobudlo u¢innost’ nariadenie eIDAS, sa neodporuca explicitne uviest’ odkaz
na podpisovia politiku v kvalifikovanom elektronickom podpise alebo kvalifikovanej elektronicke;
pecati (postup pre explicitnii podpisovu politiku je uvedeny vo verzii ¢. 2 tohto Standardu, ktory
opravil chybne definované polozky prilohy A, napr. polozku cautionPeriod, ktora ETSI vo verzii
z roku 2019 uplne odstranilo, pozri ETSITS 119 172-3 V1.1.1 (2019-12) ASN.1 format for signature
policies), ale pouzivat implicitné podpisové politiky, ktoré zverejiiuje NBU na zaklade § 11 pism. m)
zakona €. 272/2016 Z. z..

Pri vyhotovovani podpisov a validovani algoritmov je potrebné vychadzat' aj z inych odporucani,
napriklad pre hardvérové zariadenia, ked’ze format podpisovej politiky neumoziuje uviest’ detailné
poZiadavky, napr. koniec pouzivania RSA-PKCS#1v1.5, ktory je potrebné postupne nahradit’ napr.
s RSA-PSS, ako je uvedené v SOG-IS Crypto Working Group: "SOG-IS Crypto Evaluation Scheme
- Agreed Cryptographic Mechanisms" Version 1.2.

Note 27-LegacyRSA. The acceptability deadline for the legacy use of modulus of size above 1900 bits, but
less that 3000 bits, is set to December 31, 2025.
In case a padding oracle is available, the RSA-PKCS#1v1.5 scheme is vulnerable to efficient attacks.

Proces kontroly:

e Validujuca aplikacia nacita a overi podpis / pecat’ podla kapitoly 5.1 preservation-integrity-
list.p7m alebo TrustedList.p7m pomocou certifikitu vydaného KCA NBU na validovanie
doveryhodného zoznamu. V doveryhodnom zozname je certifikat na overenie podpisu /
pecate uvedeny v sluzbe typu ServiceTypeldentifier
"http://uri.etsi.org/TrstSvc/Svetype/SignaturePolicyAuthority". Po overeni ziska TXT
dokument obsahujuci zoznam http adries a mien suborov na podpisové politiky, ich hash
hodnoét a ¢asov konca platnosti, dokedy su podpisové politiky platné.

e Podpis / pecat’ zoznamu odkazov na podpisové politiky sa overuje certifikatom, v ktorom je
uvedeny OID 1.3.158.36061701.0.0.1.10.5.0.1 certifika¢nej politiky.
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e Ziskany zoznam odkazov, hash hodnét na podpisové politiky a casov konca platnosti
podpisovej politiky aplikacia neskér pouzije pri overovani, ¢i validovany podpis / pecat’ a
ostatné objekty obsahujui bezpecné algoritmy.

5.3 Proces pouzitia podpisovej politiky
Podpisova politika vybranéd zo zoznamu podl’a kapitoly 5.1 a 5.2 sluzi podl'a § 11 pism. m) zdkona €.

272/2016 Z. z. na preverenie dodrziavania algoritmov a ich minimalnych parametrov v styku
$ organmi verejnej moci.

Polozky podpisovej politiky definuje priloha A. Polozky podpisovej politiky v prilohe A boli
definované pred nadobudnutim Uc¢innosti nariadenia eIDAS, ktoré vyzaduje pouzit doveryhodny
zoznam, ked’ze doveryhodny zoznam ma konStitutivny charakter. Aplikacia, ktora pri validacii
nepouziva doveryhodny zoznam, nie je v sulade s nariadenim eIDAS a minimalne subjekt verejného
sektora ju nesmie pouZzivat’ na validiaciu kvalifikovaného -elektronického podpisu alebo
kvalifikovanej elektronickej pecate.

Ak je pouzity doveryhodny zoznam, polozka cautionPeriod definované napr. v kapitole 11.8 a 6.5.3
v ETSI ETSI TS 101 733 VI1.4.0 je pouzitd snulovou hodnotou, kedZe polozka
TimestampTrustCondition definovand napr. v kapitole 11.8 v ETSI ETSI TS 101 733 V1.4.0
je nahradena udajmi z doveryhodného zoznamu. (Napr. ETSI validacnd politika pri pouziti
doveryhodného zoznamu pozaduje: The RevocationFreshnessConstraints defined in ETSI TS 119
172-1, clause A.4.2.1, table A.2 rows (m)2.2 shall be used with a maximum value of 0, ensuring that
the revocation information is only accepted if it has been issued after the best signature time.)

Ak sa nevaliduje podla doveryhodného zoznamu (podla nariadenia eIDAS), hodnota polozky
cautionPeriod sluzi pre overenie v hierarchii nickol’kych CA vytvarajucich certifika¢nu cestu, kedy
napr.
e pre CRLs na overenie certifikatu podpisovatel’a je potrebné ¢akat’ dokial’ polozka thisUpdate
z CRLs nie je po Case Casovej peCiatky zahritujucej podpis,
¢ nasledne na overenie podpisu CRLs je potrebné ¢akat’ dokial’ polozka thisUpdate z CRLcal
nie je po Case z thisUpdate z CRLs,
¢ nasledne na overenie podpisu CRLcal je potrebné cakat’ dokial’ polozka thisUpdate z CRLca2
nie je po Case z thisUpdate z CRLcal a
e predchadzajuci krok sa opakuje az dokial’ nie je overena cela certifikacna cesta.

Pre splnenie § 11 pism. m) zakona ¢. 272/2016 Z. z. sa pouziji len nasledovné polozky podpisove;j
politiky:

a) SignaturePolicy.signPolicylnfo.signatureValidationPolicy.signingPeriod.notBefore,

b) SignaturePolicy.signPolicylnfo.signatureValidationPolicy.signingPeriod.notA fter,

c) SignaturePolicy.signPolicylnfo.signatureValidationPolicy.commonRules.algorithmConstrai
ntSet.

Obdobie signingPeriod podla pismen a) a b) oznacuje datum a cCas, pred ktorym by sa podpisova
politika nemala pouzivat’ na vyhotovenie podpisu a volitelny datum, po ktorom by sa nemala
pouzivat’ na vyhotovenie podpisov, ak toto obdobie nie je skratené v polozke "NOTICE=", v ktorej
sa nachadza €as konca platnosti identicky s pismenom b) alebo kratsi pre potrebu skratenia v stilade
s kapitolou 5.1. NBU zverejiiuje podpisové politiky na fixné obdobia a ak nedoslo k oslabeniu
algoritmov, zverejni v novej podpisovej politike rovnaké poziadavky na tie isté algoritmy na d’alSie
obdobie v zapeCatenom zozname odkazov, ¢o umozni validujicej aplikacii spravne vyhodnotit
platnost’ pouzitého algoritmu.
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Polozky podl'a pismena c) obsahuji zoznam algoritmov a ich parametrov, ktoré sa pri validacii overia
a musia byt’ splnené pre automatizované rozhodnutie. Ak sa odhali nezhoda, automatické validacia
nie je mozna a postupuje sa na zaklade iné¢ho overenia, kedy sa rozhodne napriklad o akceptovani, ak
krajina, v ktorej bol algoritmus pouzity na komunikaciu so subjektom verejného sektora, akceptuje
takyto algoritmus a jeho parametre v danom konani.

Pred validovanim kvalifikovaného elektronického podpisu / peCate a iného objektu, v ktorom bol
pouzity hash algoritmus alebo asymetricky algoritmus, je potrebné déveryhodne ziskat’ ¢as, kedy bol
algoritmus pouzity vo vyhotovenom objekte. Postup urcenia ¢asu vyhotovenia objektu, v ktorom je
pouzity algoritmus, definuje schéma dohl'adu [3] v kapitole 5.3.2 s ndzvom "SD ¢l. 32 a 40 nariadenia
(EU) &. 910/2014". Pre kvalifikovanti elektronicki asovi peéiatku, ktora je vydana podla
aktudlneho doveryhodného zoznamu aktudlne kvalifikovanou doveryhodnou sluzbou, je to cas
uvedeny v tejto Casovej pefiatke. Rovnako to plati aj pre CRL a OCSP odpovede, ktoré v sebe
obsahuju ¢as ich vyhotovenia, ak su vydané doveryhodnou tretou stranou, ktorej doveryhodna sluzba
ma v aktudlnom doveryhodnom zozname udeleny kvalifikovany Statut.

Aj ked Standard uvedeny v prilohe A umoziluje rozne ucely pouzitia podpisovej politiky, tento
dokument, od G¢innosti nariadenia eIDAS, definuje pouzitie formatu podpisovej politiky, zverejnenej
NBU, na vedenie zoznamu algoritmov bezpe¢nych v ¢asovom intervale uvedenom v podpisovej
politike, ktory v pripade potreby skrati pomocou tidajov v zozname odkazov na podpisové politiky.

Na zéklade doéveryhodného c¢asu vyhotovenia objektu given-time, podla schémy dohladu a
odportcania ITU-T X.509, sa vyberie zo zoznamu podpisova politika platnd v Case given-time
a podl'a nej sa overi algoritmus. Tento postup plati pre vsetky typy objektov obsahujtcich pouzity
algoritmus, napriklad casovu peciatku, OCSP odpoved, certifikat X.509, CRL alebo len hash
hodnotu.

Jednotlivé podpisové politiky zverejiiované NBU podla § 11 pism. m) zédkona ¢&. 272/2016 Z. z. sa
v intervaloch svojej platnosti prekryvaju tak, aby tvorili stvisli postupnost’ bez konfliktnych situécii
platnosti algoritmov v Case.

NBU musi zabezpetit, aby dve aktudlne platné podpisové politiky neobsahovali rozdielne
poziadavky. Ak by bolo potrebné napr. zrusit’ algoritmus, skratia sa v aktualnych podpisovych
politikach platnosti do ¢asu xz a od ¢asu xz bude platit’ nova podpisova politika, pricom ¢as xz bude
minimalne 5 dni po ¢ase zverejnenia zmeny v zapecatenom zozname odkazov na podpisové politiky,
ak to z hl'adiska akutnosti zmeny bude moZné.
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Priloha A (normativna) ASN.1 pre podpisovu politiku

Vzhl'adom na chybne zapisané niektoré Struktury ASN.1 podpisovej politiky v kapitolach 6 a 11 v
ETSITS 101 733 V1.4.0, suv tejto prilohe uvedené kompletné ASN.1 moduly pre ASN.1 podpisova

politiku a jej prevod z DER do XER kodovania.

Pravny odbor ETSI organizacie povolil uviest kompletny opraveny text ASN.1 PP z ETSI Standardu

v NBU $tandarde na webovom sidle NBU.

PP v ASN.I1:

ETS-ElectronicSignaturePolicies-88syntax { iso(l) member-body(2) us(840)
rsadsi (113549) pkcs(l) pkcs-9(9) smime(16) id-mod(0) 7 }

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

SignaturePolicy ::= SEQUENCE ({
signPolicyHashAlg AlgorithmIdentifier,
signPolicyInfo SignPolicyInfo,
signPolicyHash SignPolicyHash OPTIONAL
}

SignPolicyHash OCTET STRING

SignPolicyInfo ::= SEQUENCE {
signPolicyIdentifier SignPolicylId,
dateOfIssue GeneralizedTime,
policyIssuerName PolicyIssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL

}

SignPolicyId ::= OBJECT IDENTIFIER
PolicyIssuerName ::= GeneralNames
FieldOfApplication ::= DirectoryString

SignatureValidationPolicy ::= SEQUENCE ({
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL
}

SigningPeriod ::= SEQUENCE ({
notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL
}

CommonRules ::= SEQUENCE {
signerAndVeriferRules
signingCertTrustCondition
timeStampTrustCondition

0] SignerAndVerifierRules OPTIONAL,

1] SigningCertTrustCondition OPTIONAL,

2] TimestampTrustCondition OPTIONAL,

attributeTrustCondition 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

}

CommitmentRules ::= SEQUENCE OF CommitmentRule
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CommitmentRule ::= SEQUENCE ({
selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

}

SelectedCommitmentTypes ::= SEQUENCE OF SelectedCommitmentType

SelectedCommitmentType ::= CHOICE {

empty NULL,
recognizedCommitmentType CommitmentType

CommitmentType ::= SEQUENCE ({
identifier CommitmentTypeIdentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [1] DirectoryString OPTIONAL
}
CommitmentTypeldentifier ::= OBJECT IDENTIFIER
SignerAndVerifierRules ::= SEQUENCE ({
signerRules SignerRules,

verifierRules VerifierRules

SignerRules ::= SEQUENCE ({
externalSignedData BOOLEAN OPTIONAL,
mandatedSignedAttr CMSAttrs,

mandatedUnsignedAttr CMSAttrs,
mandatedCertificateRef [0] CertRefReqg DEFAULT signerOnly,
mandatedCertificatelInfo [1] CertInfoReq DEFAULT none,
signPolExtensions [2] SignPolExtensions OPTIONAL

}

CMSAttrs ::= SEQUENCE OF OBJECT IDENTIFIER

CertRefReq ::= ENUMERATED ({
signerOnly (1),
fullPath (2)

}

CertInfoReqg ::= ENUMERATED {
none (0),
signerOnly (1),
fullPath (2)

}

VerifierRules ::= SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL

}

MandatedUnsignedAttr ::= CMSAttrs

CertificateTrustTrees SEQUENCE OF CertificateTrustPoint

CertificateTrustPoint ::= SEQUENCE ({
trustpoint Certificate,
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pathLenConstraint [0] PathLenConstraint OPTIONAL,
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL,
nameConstraints [2] NameConstraints OPTIONAL,
policyConstraints [3] PolicyConstraints OPTIONAL

}

PathLenConstraint ::= INTEGER (0..MAX)

AcceptablePolicySet ::= SEQUENCE OF CertPolicyId

CertRevReqg ::= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReg

RevReqg ::= SEQUENCE {
enuRevReqg EnuRevReq,
exRevReqg SignPolExtensions OPTIONAL

EnuRevReq ::= ENUMERATED ({
clrCheck (0),
ocspCheck (1),
bothCheck (2),
eitherCheck (3),
noCheck (4),

other (5)

}

SigningCertTrustCondition ::= SEQUENCE ({
signerTrustTrees CertificateTrustTrees,

signerRevReq CertRevReqg
}

TimestampTrustCondition ::= SEQUENCE ({
ttsCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
ttsRevReqg [1] CertRevReq OPTIONAL,
ttsNameConstraints [2] NameConstraints OPTIONAL,
cautionPeriod [3] DeltaTime OPTIONAL,
signatureTimestampDelay [4] DeltaTime OPTIONAL

}

DeltaTime ::= SEQUENCE ({

deltaSeconds INTEGER,
deltaMinutes INTEGER,

deltaHours INTEGER,
deltaDays INTEGER
}
AttributeTrustCondition ::= SEQUENCE ({
attributeMandated BOOLEAN,
howCertAttribute HowCertAttribute,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
attrRevReq [1] CertRevReq OPTIONAL,
attributeConstraints [2] AttributeConstraints OPTIONAL
}
HowCertAttribute ::= ENUMERATED {

claimedAttribute (0),
certifiedAttribtes (1),
either (2)

AttributeConstraints ::= SEQUENCE {
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attributeTypeConstraints [0] AttributeTypeConstraints OPTIONAL,
attributeValueConstraints [1] AttributeValueConstraints OPTIONAL

}

AttributeTypeConstraints ::= SEQUENCE OF AttributeType

AttributeValueConstraints ::= SEQUENCE OF AttributeTypeAndValue

AlgorithmConstraintSet ::= SEQUENCE ({
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL,
eeCertAlgorithmConstraints [1] AlgorithmConstraints OPTIONAL,
caCertAlgorithmConstraints [2] AlgorithmConstraints OPTIONAL,
aaCertAlgorithmConstraints [3] AlgorithmConstraints OPTIONAL,
tsaCertAlgorithmConstraints [4] AlgorithmConstraints OPTIONAL

}

AlgorithmConstraints ::= SEQUENCE OF AlgAndLength

AlgAndLength ::= SEQUENCE {
alglD OBJECT IDENTIFIER,
minKeyLength INTEGER OPTIONAL,
other SignPolExtensions OPTIONAL

}

SignPolExtensions ::= SEQUENCE OF SignPolExtn

SignPolExtn ::= SEQUENCE ({
extnID OBJECT IDENTIFIER,
extnValue OCTET STRING

}

END

PKIX1Explicit88 { iso(l) identified-organization(3) dod(6) internet (1)

security (5) mechanisms (5) pkix(7) id-mod(0) id-pkixl-explicit(18) }

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

id-pkix OBJECT IDENTIFIER ::= { iso(l) identified-organization(3) dod(6)

internet (1)

security(5) mechanisms (5) pkix(7) }

id-pe OBJECT IDENTIFIER ::= { id-pkix 1 }

id-gt OBJECT IDENTIFIER ::= { id-pkix 2 }

id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

id-gt-cps OBJECT IDENTIFIER ::= { id-qgqt 1 }

id-gt-unotice OBJECT IDENTIFIER ::= { id-gqt 2 }

id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

id-ad-calssuers OBJECT IDENTIFIER ::= { id-ad 2 }

id-ad-timeStamping OBJECT IDENTIFIER { id-ad 3 }

id-ad-caRepository OBJECT IDENTIFIER { id-ad 5 }

Attribute ::= SEQUENCE ({
type AttributeType,
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values SET OF AttributeValue

}

AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= ANY

AttributeTypeAndValue ::= SEQUENCE ({
type AttributeType,
value AttributeValue

}

id-at OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 4 }

id-at-name AttributeType ::= { id-at 41 }

id-at-surname AttributeType ::= { id-at 4 }

id-at-givenName AttributeType ::= { id-at 42 }

id-at-initials AttributeType ::= { id-at 43 }

id-at-generationQualifier AttributeType ::= { id-at 44 }

X520name ::= CHOICE {
teletexString TeletexString (SIZE(1l..ub-name)),
printableString PrintableString (SIZE(l..ub-name)),
universalString UniversalString (SIZE(l..ub-name)),
utf8String UTF8String (SIZE(l..ub-name)),
bmpString BMPString (SIZE(l..ub-name))

}

id-at-commonName AttributeType ::= { id-at 3 }

X520CommonName ::= CHOICE {
teletexString TeletexString (SIZE (1..ub-common-name)),
printableString PrintableString (SIZE(1l..ub-common-name)),
universalString UniversalString (SIZE(l..ub-common-name)),
utf8String UTF8String (SIZE (1..ub-common-name)),
bmpString BMPString (SIZE(l..ub-common-name))

}

id-at-localityName AttributeType ::= { id-at 7 }

X520LocalityName ::= CHOICE ({
teletexString TeletexString (SIZE(1l..ub-locality-name)),
printableString PrintableString (SIZE(l..ub-locality-name)),
universalString UniversalString (SIZE(l..ub-locality-name)),
utf8String UTF8String (SIZE(l..ub-locality-name)),
bmpString BMPString (SIZE(l..ub-locality-name))

}

id-at-stateOrProvinceName AttributeType ::= { id-at 8 }

X520StateOrProvinceName ::= CHOICE ({
teletexString TeletexString (SIZE(1l..ub-state-name)),
printableString PrintableString (SIZE(l..ub-state-name)),
universalString UniversalString (SIZE(l..ub-state-name)),
utf8String UTF8String (SIZE(l..ub-state-name)),
bmpString BMPString (SIZE(l..ub-state-name))

}

id-at-organizationName AttributeType ::= { id-at 10 }
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X5200rganizationName ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-organization-name)),
printableString PrintableString (SIZE(l..ub-organization-name)),
universalString UniversalString (SIZE(l..ub-organization-name)),
utf8String UTF8String (SIZE(1l..ub-organization-name)),
bmpString BMPString (SIZE(l..ub-organization-name))

}

id-at-organizationalUnitName AttributeType ::= { id-at 11 }

X5200rganizationalUnitName ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-organizational-unit-name)),
printableString PrintableString (SIZE(l..ub-organizational-unit-name)),
universalString UniversalString (SIZE(l..ub-organizational-unit-name)),
utf8String UTF8String (SIZE(1l..ub-organizational-unit-name)),
bmpString BMPString (SIZE(l..ub-organizational-unit-name))

}

id-at-title AttributeType ::= { id-at 12 }

X520Title ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-title)),
printableString PrintableString (SIZE(l..ub-title)),
universalString UniversalString (SIZE(l..ub-title)),
utf8String UTF8String (SIZE(l..ub-title)),
bmpString BMPString (SIZE(l..ub-title))

}

id-at-dnQualifier AttributeType ::= { id-at 46 }

X520dnQualifier ::= PrintableString

id-at-countryName AttributeType ::= { id-at 6 }

X520countryName ::= PrintableString (SIZE(2))

id-at-serialNumber AttributeType ::= { id-at 5 }

X520SerialNumber ::= PrintableString (SIZE(l..ub-serial-number))

id-at-pseudonym AttributeType ::= { id-at 65 }

X520Pseudonym ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-pseudonym)),
printableString PrintableString (SIZE(l..ub-pseudonym)),
universalString UniversalString (SIZE(l..ub-pseudonym)),
utf8String UTF8String (SIZE(1l..ub-pseudonym)),
bmpString BMPString (SIZE (1..ub-pseudonym))

}

id-domainComponent AttributeType ::= { 0 9 2342 19200300 100 1 25 }

DomainComponent ::= IA5String

pkcs-9 OBJECT IDENTIFIER ::= { iso(l) member-body(2) us(840) rsadsi(113549)

pkcs (1) 9 }

id-emailAddress AttributeType ::= { pkcs-9 1 }
EmailAddress ::= IASString (SIZE(l..ub-emailaddress-length))
Name ::= CHOICE {

rdnSequence RDNSequence
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RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence
RelativeDistinguishedName ::= SET SIZE(l..MAX) OF AttributeTypeAndValue
DirectoryString ::= CHOICE ({
teletexString TeletexString (SIZE(1..MAX)),
printableString PrintableString (SIZE(1..MAX)),
universalString UniversalString (SIZE(l..MAX)),
utf8String UTF8String (SIZE(1l..MAX)),
bmpString BMPString (SIZE (1..MAX))
}
Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING
}
TBSCertificate ::= SEQUENCE ({

version [0] Version DEFAULT vl1,
serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniquelD [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniquelD [2] IMPLICIT UniquelIdentifier OPTIONAL,
extensions [3] Extensions OPTIONAL
}
Version ::= INTEGER ({
v1(0),
v2 (1),
v3(2)
}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE ({
notBefore Time,
notAfter Time
}
Time ::= CHOICE ({
utcTime UTCTime,
generalTime GeneralizedTime
}
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING
}
Extensions ::= SEQUENCE SIZE(l..MAX) OF Extension
Extension ::= SEQUENCE {
extnID OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
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extnValue OCTET STRING

CertificatelList ::= SEQUENCE {
tbsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING

TBSCertList ::= SEQUENCE {

version Version OPTIONAL,

signature AlgorithmIdentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE ({
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

} OPTIONAL,
crlExtensions [0] Extensions OPTIONAL

}

AlgorithmIdentifier ::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
parameters ANY algorithm OPTIONAL

ORAddress ::= SEQUENCE {
built-in-standard-attributes BuiltInStandardAttributes,
built-in-domain-defined-attributes BuiltInDomainDefinedAttributes
OPTIONAL,
extension-attributes ExtensionAttributes OPTIONAL

BuiltInStandardAttributes ::= SEQUENCE ({
country-name CountryName OPTIONAL,
administration-domain-name AdministrationDomainName OPTIONAL,
network-address [0] IMPLICIT NetworkAddress OPTIONAL,
terminal-identifier [1] IMPLICIT TerminalIdentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
organization-name [3] IMPLICIT OrganizationName OPTIONAL,
numeric-user-identifier [4] IMPLICIT NumericUserIdentifier OPTIONAL,
personal-name [5] IMPLICIT PersonalName OPTIONAL,
organizational-unit-names [6] IMPLICIT OrganizationalUnitNames OPTIONAL

]
]
]
]

CountryName ::= [APPLICATION 1] CHOICE ({
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-
length))
}
AdministrationDomainName ::= [APPLICATION 2] CHOICE ({
numeric NumericString (SIZE(0..ub-domain-name-length)),
printable PrintableString (SIZE(0..ub-domain-name-length))
}
NetworkAddress ::= X121Address
X121Address ::= NumericString (SIZE(l..ub-x121-address-length))
TerminalIdentifier ::= PrintableString (SIZE(l..ub-terminal-id-length))
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PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE(l..ub-domain-name-length)),

printable PrintableString (SIZE(l..ub-domain-name-length))
}
OrganizationName ::= PrintableString (SIZE(l..ub-organization-name-length))
NumericUserIdentifier ::= NumericString (SIZE(l..ub-numeric-user-id-length))
PersonalName ::= SET {

surname [0] IMPLICIT PrintableString (SIZE(l..ub-surname-length)),

given-name [1] IMPLICIT PrintableString (SIZE(l..ub-given-name-length))
OPTIONAL,

initials [2] IMPLICIT PrintableString (SIZE(l..ub-initials-length))
OPTIONAL,

generation-qualifier [3] IMPLICIT PrintableString (SIZE(1l..ub-

generation-qualifier-length)) OPTIONAL
}

OrganizationalUnitNames ::= SEQUENCE SIZE(l..ub-organizational-units) OF
OrganizationalUnitName

OrganizationalUnitName ::= PrintableString (SIZE(l..ub-organizational-unit-name-
length))
BuiltInDomainDefinedAttributes ::= SEQUENCE SIZE (l..ub-domain-defined-

attributes) OF BuiltInDomainDefinedAttribute

BuiltInDomainDefinedAttribute ::= SEQUENCE {
type PrintableString (SIZE(l..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE(l..ub-domain-defined-attribute-value-length))
}
ExtensionAttributes ::= SET SIZE (l..ub-extension-attributes) OF

ExtensionAttribute

ExtensionAttribute ::= SEQUENCE {

extension-attribute-type [0] IMPLICIT INTEGER (O..ub-extension-
attributes),

extension-attribute-value [1] ANY extension-attribute-type

common-name INTEGER ::= 1
CommonName ::= PrintableString (SIZE(1l..ub-common-name-length))
teletex-common-name INTEGER ::= 2
TeletexCommonName ::= TeletexString (SIZE(l..ub-common-name-length))
teletex-organization-name INTEGER ::= 3
TeletexOrganizationName ::= TeletexString (SIZE(l..ub-organization-name-length))
teletex-personal-name INTEGER ::= 4
TeletexPersonalName ::= SET ({
surname [0] IMPLICIT TeletexString (SIZE(1l..ub-surname-length)),
given-name [1] IMPLICIT TeletexString (SIZE(l..ub-given-name-length))
OPTIONAL,
initials [2] IMPLICIT TeletexString (SIZE(l..ub-initials-length))
OPTIONAL,
generation-qualifier [3] IMPLICIT TeletexString (SIZE(l..ub-

generation-qualifier-length)) OPTIONAL
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}
teletex-organizational-unit-names INTEGER ::= 5

TeletexOrganizationalUnitNames ::= SEQUENCE SIZE (1l..ub-organizational-units) OF
TeletexOrganizationalUnitName

TeletexOrganizationalUnitName ::= TeletexString (SIZE(l..ub-organizational-unit-
name-length))

pds—-name INTEGER ::= 7
PDSName ::= PrintableString (SIZE(l..ub-pds-name-length))
physical-delivery-country-name INTEGER ::= 8
PhysicalDeliveryCountryName ::= CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-
length))
}
postal-code INTEGER ::= 9
PostalCode ::= CHOICE {
numeric-code NumericString (SIZE(1l..ub-postal-code-length)),
printable-code PrintableString (SIZE(l..ub-postal-code-length))
}
physical-delivery-office-name INTEGER ::= 10
PhysicalDeliveryOfficeName ::= PDSParameter
physical-delivery-office-number INTEGER ::= 11
PhysicalDeliveryOfficeNumber ::= PDSParameter
extension-OR-address-components INTEGER ::= 12
ExtensionORAddressComponents ::= PDSParameter
physical-delivery-personal-name INTEGER ::= 13
PhysicalDeliveryPersonalName ::= PDSParameter
physical-delivery-organization-name INTEGER ::= 14
PhysicalDeliveryOrganizationName ::= PDSParameter
extension-physical-delivery-address-components INTEGER ::= 15
ExtensionPhysicalDeliveryAddressComponents ::= PDSParameter
unformatted-postal-address INTEGER ::= 16
UnformattedPostalAddress ::= SET {
printable-address SEQUENCE SIZE (1..ub-pds-physical-address-1lines) OF
PrintableString (SIZE(1l..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(l..ub-unformatted-address-length))
OPTIONAL
}
street-address INTEGER ::= 17

Cl:O4323/2021/SRD/OBPL002 Strana 20/28



Formaty podpisovych politik Verzia 3.0

StreetAddress ::= PDSParameter
post-office-box-address INTEGER ::= 18
PostOfficeBoxAddress ::= PDSParameter
poste-restante-address INTEGER ::= 19
PosteRestanteAddress ::= PDSParameter
unique-postal-name INTEGER ::= 20
UniquePostalName ::= PDSParameter
local-postal-attributes INTEGER ::= 21
LocalPostalAttributes ::= PDSParameter
PDSParameter ::= SET {

printable-string PrintableString (SIZE(l..ub-pds-parameter-length))
OPTIONAL,

teletex-string TeletexString (SIZE(l..ub-pds-parameter-length))
OPTIONAL
}
extended-network—-address INTEGER ::= 22
ExtendedNetworkAddress ::= CHOICE {

el63-4-address SEQUENCE {

number [0] IMPLICIT NumericString (SIZE(l..ub-el63-4-number-
length)),
sub-address [1] IMPLICIT NumericString (SIZE(l..ub-el63-4-sub-

address—-length)) OPTIONAL
}y

psap-address [0] IMPLICIT PresentationAddress
}
PresentationAddress ::= SEQUENCE ({
pSelector [0] EXPLICIT OCTET STRING OPTIONAL,
sSelector [1] EXPLICIT OCTET STRING OPTIONAL,
tSelector [2] EXPLICIT OCTET STRING OPTIONAL,
nAddresses [3] EXPLICIT SET SIZE(l..MAX) OF OCTET STRING
}
terminal-type INTEGER ::= 23
TerminalType ::= INTEGER ({
telex (3),

teletex (4),
g3-facsimile (5),
g4-facsimile (6),
ia5-terminal (7),
videotex (8)

} (0..ub-integer-options)

teletex-domain-defined-attributes INTEGER ::= 6

TeletexDomainDefinedAttributes ::= SEQUENCE SIZE (l..ub-domain-defined-
attributes) OF TeletexDomainDefinedAttribute

TeletexDomainDefinedAttribute

type TeletexString
value TeletexString

(SIZE
(SIZE

= SEQUENCE ({
(1..ub-domain-defined-attribute-type-length)),
(1..ub-domain-defined-attribute-value-length))
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ub-name INTEGER ::= 32768

ub-common-name INTEGER ::= 64
ub-locality-name INTEGER ::= 128
ub-state-name INTEGER ::= 128
ub-organization-name INTEGER ::= 64
ub-organizational-unit-name INTEGER ::= 64
ub-title INTEGER ::= 64

ub-serial-number INTEGER ::= 64

ub-match INTEGER ::= 128
ub-emailaddress-length INTEGER ::= 128

ub-common-name-length INTEGER ::= 64

Il
N

ub-country-name-alpha-length INTEGER
ub-country-name-numeric-length INTEGER ::= 3
ub-domain-defined-attributes INTEGER ::= 4
ub-domain-defined-attribute-type-length INTEGER
ub-domain-defined-attribute-value-length INTEGER
ub-domain-name-length INTEGER ::= 16
ub-extension-attributes INTEGER ::= 256

ub-el63-4-number-length INTEGER

15
ub-el63-4-sub-address-length INTEGER ::= 40
ub-generation-qualifier-length INTEGER ::= 3

ub-given-name-length INTEGER ::= 16

ub-initials-length INTEGER 5
ub-integer-options INTEGER ::= 256
ub-numeric-user-id-length INTEGER ::= 32

ub-organization-name-length INTEGER ::= 64

ub-organizational-unit-name-length INTEGER ::= 32

ub-organizational-units INTEGER ::= 4

ub-pds-name-length INTEGER ::= 16

ub-pds-parameter-length INTEGER 30
ub-pds-physical-address-lines INTEGER ::= 6

ub-postal-code-length INTEGER ::= 16
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ub-pseudonym INTEGER ::= 128
ub-surname-length INTEGER ::= 40
ub-terminal-id-length INTEGER ::= 24
ub-unformatted-address-length INTEGER ::= 180
ub-x121-address-length INTEGER ::= 16

END

PKIX1Implicit88 { iso(l) identified-organization(3) dod(6) internet (1)
security (5) mechanisms (5) pkix(7) id-mod(0) id-pkixl-implicit(19) }
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

id-ce OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 29}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER ::= { id-ce 35 }
AuthorityKeyIdentifier ::= SEQUENCE ({

keyIdentifier [0] KeyIdentifier OPTIONAL,

authorityCertIssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL
}

KeyIdentifier ::= OCTET STRING

id-ce-subjectKeyIdentifier OBJECT IDENTIFIER ::= { id-ce 14 }
SubjectKeyIdentifier ::= KeyIdentifier

id-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15 }

KeyUsage ::= BIT STRING {
digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)

}

id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= { id-ce 16 }
PrivateKeyUsagePeriod ::= SEQUENCE ({

notBefore [0] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTime OPTIONAL
}
id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32 }
anyPolicy OBJECT IDENTIFIER ::= { id-ce-certificatePolicies 0 }
CertificatePolicies ::= SEQUENCE SIZE(l..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE ({

policyIdentifier CertPolicyId,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL
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}

CertPolicyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId PolicyQualifierId,
qualifier ANY policyQualifierId

}

PolicyQualifierId ::= OBJECT IDENTIFIER (id-gt-cps | id-gt-unotice)
CPSuri ::= IA5String

UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL

}

NoticeReference ::= SEQUENCE ({
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER

}

DisplayText ::= CHOICE ({
ia5String IA5String (SIZE(1..200)),
visibleString VisibleString (SIZE(1..200)),
bmpString BMPString (SIZE(1..200)),
utf8String UTF8String (SIZE(1..200))
}
id-ce-policyMappings OBJECT IDENTIFIER ::= { id-ce 33 }
PolicyMappings ::= SEQUENCE SIZE(l..MAX) OF SEQUENCE ({
issuerDomainPolicy CertPolicyId,

subjectDomainPolicy CertPolicyId
}

id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }
SubjectAltName ::= GeneralNames
GeneralNames ::= SEQUENCE SIZE(l..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] AnotherName,
rfc822Name [1] IA5String,
dNSName [2] IA5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER
}
AnotherName ::= SEQUENCE {
type-id OBJECT IDENTIFIER,
value [0] EXPLICIT ANY type-id
}
EDIPartyName ::= SEQUENCE ({
nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString
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id-ce-issuerAltName OBJECT IDENTIFIER ::= { id-ce 18 }
IssuerAltName ::= GeneralNames
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9 }
SubjectDirectoryAttributes ::= SEQUENCE SIZE(l..MAX) OF Attribute
id-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
BasicConstraints ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL
}
id-ce-nameConstraints OBJECT IDENTIFIER ::= { id-ce 30 }
NameConstraints ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL
}
GeneralSubtrees ::= SEQUENCE SIZE(l..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE ({
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL

BaseDistance ::= INTEGER (0..MAX)
id-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }

PolicyConstraints ::= SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL

SkipCerts ::= INTEGER (0..MAX)
id-ce-cRLDistributionPoints OBJECT IDENTIFIER ::= {id-ce 31}
CRLDistributionPoints ::= SEQUENCE SIZE(l..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
reasons [l] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL

}

DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded(4),
cessationOfOperation (5),
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certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8)

id-ce-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
ExtKeyUsageSyntax ::= SEQUENCE SIZE (1..MAX) OF KeyPurposeId
KeyPurposeId ::= OBJECT IDENTIFIER
anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }
id-kp-serverAuth OBJECT IDENTIFIER ::= { id-kp 1 }
id-kp-clientAuth OBJECT IDENTIFIER = { id-kp 2 }
id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }
id-kp-emailProtection OBJECT IDENTIFIER ::= { id-kp 4 }
id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp 8 }
id-kp-0OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= { id-ce 54 }
InhibitAnyPolicy ::= SkipCerts
id-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce 46 }
FreshestCRL ::= CRLDistributionPoints
id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }
AuthorityInfoAccessSyntax ::= SEQUENCE SIZE(l..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE ({
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName
}
id-pe-subjectInfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }
SubjectInfoAccessSyntax ::= SEQUENCE SIZE(l..MAX) OF AccessDescription
id-ce-cRLNumber OBJECT IDENTIFIER ::= { id-ce 20 }
CRLNumber ::= INTEGER (0. .MAX)
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
IssuingDistributionPoint ::= SEQUENCE ({
distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE
}
id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= { id-ce 27 }
BaseCRLNumber ::= CRLNumber
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id-ce-cRLReasons OBJECT IDENTIFIER ::= { id-ce 21 }

CRLReason ::= ENUMERATED {
unspecified(0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded(4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn(9),
aACompromise (10)

}

id-ce-certificatelssuer OBJECT IDENTIFIER ::= { id-ce 29 }

CertificateIssuer ::= GeneralNames

id-ce-holdInstructionCode OBJECT IDENTIFIER ::= { id-ce 23 }
HoldInstructionCode ::= OBJECT IDENTIFIER

holdInstruction OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) member-body(2) us(840)

x9cm (10040) 2}

id-holdinstruction-none OBJECT IDENTIFIER ::= {holdInstruction 1}
id-holdinstruction-callissuer OBJECT IDENTIFIER ::= {holdInstruction 2}
id-holdinstruction-reject OBJECT IDENTIFIER ::= {holdInstruction 3}
id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }

InvalidityDate ::= GeneralizedTime

END

Priloha B (informativna) Zoznam pouzitej literatuary

Zakladna legislativa Slovenskej republiky a EU pre elektronicky podpis:
http://www.nbu.gov.sk/urad/pravne-predpisy/doveryhodne-sluzby/index.html

Standardy NBU:
http://www.nbu.gov.sk/dovervhodne-sluzby/standardy/index.html

Zostavenie certifikacnej cesty a overenie platnosti certifikatov:
http://www.nbu.gov.sk/doveryhodne-sluzby/dohlad/index.html
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