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1 Uvod

Clenské §taty v sulade s podmienkami podl'a vnitro$tatneho préava na zaklade &lanku 17 ods. 5
nariadenia (EU) ¢&. 910/2014 o elektronickej identifikacii a doveryhodnych sluzbach pre
elektronické transakcie na vntitornom trhu a o zruseni smernice 1999/93/ES (d’alej len ,,nariadenie
(EU) & 910/2014“ alebo ,nariadenic eIDAS“), vydaju pre doveryhodnu infrastruktiru
implementaéné §tandardy, ktoré mapuji poziadavky vnutro§titneho prava a EU legislativy do
technickych postupov pre jej vykonatel'nost’. Splnenie tejto poziadavky je realizované na viacerych
urovniach:

- Na zaklade poziadaviek podla kapitoly II prilohy I vykonavacieho rozhodnutia Komisie
(EU) 2015/1505 7 8. septembra 2015, ktorym sa ustanovuju technické $pecifikicie a forméty
tykajuce sa ddéveryhodnych zoznamov podla ¢l. 22 ods. 5 nariadenia Eurdpskeho
parlamentu a Rady (EU) &. 910/2014 o elektronicke] identifikécii a doveryhodnych sluzbach
pre elektronické transakcie na vnutornom trhu a vnuatrostatneho prava, je organom dohl'adu
(NBU) vydana schéma dohladu.

- Na zaklade § 11 ods. 1 pism. k) zdkona ¢. 272/2016 Z. z. o doveryhodnych sluzbach pre
elektronické transakcie na vnutornom trhu a o zmene a doplneni niektorych zdkonov (zakon
o doveryhodnych sluzbach) (dalej len ,,zakon ¢&. 272/2016 Z. z.*) vydava NBU standardy
pre oblast’ doveryhodnych sluzieb.

2 Predmet dokumentu

Tento implementacny Standard je vydany na zéklade § 11 ods. 1 pism. m) zdkona ¢. 272/2016
Z. z. podla ktorého NBU vydava, spravuje a zverejiiuje podpisové politiky, ktoré obsahujii najma
zoznam algoritmov a ich minimalne parametre pre elektronicky podpis a pre narodné rozsirenia pre
doveryhodnu infrastruktiru a doveryhodné sluzby, ktoré sa od ich zverejnenia NBU musia
dodrziavat’ minimélne v styku so subjektom verejného sektora definovaného v ¢lanku 3 ods. 7
nariadenia (EU) ¢. 910/2014.

Dokument popisuje ramec pouzivania podpisovych politik a zédkladni mnoZinu podpisovych
politik, ktora sa v pripade potreby moze rozsirit’ o d’alSie podpisové politiky pre QES a pre narodné
rozsirenia pre doveryhodnu infrastruktiru a doveryhodné sluzby.

Spravne overovanie QES (vratane elektronickych ¢asovych peciatok, certifikacnej cesty a hash
hodnét v objektoch zabezpecujucich integritu) na zaklade podpisovej politiky, je klIacovym
predpokladom pre zabezpecenie kompatibility a jednotného prostredia pre QES a pre néarodné
rozsirenia pre doveryhodn@ infrastruktiru a déveryhodné sluzby v SR a v krajinach EU. Cielom
tohto dokumentu nebolo vytvorenie iba samostatného Standardu pre uvedenu oblast’, ale vytvorenie
jednozna¢ného, minimalneho a zévdzného profilu podpisovych politik pre poskytovatel'ov
doveryhodnych sluzieb, tvorcov aplikécii a samozrejme pouzivatel'ov podla poziadaviek nariadenia
(EU) €. 910/2014.

Podpisové politiky st dostupné na webovom sidle NBU:
http://www.nbu.gov.sk/doveryhodne-sluzby/doveryhodna-infrastruktura/podpisove-
politiky/index.html

Podpisové politiky st doveryhodne zverejiiované prostrednictvom zapecateného textového
dokumentu, ktory obsahuje sekvenciu http odkazu a hash hodnoty z odkazovaného dokumentu
podpisovej politiky alebo doveryhodného certifikatu.

ZapecCateny zoznam odkazov pre automatické spracovanie je zverejneny na adrese
webového sidla NBU:
http://ep.nbusr.sk/trusted_data/TrustedList.p7m
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3 Odkazy

Odkazy na dokumenty, ktoré definuji pouzité typy a postupy.

[1]ITU-T RECOMMENDATION X.509 | ISO/IEC 9594-8
[2] RFC 5280 X.509 PKI Certificate and Certificate Revocation List 5-2008
[3] RFC 6960 X.509 PKI Online Certificate Status Protocol 6-2013
[4] Schéma dohladu - organu dohl'adu NBU (pozri http://ep.nbusr.sk/kca/tsl/SchemaDohladu.pdf)
[5] ETSI TR 102 272 ASN.1 format for signature policies
[6] ETSI TS 119 612 Trusted Lists
[7] NBU Dokumentacia TL X.509 XML schémy pre doveryhodny zoznam
(Pozri http://ep.nbusr.sk/kca/tsl/tIX509XMLSchemaDocumentation.pdf)

[8] ETSI EN 319 411-(1, 2, 3) Policy and security requirements for TSP issuing

certificates
[9] RFC 5652 Cryptographic Message Syntax 9-2009
[10] RFC 3161  Time-Stamp Protocol (TSP) 8-2001

[11] Vykonavacie rozhodnutie Komisie (EU) 2015/1506 z 8. septembra 2015, ktorym sa ustanovuji
Specifikécie tykajuce sa formatov zdokonalenych elektronickych podpisov a zdokonalenych
elektronickych pecati, ktoré mozu subjekty verejného sektora uznavat’, podl'a clankov 27 ods. 5 a
37 ods. 5 nariadenia Eurdpskeho parlamentu a Rady (EU) &. 910/2014 o elektronickej identifikacii a
déveryhodnych sluzbach pre elektronické transakcie na vnitornom trhu.

[12] Vykonavacie rozhodnutie Komisie (EU) 2015/1505 z 8. septembra 2015, ktorym sa ustanovuju
technické Specifikacie a formaty tykajice sa doveryhodnych zoznamov podl'a ¢lanku 22 ods. 5
nariadenia Eurépskeho parlamentu a Rady (EU) &. 910/2014 o elektronickej identifikacii a

doveryhodnych sluzbach pre elektronické transakcie na vnitornom trhu.
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4 Skratky

ASN.1 Abstract Syntax Notation 1

CA Certifikacna autorita (Certification Authority) — poskytovatel’ kvalifikovanej
doveryhodnej sluzby vyhotovovania a overovania kvalifikovanych certifikatov
pre elektronicky podpis, elektronicku pecat’ a pre autentifikdciu webovych sidiel

CAdES CMS Advanced Electronic Signature

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

DER Distinguished Encoding Rules (for ASN.1)

eIDAS Nariadenie Europskeho parlamentu a Rady o elektronickej identifikdcii a
déveryhodnych sluzbach pre elektronické transakcie na vnutornom trhu

ESS Enhanced Security Services (enhances CMS)

GMT Greenwich Mean Time

HTTP Hyper Text Transfer Protocol

ISO International Organization for Standardization

MIME Multipurpose Internet Mail Extensions

NBU Narodny bezpecnostny urad

OCSp Online Certificate Status Protocol

OID Object Identifier

PAdES PDF Advanced Electronic Signature

PKIX Internet X.509 Public Key Infrastructure

QC Qualified Certificate

QCP SK Qualified Certificate Policy of Slovakia

QES Qualified Electronic Signature or Qualified Electronic Seal
(kvalifikovany elektronicky podpis alebo kvalifikovana elektronicka pecat))

QSCD Qualified Electronic Signature/Seal Creation Device
(zariadenie na vyhotovenie kvalifikovaného elektronického podpisu/pecate)

QTS Qualified Trust Service (Kvalifikovana doveryhodna sluzba)

TSA Time-Stamping Authorities

TSP Time Stamp Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

XAdES XML Advanced Electronic Signature

XML Extensible Markup Language
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5 Podpisové politiky

NBU schvaluje podpisové politiky pre QES a pre narodné rozdirenia pre déveryhodnu
infrastrukturu a doveryhodné sluzby (dalej len ,schvdlend PP“). Schvalené PP su zverejnené na
webovom sidle NBU. Podpisova politika je zverejnena v dvoch formatoch:

- v zavaznom DER kddovani podpisovej politiky, ktorej Struktdra v ASN.1 jazyku je uvedend v

prilohe A,

- v informativnom XER kdédovani, ako transformacia z DER kddovania, s textovymi

komentarmi popisujucimi polozky.

Schvdlené PP a dbéveryhodné certifikaty su zverejnené v textovom dokumente obsahujucom
odkazy na schvdlené PP a doéveryhodné certifikaty, ktory je v UTF-8 kdédovani a obsahuje
postupnosti riadkov zacinajucich s retazcami "FILE=", "HASH(SHA256:2 16 840 1 101342 1)="a
"NOTICE=", kde v riadku oznacenom FILE je http adresa na dokument, v HASH riadku je hash
odtlac¢ok z DER dokumentu schvalenej PP alebo z doveryhodného certifikatu a v riadku "NOTICE="
je ako prva hodnota ¢as konca platnosti schvalenej PP alebo déveryhodného certifikatu, alebo cas
predcasného ukoncenia platnosti, vo formate GeneralizedTime a medzerou su oddelené dalsie
nepovinné informacie. Textovy dokument odkazov na schvalené PP a doveryhodné certifikaty je
zapecateny zdokonalenou elektronickou pecatou vo formate CMS AdES.

Ak QES zahrnie jednu z PP, uvedenu v zozname, do podpisaného atributu alebo podpisaného
elementu, aplikacia musi vediet PP overit na zaklade OID PP a
- hash hodnoty uvedenej v poslednej polozke PP pri CMS QES teda z DER kédovanej PP
SignaturePolicy bez hlavicky, teda z poloziek signPolicyHashAlg a signPolicyinfo z PP a
- hash hodnoty z DER kédovanej PP dokumentu pri XML QES a
umoznit aj pouzivatelovi zobrazit OID a hodnotu hash PP.

Proces kontroly:

- aplikacia pre  QES, napriklad pri Starte, nacCita a overipodpis / pecat
http://ep.nbusr.sk/trusted data/TrustedList.p7m (pomocou KCA NBU alebo
déveryhodného zoznamu, v ktorom je certifikat na overenie podpisu / pecate uvedeny v
<ServiceTypeldentifier> "http://uri.etsi.org/TrstSvc/Svctype/SignaturePolicyAuthority"
sluzbe), z ktorého po overeni ziska zoznam http adries a mien suborov schvalenych PP,
ich hash hodn6t a ¢asov konca platnosti, dokedy su schvalené PP platné,

- podpis / pecat zoznamu schvélenych PP sa overuje s certifikditom, v ktorom je uvedeny OID:
1.3.158.36061701.0.0.1.10.5.0.1 a ktory vydala KCA NBU,

- ziskany zoznam hash hodn6t schvalenych PP a cCasov konca platnosti schvalenych PP
aplikacia neskor pouZzije pri overovani, ¢i overovany podpis / pecat a ostatné PKI objekty
obsahuju bezpecné algoritmy,

- samotny overovany podpis / pecat a overovany PKI objekt musi byt vytvoreny pred ¢asom
konca platnosti schvalenej PP. Postup urcenia ¢asu vytvorenia objektu definuje schéma
dohladu [4] v kapitole 5.3.1 s ndzvom "SD ¢€l. 32 a 40 nariadenia (EU) ¢. 910/2014".
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5.1 Proces vyberu podpisovej politiky v aplikacii pre QES

Aplikacia pre vytvaranie QES moze mat prednastavenu PP, alebo ponuknut na vyber PP na
zaklade zoznamu PP zverejneného NBU na adrese
http://ep.nbusr.sk/trusted data/TrustedList.p7m, pricom sa zobrazi OID PP a text PP z polozky
fieldOfApplication. Na zaklade vyberu PP zo zoznamu sa nastavi PP pre vytvarany podpis alebo
pecat.

Podpisovatel vyberom PP urc¢i aj minimdlne atributy podpisu signerRules, ktoré musi
aplikacia pri podpise vloZit do podpisu alebo pecate. Sucasne vyberom PP definuje atriblty
vyzadované od overovatela verifierRules, ktoré overovatel musi doplnit do podpisu, ak PP takéto
pravidla obsahuje. Ak PKI objekt je vytvoreny v Case, kedy PP uZ expirovala, napriklad ¢asova
peciatka pre udroven A na zabezpecenie dlhodobého overenia a integrity, potom sa pouzije PP
zverejnend NBU na adrese http://ep.nbusr.sk/trusted data/TrustedList.p7m, ktora bola platna v
Case, kedy tento PKI objekt bol preukazatelne vytvoreny.

5.2 Proces overenia podpisu v aplikacii pre QES

Aplikacia musi prekontrolovat podpis na zaklade PP, pod ktorou bol podpis vytvoreny.
Identifikator PP je priamo vloZzeny do podpisu podpisovatelom, do podpisovanych atributov alebo
elementov, a tak je podpisom zabezpecené jednoznacné a nepopieratelné identifikovanie vybranej
PP. Overenie s inou PP, nez aku si zvolil podpisovatel, je mozné ako nasledné overenie po overeni
PP zvolenej podpisovatelom alebo tvorcom pecate.

Aplikacia pri overeni vypiSe informaciu o PP, podla ktorej overuje dany podpis. Tato
informacia musi obsahovat OID, Hash a fieldOfAplication PP.

Pri overovani podpisu na zaklade PP musia byt splnené vsetky poziadavky PP. Napriklad
overenie interného podpisu (podpisany dokument je priamo su¢astou DER  podpisu  *.p7m)
s PP, ktord je len pre externy podpis <externalSignedData> true
</externalSignedData>, sa oznaci za neplatné.

V pripade, ak nie su splnené vsetky podmienky PP pre overenie QES, musi byt takto
vytvoreny QES prehldseny za neplatny.

Podpis musi byt prehldseny za neplatny aj v pripade, Ze aplikdcia pri overovani nedokaze
interpretovat pouZitu PP, alebo niektoré povinné polozky PP.

Pri overovani QES, musi byt podpis PP platny ku ¢asu kontroly overovaného QES.
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6 Formaty podpisovych politik
6.1 Odporucania

XML, kde sa pouZije mapovanie podpisovych atributov na podpisové elementy.
Kvoli prehladnosti a jednoduchému zobrazeniu PP v DER je pretransformované DER do XER
kdédovania.

Uvedené pravidlad PP su hlavne pre podpisy typu CMS (v ASN.1 kédované v DER) a podpisy

6.2 Mapovanie podpisanych atributov pre ASN.1 CMS podpisy z PP do

podpisanych elementov pre podpisy vo formate XML

politiky nahradia atributy ASN.1 za XML elementy podla tabulky ¢.1.

Tabul'ka 1. Niektoré atribity ASN.1 a XML elementy QES s rovnakym vyznamom obsahu

Pre XML podpisy mozZu platit rovnaké PP ako pre CMS podpisy, kedy sa pri spracovani DER

ASN.1 atribut XML element
1. | (id-contentType) (DataObjectFormat)+
2. | (id-aa-contentHint) (DataObjectFormat)+
. (contentDescription) .(Description)

3. | (id-messageDigest) DigestValue ako sihrnna hodnota z
elementov Reference. Viac v Standarde na
adrese https:/www.w3.org/TR/xmldsig-
core/ .

4. | (id-signingTime) (SigningTime)

5. | (id-aa-ets-signingCertificateV2) (SigningCertificate)

alebo (id-aa-signingCertificate)

6. | (id-aa-ets-sigPolicyId) (SignaturePolicyldentifier)

7. | (id-aa-ets-contentTimestamp) * (AllDataObjectsTimeStamp) * alebo
(IndividualDataObjects TimeStamp) *

8. | (id-aa-ets-signerlLocation)? (SignatureProductionPlace)?

9. | (id-aa-ets-certificateRefs) (CompleteCertificateRefs)

10.| (id-aa-ets-revocationRefs) (CompleteRevocationRefs)

11.| (id-aa-signatureTimeStampToken) + (SignatureTimeStamp)+

12.] ((id-aa-ets-escTimeStamp) * ( (SigAndRefsTimeStamp)*

(id-aa-ets-certCRLTimestamp) *) + (RefsOnlyTimeStamp)* )+

13.| (id-aa-ets-archiveTimestamp) + (ArchiveTimeStamp)+

14.| (id-aa-ets-certValues) (CertificatesValues)

15.| (id-aa-ets-revocationValues) (RevocationValues)

16.| (id-aa-ets-signerAttr) (SignerRole)

Vyskyt ASN.1 atributu v CMS podpise a vyskyt XML elementu v XML podpise:

() - iba jeden raz

()*  -nemusi, ale m6zZe byt aj viackrat
()? - nemusi, ale m6Ze byt jedenkrat
()+ - musi byt minimdlne jedenkrat
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Tabulka 2. Niektor¢ algoritmy a atributy ASN.1 a ich OID

ASN.1 atribut OID

1. |id-contentType 1 2 840 113549 1 9 3

2. |id-messageDigest 1 2 840 113549 1 9 4

3. |id-signingTime 1 2 840 113549 1 9 5

4. |Id-aa-ets-otherSigCert 1 2 840 113549 1 9 16 2 19
5. id-aa-signingCertificate 1 2 840 113549 1 9 16 2 12
6. id-aa-ets-sigPolicyId 1 2 840 113549 1 9 16 2 15
7. id-aa-signatureTimeStampToken 1 2 840 113549 1 9 16 2 14
8. |id-aa-ets-certificateRefs 1 2 840 113549 1 9 16 2 21
9. |id-aa-ets-revocationRefs 1 2 840 113549 1 9 16 2 22
10. | id-aa-ets-escTimeStamp 1 2 840 113549 1 9 16 2 25
11. | id-aa-ets-certCRLTimestamp 1 2 840 113549 1 9 16 2 26
12. | id-aa-ets-certValues 1 2 840 113549 1 9 16 2 23
13. |id-aa-ets-revocationValues 1 2 840 113549 1 9 16 2 24
14. | id-aa-ets-archiveTimestamp 1 2 840 113549 1 9 16 2 27
15. | id-aa-ets-contentTimestamp 1 2 840 113549 1 9 16 2 20
16. | id-aa-ets-signerLocation 1 2 840 113549 1 9 16 2 17

6.3 Textovy popis zakladnych atributov podpisovej politiky

Struktira ASN.1 DER komponentov PP transformovand do XER elementov pre jednoduchsie

zobrazenie mozného zakladného obsahu PP:

<SignaturePolicy>
<signPolicyHashAlg>

<algorithm>

OID algoritmu na vypocet hash hodnoty z poloZiek podpisovej politiky
signPolicyHashAlg a signPolicyInfo.

</algorithm>

</signPolicyHashAlg>

<signPolicyInfo>

<signPolicyIdentifier>
OID podpisove]j politiky.
</signPolicyIdentifier>
<dateOfIssue>
Datum vydania politiky.
</dateOfIssue>
<policyIssuerName>
<GeneralName>
<directoryName>

Meno vydavatela politiky.

</directoryName>
</GeneralName>
<GeneralName>

<uniformResourceldentifier>

Http adresa politiky v DER kédovani.

</uniformResourceldentifier>

</GeneralName>
</policyIssuerName>
<fieldOfApplication>

Textovy popis typu a ucelu politiky a pod akym pravnym systémom Jje aplikovatelna.

</fieldOfApplication>
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<signatureValidationPolicy>
<signingPeriod>
<notBefore>
Cas odkedy je politika pou?itelnad na podpisovanie.
</notBefore>
<notAfter>
Cas dokedy je politika pouZitelnad na podpisovanie.
</notAfter>
</signingPeriod>
<commonRules>
<signerAndVerifierRules>
<signerRules>

Poziadavky na podpisovatela.
<externalSignedData>
true - externy podpis
false - interny podpis
- a ak sa atribut externalSignedData nenachadza, potom
je politika urcend pre obidva typy podpisov
</externalSignedData>
<mandatedSignedAttr>

Zoznam povinnych podpisanych CMS atributov.
</mandatedSignedAttr>
<mandatedUnsignedAttr>

Zoznam povinnych nepodpisanych CMS atributov.
</mandatedUnsignedAttr>
<mandatedCertificateRef>
<signerOnly/>
Do atribttov podpisu Id-aa-ets-otherSigCert, id-aa-
signingCertificate alebo XML elementu SigningCertificate
je vloZeny odkaz na certifikdt podpisovatela.
</mandatedCertificateRef>

<mandatedCertificateInfo>

< fullPath/>
Do polozky CMS podpisu certificates v bloku SignedData su
vlozené certifikaty celej cesty od certifikéatu
podpisovatela az po déveryhodny koreniovy certifikat.
</mandatedCertificateInfo>
</signerRules>
<verifierRules>

<mandatedUnsignedAttr>

Zoznam povinnych nepodpisanych CMS atributov.
</mandatedUnsignedAttr>
</verifierRules>
</signerAndVerifierRules>
<signingCertTrustCondition>
<signerTrustTrees>
<CertificateTrustPoint>
Podmienky pre mnozinu déveryhodnych korenovych certifikdtov, na ktorych sa

musi konc¢it certifikacénd cesta vytvorend od certifikitu podpisovatela
alebo certifikdtu Casovej pecdiatky.
<trustpoint>

MnoZina d&éveryhodnych korenovych certifikdtov, na ktorych musi
konc¢it certifikaénad cesta vytvorend od certifikdtu podpisovatela
alebo certifikatu c¢asovej peciatky.

</trustpoint>

<acceptablePolicySet>
<CertPolicyId>
Zoznam OID identifik&torov, ktoré musia byt v kazdom certifikate
certifikadnej cesty od hibky uréene’ nizsie v
requireExplicitPolicy. Kontrolny prienik sa  robi zo
zjednotenia OID z rozSireni certifikdtu CertificatePolicies.
</CertPolicyId>

</acceptablePolicySet>
<policyConstraints>
<requireExplicitPolicy>
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Urc¢uje, od akej uUrovne certifikacnej cesty smerom k certifikatu
podpisovatela sa =zac¢ne kontrolovat explicitnd podpisova politika
(napriklad z acceptablePolicySet) .
</requireExplicitPolicy>
</policyConstraints>
</CertificateTrustPoint>
</signerTrustTrees>
<signerRevReqg>
<endCertRevReg>

Spdsob kontroly platnosti certifikdtu podpisovatela alebo c&asovej
pec¢iatky. Napriklad pomocou CRL, OCSP,

</endCertRevReq>
<caCerts>

Spésob  kontroly platnosti certifikdtov certifikaénych autorit
pri vytvorenej ceste od certifikdtu podpisovatela alebo casove]
pec¢iatky. Napriklad pomocou CRL, OCSP,

</caCerts>
</signerRevReqg>
</signingCertTrustCondition>

<timeStampTrustCondition>
<cautionPeriod>

Polozka obsahuje hodnotu maximalneho ¢akania, pocas ktorého je

spristupnené CRL alebo OCSP odpoved aktualizovand (thisUpdate) od ¢asu, ku ktorému
zistujeme platnost certifikatu.

</cautionPeriod>
</timeStampTrustCondition>
<algorithmConstraintSet>
<signerAlgorithmConstraints>
Mnozina algoritmov a pripadne minimdlna velkost ich kIG¢ov pouzitych na
vyhotovenie a overovanie podpisov certifikdtov, podpisov cCasovych peciatok

</signerAlgorithmConstraints>
</algorithmConstraintSet>
</commonRules>
<commitmentRules>
<CommitmentRule>
<selCommitmentTypes>
<CHOICE>
<empty></empty>
</CHOICE>
</selCommitmentTypes>
</CommitmentRule>
</commitmentRules>
</signatureValidationPolicy>
</signPolicyInfo>
<signPolicyHash>

Kontrolny Hash integrity podpisovej politiky vypocéitany zo spojenych hodndt zo
signPolicyHashAlg a signPolicyInfo.

</signPolicyHash>
</SignaturePolicy>
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Priloha A (normativna) ASN.1 pre podpisovu politiku

Vzhl'adom na chybne zapisané niektoré Struktiry ASN.1 podpisovej politiky v kapitolach 6 a

11 vETSITS 101 733 V1.4.0 alebo v ETSI TR 102 272, su v tejto prilohe uvedené kompletné

ASN.1 moduly pre ASN.1 podpisovu politiku a jej prevod z DER do XER kédovania.

Pravny odbor ETSI organizacie povolil uviest’ kompletny opraveny text ASN.1 PP z ETSI
Standardu v NBU S$tandarde na webovom sidle NBU.
PP v ASN.1:

ETS-ElectronicSignaturePolicies-88syntax { iso(l) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime (16) id-mod(0) 7 }

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

SignaturePolicy ::= SEQUENCE ({
signPolicyHashAlg AlgorithmIdentifier,
signPolicyInfo SignPolicyInfo,
signPolicyHash SignPolicyHash OPTIONAL
}

SignPolicyHash ::= OCTET STRING

SignPolicyInfo SEQUENCE {
signPolicyIdentifier SignPolicyld,
dateOfIssue GeneralizedTime,
policyIssuerName PolicyIssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL

}

SignPolicyId ::= OBJECT IDENTIFIER
PolicyIssuerName ::= GeneralNames
FieldOfApplication ::= DirectoryString

SignatureValidationPolicy ::= SEQUENCE ({
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL
}

SigningPeriod ::= SEQUENCE ({
notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL
}

CommonRules ::= SEQUENCE {
signerAndVeriferRules
signingCertTrustCondition
timeStampTrustCondition

0] SignerAndVerifierRules OPTIONAL,

1] SigningCertTrustCondition OPTIONAL,

2] TimestampTrustCondition OPTIONAL,

attributeTrustCondition 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

}

CommitmentRules ::= SEQUENCE OF CommitmentRule
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CommitmentRule ::= SEQUENCE {
selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

}

SelectedCommitmentTypes ::= SEQUENCE OF SelectedCommitmentType

SelectedCommitmentType ::= CHOICE {

empty NULL,
recognizedCommitmentType CommitmentType

}

CommitmentType ::= SEQUENCE ({
identifier CommitmentTypelIdentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [1] DirectoryString OPTIONAL
}
CommitmentTypeIdentifier ::= OBJECT IDENTIFIER
SignerAndVerifierRules ::= SEQUENCE ({
signerRules SignerRules,

verifierRules VerifierRules

SignerRules ::= SEQUENCE ({
externalSignedData BOOLEAN OPTIONAL,
mandatedSignedAttr CMSAttrs,

mandatedUnsignedAttr CMSAttrs,
mandatedCertificateRef [0] CertRefReqg DEFAULT signerOnly,
mandatedCertificateInfo [1] CertInfoReqg DEFAULT none,
signPolExtensions [2] SignPolExtensions OPTIONAL

}

CMSAttrs ::= SEQUENCE OF OBJECT IDENTIFIER

CertRefReq ::= ENUMERATED {
signerOnly (1),
fullPath (2)

}

CertInfoReq ::= ENUMERATED {
none (0),
signerOnly (1),
fullPath (2)

}

VerifierRules ::= SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL

}

MandatedUnsignedAttr ::= CMSAttrs

CertificateTrustTrees SEQUENCE OF CertificateTrustPoint

CertificateTrustPoint ::= SEQUENCE ({
trustpoint Certificate,
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pathLenConstraint [0] PathLenConstraint OPTIONAL,
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL,
nameConstraints [2] NameConstraints OPTIONAL,
policyConstraints [3] PolicyConstraints OPTIONAL

}

PathLenConstraint ::= INTEGER (0. .MAX)

AcceptablePolicySet ::= SEQUENCE OF CertPolicyId

CertRevReq ::= SEQUENCE ({
endCertRevReq RevReq,
caCerts [0] RevReq

RevReq ::= SEQUENCE ({
enuRevReqg EnuRevReq,
exRevReq SignPolExtensions OPTIONAL

EnuRevReq ::= ENUMERATED ({
clrCheck (0),
ocspCheck (1),
bothCheck (2),
eitherCheck (3),

noCheck (4),
other (5)

}

SigningCertTrustCondition ::= SEQUENCE {
signerTrustTrees CertificateTrustTrees,

signerRevReq CertRevReqg

TimestampTrustCondition ::= SEQUENCE ({
ttsCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
ttsRevReqg [1] CertRevReq OPTIONAL,
ttsNameConstraints [2] NameConstraints OPTIONAL,
cautionPeriod [3] DeltaTime OPTIONAL,
signatureTimestampDelay [4] DeltaTime OPTIONAL

}

DeltaTime ::= SEQUENCE {

deltaSeconds INTEGER,
deltaMinutes INTEGER,

deltaHours INTEGER,
deltaDays INTEGER
}
AttributeTrustCondition ::= SEQUENCE ({
attributeMandated BOOLEAN,
howCertAttribute HowCertAttribute,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTIONAL,
attrRevReqg [1] CertRevReq OPTIONAL,
attributeConstraints [2] AttributeConstraints OPTIONAL
}
HowCertAttribute ::= ENUMERATED ({

claimedAttribute (0),
certifiedAttribtes (1),
either (2)

AttributeConstraints ::= SEQUENCE {
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attributeTypeConstraints [0] AttributeTypeConstraints OPTIONAL,
attributeValueConstraints [1] AttributeValueConstraints OPTIONAL

}

AttributeTypeConstraints ::= SEQUENCE OF AttributeType

AttributeValueConstraints ::= SEQUENCE OF AttributeTypeAndValue

AlgorithmConstraintSet ::= SEQUENCE ({
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL,
eeCertAlgorithmConstraints [1] AlgorithmConstraints OPTIONAL,
caCertAlgorithmConstraints [2] AlgorithmConstraints OPTIONAL,
aaCertAlgorithmConstraints [3] AlgorithmConstraints OPTIONAL,
tsaCertAlgorithmConstraints [4] AlgorithmConstraints OPTIONAL

}

AlgorithmConstraints ::= SEQUENCE OF AlgAndLength

AlgAndLength ::= SEQUENCE ({
algID OBJECT IDENTIFTIER,
minKeyLength INTEGER OPTIONAL,
other SignPolExtensions OPTIONAL

}

SignPolExtensions ::= SEQUENCE OF SignPolExtn

SignPolExtn ::= SEQUENCE ({
extnID OBJECT IDENTIFIER,
extnValue OCTET STRING

}

END

PKIX1Explicit88 { iso(l) identified-organization(3) dod(6) internet (1)

security (5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit(18) }

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

id-pkix OBJECT IDENTIFIER ::= { iso(l) identified-organization(3) dod(6)

internet (1)

security (5) mechanisms (5) pkix(7) }

id-pe OBJECT IDENTIFIER ::= { id-pkix 1 }

id-gt OBJECT IDENTIFIER ::= { id-pkix 2 }

id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

id-gqt-cps OBJECT IDENTIFIER ::= { id-gqt 1 }

id-gt-unotice OBJECT IDENTIFIER ::= { id-gt 2 }

id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

id-ad-calssuers OBJECT IDENTIFIER ::= { id-ad 2 }

id-ad-timeStamping OBJECT IDENTIFIER = { id-ad 3 }

id-ad-caRepository OBJECT IDENTIFIER = { id-ad 5 }

Attribute ::= SEQUENCE {
type AttributeType,
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values SET OF AttributeValue
}

AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= ANY

AttributeTypeAndValue ::= SEQUENCE ({
type AttributeType,
value AttributeValue

}

id-at OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 4 }

id-at-name AttributeType ::= { id-at 41 }

id-at-surname AttributeType ::= { id-at 4 }

id-at-givenName AttributeType ::= { id-at 42 }

id-at-initials AttributeType ::= { id-at 43 }

id-at-generationQualifier AttributeType ::= { id-at 44 }

X520name ::= CHOICE {
teletexString TeletexString (SIZE(1l..ub-name)),
printableString PrintableString (SIZE(1l..ub-name)),
universalString UniversalString (SIZE(1l..ub-name)),
utf8String UTF8String (SIZE(l..ub-name)),
bmpString BMPString (SIZE(l..ub-name))

}

id-at-commonName AttributeType ::= { id-at 3 }

X520CommonName ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-common-name)),
printableString PrintableString (SIZE(l..ub-common-name)),
universalString UniversalString (SIZE(l..ub-common-name)),
utf8String UTF8String (SIZE (l..ub-common-name)),
bmpString BMPString (SIZE(l..ub-common-name))

}

id-at-localityName AttributeType ::= { id-at 7 }

X520LocalityName ::= CHOICE ({
teletexString TeletexString (SIZE(l..ub-locality-name)),
printableString PrintableString (SIZE(l..ub-locality-name)),
universalString UniversalString (SIZE(l..ub-locality-name)),
utf8String UTF8String (SIZE(l..ub-locality-name)),
bmpString BMPString (SIZE(l..ub-locality-name))

}

id-at-stateOrProvinceName AttributeType ::= { id-at 8 }

X520StateOrProvinceName ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-state-name)),
printableString PrintableString (SIZE(l..ub-state-name)),
universalString UniversalString (SIZE(l..ub-state-name)),
utf8String UTF8String (SIZE(l..ub-state-name)),
bmpString BMPString (SIZE(l..ub-state-name))

}

id-at-organizationName AttributeType ::= { id-at 10 }
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X5200rganizationName ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-organization-name)),
printableString PrintableString (SIZE(l..ub-organization-name)),
universalString UniversalString (SIZE(1l..ub-organization-name)),
utf8String UTF8String (SIZE (1l..ub-organization-name)),
bmpString BMPString (SIZE(l..ub-organization-name))

}

id-at-organizationalUnitName AttributeType ::= { id-at 11 }

X5200rganizationalUnitName ::= CHOICE ({
teletexString TeletexString (SIZE(l..ub-organizational-unit-name)),
printableString PrintableString (SIZE(l..ub-organizational-unit-name)),
universalString UniversalString (SIZE(l..ub-organizational-unit-name)),
utf8String UTF8String (SIZE(l..ub-organizational-unit-name)),
bmpString BMPString (SIZE(l..ub-organizational-unit-name))

}

id-at-title AttributeType ::= { id-at 12 }

X520Title ::= CHOICE {
teletexString TeletexString (SIZE(1l..ub-title)),
printableString PrintableString (SIZE(1l..ub-title)),
universalString UniversalString (SIZE(1l..ub-title)),
utf8String UTF8String (SIZE(l..ub-title)),
bmpString BMPString (SIZE(l..ub-title))

}

id-at-dnQualifier AttributeType ::= { id-at 46 }

X520dnQualifier ::= PrintableString

id-at-countryName AttributeType ::= { id-at 6 }

X520countryName ::= PrintableString (SIZE(2))

id-at-serialNumber AttributeType ::= { id-at 5 }

X520SerialNumber ::= PrintableString (SIZE(l..ub-serial-number))

id-at-pseudonym AttributeType ::= { id-at 65 }

X520Pseudonym ::= CHOICE {
teletexString TeletexString (SIZE(l..ub-pseudonym)),
printableString PrintableString (SIZE(1l..ub-pseudonym)),
universalString UniversalString (SIZE(l..ub-pseudonym)),
utf8String UTF8String (SIZE(l..ub-pseudonym)),
bmpString BMPString (SIZE(l..ub-pseudonym))

}

id-domainComponent AttributeType ::= { 0 9 2342 19200300 100 1 25 }

DomainComponent ::= IA5String

pkcs-9 OBJECT IDENTIFIER ::= { iso(l) member-body(2) us(840) rsadsi(113549)

pkcs(l) 9 }

id-emailAddress AttributeType ::= { pkcs-9 1 }
EmailAddress ::= IA5String (SIZE(1l..ub-emailaddress-length))
Name ::= CHOICE ({

rdnSequence RDNSequence
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RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence
RelativeDistinguishedName ::= SET SIZE (l..MAX) OF AttributeTypeAndValue
DirectoryString ::= CHOICE {
teletexString TeletexString (SIZE(1l..MAX)),
printableString PrintableString (SIZE(l..MAX)),
universalString UniversalString (SIZE(1l..MAX)),
utf8String UTF8String (SIZE(1l..MAX)),
bmpString BMPString (SIZE(1l..MAX))
}
Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING
}
TBSCertificate ::= SEQUENCE {

version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniquelD [1] IMPLICIT UniqueIdentifier OPTIONAL,
subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions OPTIONAL
}
Version ::= INTEGER {
v1(0),
v2 (1),
v3(2)
}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE ({
notBefore Time,
notAfter Time
}
Time ::= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime
}
UniqueIdentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING
}
Extensions ::= SEQUENCE SIZE (l..MAX) OF Extension
Extension ::= SEQUENCE ({
extnID OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
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extnValue OCTET STRING

CertificatelList ::= SEQUENCE {
tbsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING

TBSCertList ::= SEQUENCE {

version Version OPTIONAL,

signature AlgorithmIdentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE ({
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

} OPTIONAL,
crlExtensions [0] Extensions OPTIONAL

AlgorithmIdentifier ::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
parameters ANY algorithm OPTIONAL

ORAddress ::= SEQUENCE ({
built-in-standard-attributes BuiltInStandardAttributes,
built-in-domain-defined-attributes BuiltInDomainDefinedAttributes
OPTIONAL,
extension-attributes ExtensionAttributes OPTIONAL

BuiltInStandardAttributes ::= SEQUENCE {
country-name CountryName OPTIONAL,
administration-domain-name AdministrationDomainName OPTIONAIL,
network—-address [0] IMPLICIT NetworkAddress OPTIONAL,
terminal-identifier [1] IMPLICIT Terminalldentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
organization-name [3] IMPLICIT OrganizationName OPTIONAL,
numeric-user-identifier [4] IMPLICIT NumericUserIdentifier OPTIONAL,
personal-name [5] IMPLICIT PersonalName OPTIONAL,
organizational-unit-names [6] IMPLICIT OrganizationalUnitNames OPTIONAL

]
]
]
]

CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-
length))
}

AdministrationDomainName ::= [APPLICATION 2] CHOICE {
numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE(0..ub-domain-name-length))
NetworkAddress ::= X121Address

X121Address ::= NumericString (SIZE(l..ub-x12l-address-length))

TerminalIdentifier ::= PrintableString (SIZE(l..ub-terminal-id-length))
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PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE(l..ub-domain-name-length)),

printable PrintableString (SIZE(l..ub-domain-name-length))
}
OrganizationName ::= PrintableString (SIZE(l..ub-organization-name-length))
NumericUserIdentifier ::= NumericString (SIZE(l..ub-numeric-user-id-length))
PersonalName ::= SET {

surname [0] IMPLICIT PrintableString (SIZE(l..ub-surname-length)),

given-name [1] IMPLICIT PrintableString (SIZE(l..ub-given-name-length))
OPTIONAL,

initials [2] IMPLICIT PrintableString (SIZE(l..ub-initials-length))
OPTIONAL,

generation-qualifier [3] IMPLICIT PrintableString (SIZE(1l..ub-

generation-qualifier-length)) OPTIONAL
}

OrganizationalUnitNames ::= SEQUENCE SIZE(l..ub-organizational-units) OF
OrganizationalUnitName

OrganizationalUnitName ::= PrintableString (SIZE(l..ub-organizational-unit-name-
length))
BuiltInDomainDefinedAttributes ::= SEQUENCE SIZE (l..ub-domain-defined-

attributes) OF BuiltInDomainDefinedAttribute

BuiltInDomainDefinedAttribute ::= SEQUENCE ({
type PrintableString (SIZE(1l..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE(1l..ub-domain-defined-attribute-value-length))
}
ExtensionAttributes ::= SET SIZE(l..ub-extension-attributes) OF

ExtensionAttribute

ExtensionAttribute ::= SEQUENCE ({

extension-attribute-type [0] IMPLICIT INTEGER (0..ub-extension-
attributes),

extension-attribute-value [1] ANY extension-attribute-type

common-name INTEGER ::= 1
CommonName ::= PrintableString (SIZE(l..ub-common-name-length))
teletex-common-name INTEGER ::= 2
TeletexCommonName ::= TeletexString (SIZE (1l..ub-common-name-length))
teletex-organization-name INTEGER ::= 3
TeletexOrganizationName ::= TeletexString (SIZE(l..ub-organization-name-length))
teletex-personal-name INTEGER ::= 4
TeletexPersonalName ::= SET {
surname [0] IMPLICIT TeletexString (SIZE(l..ub-surname-length)),
given-name [1] IMPLICIT TeletexString (SIZE(1l..ub-given-name-length))
OPTIONAL,
initials [2] IMPLICIT TeletexString (SIZE(l..ub-initials-length))
OPTIONAL,
generation-qualifier [3] IMPLICIT TeletexString (SIZE(l..ub-

generation-qualifier-length)) OPTIONAL

C.: 7651/2016/IBEP/OA-001 Strana 21/30



Formaty podpisovych politik Verzia 2.0

}

Il
ol

teletex-organizational-unit-names INTEGER

TeletexOrganizationalUnitNames ::= SEQUENCE SIZE (l..ub-organizational-units) OF
TeletexOrganizationalUnitName

TeletexOrganizationalUnitName ::= TeletexString (SIZE(l..ub-organizational-unit-
name-length))

pds—name INTEGER ::= 7
PDSName ::= PrintableString (SIZE(l..ub-pds-name-length))
physical-delivery-country-name INTEGER ::= 8
PhysicalDeliveryCountryName ::= CHOICE ({
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-

length))
}

postal-code INTEGER ::= 9
PostalCode ::= CHOICE {

numeric-code NumericString (SIZE(l..ub-postal-code-length)),

printable-code PrintableString (SIZE (1l..ub-postal-code-length))
physical-delivery-office—-name INTEGER ::= 10
PhysicalDeliveryOfficeName ::= PDSParameter
physical-delivery-office-number INTEGER ::= 11
PhysicalDeliveryOfficeNumber ::= PDSParameter
extension-OR-address-components INTEGER ::= 12
ExtensionORAddressComponents ::= PDSParameter
physical-delivery-personal-name INTEGER ::= 13
PhysicalDeliveryPersonalName ::= PDSParameter
physical-delivery-organization-name INTEGER ::= 14
PhysicalDeliveryOrganizationName ::= PDSParameter
extension-physical-delivery-address—-components INTEGER ::= 15
ExtensionPhysicalDeliveryAddressComponents ::= PDSParameter
unformatted-postal-address INTEGER ::= 16
UnformattedPostalAddress ::= SET {

printable-address SEQUENCE SIZE (l..ub-pds-physical-address-lines) OF
PrintableString (SIZE(l..ub-pds-parameter-length)) OPTIONAL,

teletex-string TeletexString (SIZE (1l..ub-unformatted-address-length))
OPTIONAL
}
street-address INTEGER ::= 17
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StreetAddress ::= PDSParameter
post-office-box-address INTEGER ::= 18
PostOfficeBoxAddress ::= PDSParameter
poste-restante-address INTEGER ::= 19
PosteRestanteAddress ::= PDSParameter
unique-postal-name INTEGER ::= 20
UniquePostalName ::= PDSParameter
local-postal-attributes INTEGER ::= 21
LocalPostalAttributes ::= PDSParameter
PDSParameter ::= SET {

printable-string PrintableString (SIZE(l..ub-pds-parameter-length))
OPTIONAL,

teletex-string TeletexString (SIZE (1l..ub-pds-parameter-length))
OPTIONAL
}
extended-network-address INTEGER ::= 22
ExtendedNetworkAddress ::= CHOICE {

el63-4-address SEQUENCE ({

number [0] IMPLICIT NumericString (SIZE(l..ub-el63-4-number-
length)),
sub-address [1] IMPLICIT NumericString (SIZE(1l..ub-el63-4-sub-

address-length)) OPTIONAL

b

psap-address [0] IMPLICIT PresentationAddress

}

PresentationAddress ::= SEQUENCE {
pSelector [0] EXPLICIT OCTET STRING OPTIONAL,
sSelector [1] EXPLICIT OCTET STRING OPTIONAL,
tSelector [2] EXPLICIT OCTET STRING OPTIONAL,
nAddresses [3] EXPLICIT SET SIZE(l..MAX) OF OCTET STRING
}
terminal-type INTEGER ::= 23
TerminalType ::= INTEGER ({
telex (3),

}

teletex (4),
g3-facsimile (5),
g4-facsimile (6),
ia5-terminal (7),
videotex (8)
..ub-integer-options)

teletex-domain-defined-attributes INTEGER ::= 6

TeletexDomainDefinedAttributes

attributes) OF TeletexDomainDefinedAttribute

TeletexDomainDefinedAttribute

(SIZE
(SIZE

TeletexString
TeletexString

type
value

::= SEQUENCE SIZE(1l..ub-domain-defined-

= SEQUENCE {
(1..ub-domain-defined-attribute-type-length)),
(1..ub-domain-defined-attribute-value-length))
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ub-name INTEGER ::= 32768

ub-common-name INTEGER ::= 64
ub-locality-name INTEGER ::= 128
ub-state—-name INTEGER ::= 128
ub-organization-name INTEGER ::= 64
ub-organizational-unit-name INTEGER ::= 64
ub-title INTEGER ::= 64

ub-serial-number INTEGER ::= 64

ub-match INTEGER ::= 128
ub-emailaddress-length INTEGER ::= 128

ub-common-name-length INTEGER ::= 64

Il
N

ub-country-name-alpha-length INTEGER

ub-country-name-numeric-length INTEGER ::= 3

Il
N

ub-domain-defined-attributes INTEGER
ub-domain-defined-attribute-type-length INTEGER
ub-domain-defined-attribute-value-length INTEGER
ub-domain-name-length INTEGER ::= 16

256

ub-extension-attributes INTEGER

ub-el63-4-number-length INTEGER 15
ub-el63-4-sub-address-length INTEGER ::= 40
ub-generation-qualifier-length INTEGER ::= 3
ub-given-name-length INTEGER ::= 16

ub-initials-length INTEGER 5

ub-integer-options INTEGER ::= 256
ub-numeric-user-id-length INTEGER ::= 32

ub-organization-name-length INTEGER ::= 64

ub-organizational-unit-name-length INTEGER ::= 32

ub-organizational-units INTEGER ::= 4
ub-pds-name-length INTEGER ::= 16
ub-pds-parameter-length INTEGER ::= 30
ub-pds-physical-address-lines INTEGER ::= 6

ub-postal-code-length INTEGER ::= 16
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ub-pseudonym INTEGER ::= 128
ub-surname-length INTEGER ::= 40
ub-terminal-id-length INTEGER ::= 24
ub-unformatted-address-length INTEGER ::= 180
ub-x12l1-address-length INTEGER ::= 16

END

PKIX1Implicit88 { iso(l) identified-organization(3) dod(6) internet (1)
security(5) mechanisms (5) pkix(7) id-mod(0) id-pkixl-implicit(19) }
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

id-ce OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 29}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER ::= { id-ce 35 }
AuthorityKeyIdentifier ::= SEQUENCE ({

keyIdentifier [0] KeyIdentifier OPTIONAL,

authorityCertIssuer [l] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL
}

KeyIdentifier ::= OCTET STRING

id-ce-subjectKeyIdentifier OBJECT IDENTIFIER ::= { id-ce 14 }
SubjectKeyIdentifier ::= KeylIdentifier

id-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15 }

KeyUsage ::= BIT STRING {
digitalSignature (0),
nonRepudiation(l),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign(5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)

}

id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= { id-ce 16 }
PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [0] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTime OPTIONAL
}
id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32 }
anyPolicy OBJECT IDENTIFIER ::= { id-ce-certificatePolicies 0 }
CertificatePolicies ::= SEQUENCE SIZE(l..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE ({

policyIdentifier CertPolicyId,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL
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}
CertPolicyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId PolicyQualifierId,
qualifier ANY policyQualifierId

}

PolicyQualifierId ::= OBJECT IDENTIFIER (id-gt-cps | id-gt-unotice)
CPSuri ::= IA5String

UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL

}

NoticeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER

}

DisplayText ::= CHOICE ({
iabString IASString (SIZE(1..200)),
visibleString VisibleString (SIZE(1..200)),
bmpString BMPString (SIZE(1..200)),
utf8String UTF8String (SIZE(1..200))
}
id-ce-policyMappings OBJECT IDENTIFIER ::= { id-ce 33 }
PolicyMappings ::= SEQUENCE SIZE(1l..MAX) OF SEQUENCE ({
issuerDomainPolicy CertPolicyId,

subjectDomainPolicy CertPolicyId
}

id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }
SubjectAltName ::= GeneralNames
GeneralNames ::= SEQUENCE SIZE(l..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] AnotherName,
rfc822Name [1] IA5String,
dNSName [2] IA5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER
}

AnotherName ::= SEQUENCE ({
type-id OBJECT IDENTIFIER,
value [0] EXPLICIT ANY type-id
}
EDIPartyName ::= SEQUENCE ({
nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString
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id-ce-issuerAltName OBJECT IDENTIFIER ::= { id-ce 18 }
IssuerAltName ::= GeneralNames
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9 }
SubjectDirectoryAttributes ::= SEQUENCE SIZE (1..MAX)
id-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
BasicConstraints ::= SEQUENCE ({

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL

id-ce—-nameConstraints OBJECT IDENTIFIER ::= { id-ce 30 }
NameConstraints ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL
}
GeneralSubtrees ::= SEQUENCE SIZE(1l..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL

BaseDistance ::= INTEGER (0..MAX)
id-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }
PolicyConstraints ::= SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL
}
SkipCerts ::= INTEGER (0..MAX)

id-ce-cRLDistributionPoints OBJECT

CRLDistributionPoints ::= SEQUENCE SIZE(1l..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAIL,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL
}
DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName
}
ReasonFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged(3),
superseded (4),
cessationOfOperation(5),

IDENTIFIER ::= {id-ce 31}

OF Attribute
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certificateHold(6),
privilegeWithdrawn (7),
aACompromise (8)

id-ce-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
ExtKeyUsageSyntax ::= SEQUENCE SIZE(1l..MAX) OF KeyPurposeld
KeyPurposeId ::= OBJECT IDENTIFIER
anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }
id-kp-serverAuth OBJECT IDENTIFIER ::= { id-kp 1 }
id-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2 }
id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }
id-kp-emailProtection OBJECT IDENTIFIER ::= { id-kp 4 }
id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp 8 }
id-kp-0CSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= { id-ce 54 }
InhibitAnyPolicy ::= SkipCerts
id-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce 46 }
FreshestCRL ::= CRLDistributionPoints
id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }
AuthorityInfoAccessSyntax ::= SEQUENCE SIZE (1l..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE ({
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName
}
id-pe-subjectInfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }
SubjectInfoAccessSyntax ::= SEQUENCE SIZE(l..MAX) OF AccessDescription
id-ce-cRLNumber OBJECT IDENTIFIER ::= { id-ce 20 }
CRLNumber ::= INTEGER (0..MAX)
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
IssuingDistributionPoint ::= SEQUENCE ({
distributionPoint [0] DistributionPointName OPTIONAIL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE
}
id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= { id-ce 27 }
BaseCRLNumber ::= CRLNumber
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id-ce-cRLReasons OBJECT IDENTIFIER ::= { id-ce 21 }

CRLReason ::= ENUMERATED {
unspecified(0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded(4),
cessationOfOperation(5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompromise (10)

}

id-ce-certificateIssuer OBJECT IDENTIFIER ::= { id-ce 29 }
CertificateIssuer ::= GeneralNames

id-ce-holdInstructionCode OBJECT IDENTIFIER ::= { id-ce 23 }
HoldInstructionCode ::= OBJECT IDENTIFIER

holdInstruction OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) member-body (2

x9cm (10040) 2}

id-holdinstruction—-none OBJECT IDENTIFIER ::= {holdInstruction 1}
id-holdinstruction-callissuer OBJECT IDENTIFIER ::= {holdInstruction 2}
id-holdinstruction-reject OBJECT IDENTIFIER ::= {holdInstruction 3}
id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }

InvalidityDate ::= GeneralizedTime

END

Priloha B (informativna) Zoznam pouzitej literatury

Zéakladna legislativa Slovenskej republiky a EU pre elektronicky podpis:
http://www.nbu.gov.sk/urad/pravne-predpisy/doveryhodne-sluzby/index.html

Standardy NBU:
http://www.nbu.gov.sk/dovervhodne-sluzby/standardy/index.html

Zostavenie certifikacnej cesty a overenie platnosti certifikatov:
http://www.nbu.gov.sk/doveryhodne-sluzby/dohlad/index.html

) us (840)
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