Dohoda

medzi
Slovenskou republikou
a

Spanielskym kralovstvom

0 vzajomnej ochrane

utajovanych skutocnosti



Slovenska republika
a
Spanielske kralovstvo

d’alej len ,,zmluvné strany*,

uznavajuc potrebu oboch zmluvnych stran zabezpecit ochranu utajovanych
skuto¢nosti vzajomne vymienanych v ramci rokovani a dohod o spolupraci, ktoré uz st
alebo budu v budicnosti uzavreté, ako idalSich zmluvnych nastrojov verejnych
organizacii alebo sikromnych organizacii zmluvnych stran,

usilujuc sa vytvorit’ sustavu pravidiel vzajomnej ochrany utajovanych skutocnosti
vymienanych medzi zmluvnymi stranami,

sa dohodli takto:

Clanok 1
Predmet

Tato dohoda zakladd pravidla bezpecnosti aplikovatelné na vsetky zmluvné
nastroje, ktoré predpokladaju poskytnutie utajovanych skuto€nosti, uz podpisané alebo
eSte len na podpis uréené medzi prisluSnymi bezpecnostnymi orgdnmi oboch zmluvnych
stran alebo ich podnikmi alebo inymi pravnickymi osobami na to nalezite opravnenymi.

Clanok 2
Rozsah uplatnenia

(1) Téato dohoda stanovuje postupy pre ochranu utajovanych skuto¢nosti vymietianych
medzi zmluvnymi stranami.

(2) Ziadna zmluvna strana sa neodvol4 na tito dohodu za Gi¢elom ziskania utajovanych
skutocnosti, ktoré¢ druhd zmluvna strana prijala od tretej strany.

Clanok 3
Vymedzenie pojmov

Na ucely tejto dohody:

a) ,utajované skuto€nosti“ su informdcie alebo materidly bez ohladu na svoju
formu alebo povahu, ktoré je potrebné chranit’ pred neopravnenym pristupom
a ktoré boli za také uréené bezpecnostnou klasifikaciou,

b) ,prislusny bezpe€nostny organ“ je narodny bezpeCnostny organ/uréeny
bezpecnostny organ ureny zmluvnou stranou ako zodpovedny za implementaciu
a dozor nad touto dohodou,

c) ,odovzdavajica zmluvna strana“ je zmluvna strana, ktora poskytuje utajované
skuto¢nosti druhej zmluvnej strane,



d)

g)
h)
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»wprijimajuca zmluvna strana“ je zmluvna strana, ktorej su utajované skutoc¢nosti
poskytnuté odovzdavajicou zmluvnou stranou,

Htretia strana“ ja akakol'vek medzinarodnéd organizécia alebo §tat, ktora nie je
zmluvnou stranou tejto dohody,

sutajovany kontrakt“ je dohoda medzi dvoma alebo viacerymi kontrahentmi,
ktord zaklad4d a definuje vynutitelné prava apovinnosti medzi nimi, pricom
obsahuje alebo zahiia utajované skuto¢nosti,

»kontrahent“ je fyzicka osoba alebo pravnickd osoba pravne spdsobild uzatvérat’
utajované kontrakty,

»previerka personalnej bezpe€nosti“ je potvrdenie prisluSnym bezpecnostnym
organom, ze fyzickd osoba je spdsobild mat’ pristup k utajovanym skutocnostiam
v stilade s prislusnym vnutrostatnym pravnym poriadkom,

»previerka priemyselnej bezpecnosti je potvrdenie prislusSnym bezpe¢nostnym
organom, ze z bezpec¢nostného hl'adiska mé pravnickd osoba fyzicka a organizacnu
spdsobilost’ pouzivat a uchovavat utajované skutocnosti v stlade s prislusSnym
vnutrostatnym pravnym poriadkom,

,wheed-to-know* znamena, ze pristup k utajovanym skuto¢nostiam mozno udelit’
len osobe, ktord ma odévodnent poziadavku poznat' alebo mat’ ich pre plnenie
svojich tradnych povinnosti, vramci ktorych boli skuto¢nosti poskytnuté
prijimajucej zmluvnej strane.

Clanok 4
Prislusné bezpe¢nostné organy

(1) Prislusné bezpecnostné organy pre aplikaciu tejto dohody su:

pre Slovensku republiku:
Nérodny bezpecnostny urad

pre Spanielske kralovstvo:
Statny tajomnik, riaditel’ Narodného spravodajského centra
Narodna bezpecnostna kancelaria

(2) Zmluvné strany sa navzajom informuji diplomatickou cestou o akejkol'vek zmene

tykajlicej sa ich prisluSnych bezpecnostnych organov.

Clanok 5
Zasady bezpecnosti

(1) Ochrana a pouzivanie utajovanych skuto¢nosti vymienanych medzi zmluvnymi

a)

b)

stranami sa spravuje nasledovnymi zdsadami:

prijimajuca zmluvnd strana prizna prijatym utajovanym skuto¢nostiam uroven
ochrany ekvivalentni oznaceniam vyslovne danym utajovanym skuto¢nostiam
odovzdavajucou zmluvnou stranou,

pristup k utajovanym skuto¢nostiam je obmedzeny na principe ,,need-to-know* na
osoby poverené prisluSnymi bezpecnostnymi organmi, ktoré potrebujii mat pristup
k utajovanym skuto¢nostiam na plnenie svojich povinnosti, pricom maji previerku



personalnej bezpecnosti rovnakého alebo vysSieho stupiia ako stupeii utajenia
utajovanych skutocnosti, o pristup ku ktorym ide,
¢) prijimajica zmluvna strana neposkytne utajované skutoc¢nosti ziadnej tretej strane,
ktorejkol'vek fyzickej osobe tretej strany alebo pravnickej osobe akejkol'vek tretej
strany bez predchadzajiceho pisomného sthlasu odovzdéavajicej zmluvnej strany,
d) poskytnuté utajované skutoCnosti nesmu byt pouzité na iny tcel, ako na ten, na
ktory boli poskytnuté v stlade s touto dohodou.

(2) Prislusné bezpecnostné organy si na ziadost navzdjom poskytni informacie
o svojich bezpecnostnych Standardoch, postupoch a praxi v oblasti ochrany
utajovanych skuto¢nosti s cielom dosiahnut’ a udrzat’ porovnatel'né bezpecnostné
Standardy.

(3) Kazdd zmluvnd strana informuje o existencii tejto dohody vzdy, ked ide
o utajované skutoc¢nosti.

(4) Kazda zmluvna strana zabezpeci, aby vSetci prijemcovia utajovanych skuto¢nosti
konali v sulade so zadvdzkami v tejto dohode.

Clanok 6
Stupne utajenia a stupne bezpeénostnych previerok a ekvivalencie

Zmluvné strany sa dohodli, Ze nasledujice stupne utajenia a stupne
bezpecnostnych previerok su ekvivalentné a zodpovedaju stupiiom utajenia a stupniom
bezpecnostnych previerok vo vnltroStaitnom pravnom poriadku jednotlivych
zmluvnych stran:

Slovenska republika | Spanielske kralPovstvo El.(v1vale.n ¢
v anglickom jazyku
PRISNE TAJNE SECRETO TOP SECRET
TAJNE RESERVADO SECRET
DOVERNE CONFIDENCIAL CONFIDENTIAL
VYHRADENE DIFUSION LIMITADA RESTRICTED
Clanok 7

Spolupraca v previerkovom procese

(1) Prislusné bezpe€nostné organy zmluvnych strdn, bertic do Givahy svoj vnutrostatny
pravny poriadok na ziadost' spolupracuju pri previerkovom procese svojich
ob¢anov zijucich alebo pravnickych os6b sidliacich na tzemi druhej zmluvnej
strany, predchadzajucom rozhodnutiu o previerke personalnej bezpecnosti alebo
previerke priemyselnej bezpecnosti.

(2) Zmluvné strany si uznaju previerky persondlnej bezpecnosti a previerky
priemyselnej bezpecnosti v sulade s vnutrostaitnym pravnym poriadkom druhej
zmluvnej strany. Bezpecnostné previerky st ekvivalentné podla ¢lanku 6.



(3) Prislusné bezpecnostné organy si navzdjom oznamia akékol'vek informaécie
o zmenach v previerkach personalnej bezpe¢nosti alebo previerkach priemyselne;j
bezpecnosti, najma vo vzt'ahu k pripadom ich zrusenia alebo znizenia ich stupia.

Clanok 8
Klasifikacia, prijem a zmeny

(1) Prijimajuca zmluvna strana oznac¢i prijaté, vyrobené alebo vyvinuté utajované
skutoCnosti vlastnym stupfiom utajenia v sulade s ekvivalenciou uvedenou
v ¢lanku 6.

(2) Zmluvné strany sa navziajom informuji o vSetkych naslednych zmenach
v stupnioch utajenia poskytnutych utajovanych skuto¢nosti.

(3) Prijimajuca zmluvna strana a/alebo jej pravnické osoby neznizia stupen utajenia
ani neodtajnia prijaté utajované skutoCnosti bez predchadzajuceho pisomného
suhlasu odovzdavajucej zmluvnej strany.

Clanok 9
Preklad, rozmnoZovanie a zni¢enie

(1) Utajované skutoénosti oznaéené stupiom PRISNE TAJNE/SECRETO/TOP
SECRET sa prekladaju alebo rozmnozuju len s pisomnym suhlasom prislusného
bezpecnostného orgdnu odovzdavajiicej zmluvnej strany.

(2) Preklady a kopie utajovanych skutoCnosti sa vykonaju v sulade s nasledovnymi
zasadami:

a) fyzické osoby maji previerku personalnej bezpecnosti umoznujucu pristup
k utajovanym skuto¢nostiam prislusného stupiia utajenia,

b) preklady a kopie sa oznacia a ochraniuju rovnako ako origindly,

c) preklady a pocet kopii je obmedzeny uradnou potrebou,

d) preklady maju prislusni pozndmku v jazyku, do ktorého sa preklad vykonéva,
oznacujucu, ze obsahuje utajované skutocnosti prijaté od odovzdavajucej zmluvne;j
strany.

(3) Utajované skutoénosti ozna¢ené stuptiom PRISNE TAJNE/SECRETO/TOP
SECRET sa neznifia ale vratia sa prislusnému bezpecnostnému orgénu
odovzdavajucej zmluvnej strany.

(4) Utajované skuto&nosti oznaéené stupiom TAJNE/RESERVADO/SECRET moZno
zni€it’ po poskytnuti pisomného sthlasu odovzdavajucej zmluvnej strany.

(5) Utajované  skutoénosti oznatené stuptiom DOVERNE/CONFIDENCIAL/
CONFIDENTIAL anizSicho stupna utajenia mozno zni¢it v stlade
s vnutrostatnym pravnym poriadkom.



Clanok 10
Poskytnutie utajovanych skuto¢nosti medzi zmluvnymi stranami

(1) Utajované skutocnosti sa medzi zmluvnymi stranami zvyc€ajne poskytuji
diplomatickou cestou.

(2) Ak by bolo pouzitie diplomatickej cesty nepraktické alebo by netimerne oddialilo
prijem utajovanych skuto¢nosti, mozno ich zaslat prostrednictvom osoby
s prislusSnou previerkou personalnej bezpecnosti, splnomocnenej certifikdtom
kuriéra vydanym zmluvnou stranou poskytujicou utajované skuto¢nosti.

(3) Zmluvné strany modzu utajované skutocnosti zasielat’ elektronicky v sulade
s bezpecnostnymi postupmi, na ktorych sa vzdjomne dohodni prislusné
bezpecnostné organy.

(4) Na dodani velkého mnozstva alebo utajovanych skutocnosti vel’kych rozmerov sa
prislusné bezpecnostné organy dohodnu od pripadu k pripadu.

(5) Prijimajuca zmluvna strana potvrdi prijem utajovanych skuto¢nosti a poskytne ich
pouzivatel'om.

Clanok 11
Bezpecnostné opatrenia

(1) Ak jedna zmluvna strana mieni uzatvorit' utajovany kontrakt s kontrahentom
z druhej zmluvnej strany, alebo ak mieni poverit jedného =z vlastnych
kontrahentov, aby uzatvoril utajovany kontrakt na uzemi druhej zmluvnej strany,
ziska prostrednictvom svojho prislusného bezpecnostného orgdnu v ramci
utajovaného  projektu  predchadzajice  pisomné  uistenie  prisluSného
bezpecnostného organu druhej zmluvnej strany, Ze navrhovany kontrahent ma
potvrdenie o priemyselnej bezpecnosti na prislusny stupeni utajenia.

(2) Kazdy subkontrahent musi splnit’ rovnaké bezpecnostné zaviazky ako kontrahent.

(3) Akonahle sa za¢nu predkontraktné rokovania medzi pravnickou osobou so sidlom
na uzemi jednej zmluvnej strany a inou pravnickou osobou so sidlom na uzemi
druhej zmluvnej strany, s cielom podpisat’ zmluvné ndstroje, zmluvné strany sa
prostrednictvom prisluSnych bezpecnostnych organov informuja o stupnoch
utajenia danych utajovanym skuto¢nostiam, o ktoré v predkontraktnom rokovani
ide.

(4) Kazdy utajovany kontrakt uzavrety v sulade s touto dohodou obsahuje prislusny
bezpecnostny odsek identifikujlci:

a) zavazok kontrahenta zabezpecit, Ze jeho priestory maju adekvatne podmienky pre
zaobchadzanie a uchovévanie utajovanych skuto¢nosti prislusného stupna utajenia,

b) zavédzok kontrahenta zabezpecit, ze osoby vykonavajiice povinnosti vyzadujuce
pristup k utajovanym skuto¢nostiam maji previerku personalnej bezpecnosti
prislusného stupiia,



c) zaviazok kontrahenta zabezpecit, Ze vSetky osoby s pristupom k utajovanym
skutocnostiam boli informované o svojej zodpovednosti vo vztahu k ochrane
utajovanych skutocnosti v sulade s vnutrostatnym pravnym poriadkom,

d) zavdzok kontrahenta uskutocniovat’ periodické bezpecnostné kontroly svojich
priestorov,

e) zoznam utajovanych skuto¢nosti a oblasti, v ktorych mézu utajované skutoc¢nosti
vzniknat’,

f) postup pre oznamovanie zmien v stupni utajenia utajovanych skuto¢nosti,

g) komunikacné kanaly a prostriedky elektronického prenosu,

h) postup pre prepravu utajovanych skutocnosti,

1) prislusné poverené fyzické osoby alebo pravnické osoby zodpovedné za
koordinaciu ochrany utajovanych skutoc¢nosti, ktorych sa utajovany kontrakt tyka,

j) povinnost’ oznamit aktukol'vek skuto¢nu alebo predpokladant stratu, prezradenie
alebo ohrozenie utajovanych skuto¢nosti.

(5) Kopia bezpecnostného odseku kazdého utajovaného kontraktu sa postipi
prislusnému bezpecnostnému organu zmluvnej strany, kde sa ma praca vykonat’,
¢o umozni adekvatny dozor nad bezpecnostou a riadenie.

(6) Zéstupcovia prislusnych bezpecnostnych orgdnov moézu uskutocnovat’ vzajomné
navstevy scielom analyzovat ucinnost opatreni prijatych kontrahentom na
ochranu utajovanych skuto¢nosti, ktorych sa utajovany kontrakt tyka. Oznam
0 navsteve sa zasle asponl dvadsat’ dni vopred.

Clanok 12
Navstevy

(1) Navstevy =zahfiajice pristup Statnych prisluSnikov jednej zmluvnej strany
k utajovanym skutoCnostiam druhej zmluvnej strany sa uskutocnia na zaklade
predchddzajiceho pisomného suhlasu od prislusného bezpecnostného organu
hostitel'skej strany.

(2) Navstevy zahfnajuce pristup k utajovanym skutocnostiam povoli jedna zmluvna
strana navstevnikom druhej zmluvnej strane len ak:

a) maju previerku persondlnej bezpecnosti prislusného stupiia od prislusného
bezpecnostného organu vysielajucej strany,

b) su opravneni prijat’ alebo mat pristup k utajovanym skuto¢nostiam v stlade
s vnutrostatnym pravnym poriadkom svojej zmluvnej strany.

(3) Prislusny bezpecnostny organ zmluvnej strany, ktord prijme ziadost' o navstevu,
ziadost' posudi, rozhodne onej asvoje rozhodnutie ozndmi prislusnému
bezpecnostnému organu ziadajucej zmluvnej strany.

(4) Navstevy zahfiiajuce pristup Statnych prislusnikov tretiecho Stitu k utajovanym
skuto¢nostiam sa povolia len na zaklade spolo¢nej dohody zmluvnych stran.

(5) Prislusny bezpeCnostny organ vysielajucej strany upovedomi o planovanej
navsteve prislusny bezpecnostny organ hostitel'skej strany ziadost'ou o navstevu
dorucenou aspon tridsat’ dni pred uskutocnenim navstevy.



(6) V sturnych pripadoch sa Ziadost’ o navstevu zaSle aspoil sedem dni vopred.
(7) Ziadost’ o navitevu obsahuje:

a) meno a priezvisko navstevnika, miesto a dditum narodenia, Statnu prislusnost’, ¢islo
pasu alebo identifika¢nej karty,

b) néazov spolo¢nosti alebo inej pravnickej osoby, ktoré navstevnik zastupuje alebo ku
ktorym patri,

¢) nazov a adresa spoloc¢nosti alebo inej pravnickej osoby, ktoré maju byt navstivené,

d) potvrdenie o previerke personalnej bezpecnosti navstevnika a jej platnosti,

e) predmet a ucel navstevy alebo navstev,

f) predpokladany datum a trvanie navstevy alebo navstev, o ktoré sa ziada. V pripade
opakovanych navstev sa uvedie aj ich celkové trvanie,

g) meno a telefonne ¢islo kontaktnej osoby v spolo¢nosti alebo inej pravnickej osobe,
kde mé byt navsteva uskutoCnend, predchadzajice kontakty a akékol'vek iné
informéacie napomocné pri odovodneni navstevy alebo navstev,

h) déatum, podpis a odtlacok uradnej peciatky prislusného bezpe¢nostného organu.

(8) Po odsuhlaseni navstevy prisluSny bezpecnostny organ hostitel'skej zmluvnej
strany poskytne koépiu Ziadosti o navStevu bezpeCnostnym zamestnancom
spolocnosti alebo inej pravnickej osoby, kde sa ma névsteva uskutocnit’.

(9) Platnost’ povolenia navstevy nepresiahne jeden rok.

(10) Pre akykol'vek projekt, program alebo kontrakt sa zmluvné strany mdzu
dohodnut’ na zoznamoch 0s6b opravnenych zicastnit’ sa opakovanych navstev.
Takéto zoznamy st platné spociatku jeden rok.

(11) Po schvdleni tychto zoznamov zmluvnymi stranami sa terminy konkrétnych
navstev dohodnu s prislusSnymi kontaktnymi osobami v spoloc¢nosti alebo ingj
pravnickej osobe, ktoré maju tieto osoby navstivit v sulade s dohodnutymi
terminmi a podmienkami.

Clanok 13
PorusSenie a ohrozenie bezpecnosti

(1) V pripade porusenia alebo ohrozenia bezpecnosti, ktoré ma za nasledok isté alebo
predpokladané ohrozenie utajovanej skutocnosti pochadzajlicej alebo prijatej
z druhej zmluvnej strany, alebo podozrenia, ze utajovand skutoc¢nost’ bola
prezradend neopravnenym osobam, prisluSny bezpecnostny organ zmluvnej strany,
kde kporuseniu alebo ohrozeniu doslo, upovedomi c¢o najskor prislusny
bezpecnostny organ druhej zmluvnej strany a vykona prislusné vySetrovanie.

(2) Ak k poruseniu alebo ohrozeniu bezpecnosti dojde v State inom ako su zmluvné
strany, prislusny bezpecnostny organ odovzdavajicej zmluvnej strany kond podla
odseku 1.

(3) Druhé zmluvna strana pri vySetrovani na Ziadost’ spolupracuje.



(4) V kazdom pripade druhd zmluvna strana sa upovedomi o vysledkoch vySetrovania
a zasle sa jej kone¢na sprava o pricinach a rozsahu Skody.

Clanok 14
Naklady

Kazdd zmluvna strana znaSa vlastné ndklady vynaloZené v suvislosti s aplikaciou
a dozorom nad vSetkymi aspektmi tejto dohody.

Clanok 15
RieSenie sporov

Akykol'vek spor ohl'adom vykladu alebo aplikacie opatreni stanovenych touto
dohodou sa riesi diplomatickou cestou, ak neddjde k dohode prostrednictvom prislusnych
bezpecnostnych organov.

Clanok 16
Zmeny

(1) Tuto dohodu mozno menit’ kedykol'vek na zdklade vzajomného pisomného suhlasu
zmluvnych stran.

(2) Zmeny a dodatky nadobudnu platnost’ v stilade s ¢lankom 18.

Clanok 17
Trvanie a ukoncenie platnosti

(1) Tato dohoda sa uzatvara na neurcity cas.

(2) Kazda zmluvna strana méze vypovedat tito dohodu pisomnym oznadmenim
druhej zmluvnej strane diplomatickou cestou.

(3) Vypovedanie dohody nadobudne platnost’ Sest mesiacov po datume dorucenia
prislusného ozndmenia.

(4) Napriek vypovedaniu dohody, vSetky utajované skuto¢nosti poskytnuté, vyrobené
alebo vyvinuté podla tejto dohody sa budi nadalej chranit’ v stlade s tymito
ustanoveniami, kym odovzdavajiica zmluvna strana nezbavi prijimajicu zmluvnt
stranu tohto zavizku.



Clanok 18
Nadobudnutie platnosti

Tato dohoda nadobudne platnost v prvy dent druhého mesiaca po prijati

posledného pisomného ozndmenia zaslaného diplomatickou cestou potvrdzujuceho, ze
boli splnené vSetky vnitroStatne podmienky ustanovené pre nadobudnutie platnosti.

Na dokaz toho splnomocneni a riadne povereni zastupcovia podpisali tito dohodu.

Dané v Bratislave, dna 20. januara 2009 vo dvoch pdvodnych vyhotoveniach, kazdé
v slovenskom, $§panielskom a anglickom jazyku, pricom kazdy text ma rovnaku platnost’.

Za Slovensku republiku Za Spanielske kralovstvo
FrantiSek Blanarik José Aggel Lépez Jorrin
riaditel’ Narodného bezpecnostného tiradu vel'vyslanec Spanielskeho kral'ovstva

Slovenska republika v Slovenskej republike



Agreement

on the Mutual Protection of
Classified Information

between

the Slovak Republic

and

the Kingdom of Spain



The Slovak Republic
and
the Kingdom of Spain

Hereinafter referred to as “the Parties”,

Recognising the need of both Parties to guarantee protection of the Classified Information
exchanged between them within the scope of the negotiations and cooperation agreements
concluded, or to be concluded, as well as other contractual instruments of both, public or
private organizations of the Parties;

Desiring to create a set of rules on mutual protection of Classified Information exchanged
between the Parties,

Agree as follows:

Article 1
Object
This Agreement establishes the security rules applicable to all contractual instruments,
which envisage the transmission of Classified Information, signed or to be signed between

the Competent Security Authorities of both Parties or by companies or other legal entities
duly authorized to that end.

Article 2
Scope of Application

1. This Agreement sets out procedures for the protection of Classified Information
exchanged between the Parties.

2. Either Party shall not invoke this Agreement in order to obtain Classified Information
the other Party has received from any Third Party.

Article 3

Definitions
For the purposes of this Agreement:

a) ”Classified Information” means the information and materials, regardless of their
form or nature, determined to require protection against unauthorised disclosure,
which has been so designated by security classification;

b) “Competent Security Authority” means the National Security Authority/
Designated Security Authority designated by a Party as being responsible for the
implementation and supervision of this Agreement;



g)

h)
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1.

“Originating Party” means the Party, which releases Classified Information to
the other Party;

“Receiving Party” means the Party which Classified Information is released to by
the other Party;

“Third Party” means any international organisation or state that is not Party to
this Agreement;

“Classified Contract” means an agreement between two or more Contractors
creating and defining enforceable rights and obligations between them, which
contains or involves Classified Information;

“Contractor” means an individual or a legal entity possessing the legal capacity
to conclude Classified Contracts;

“Personnel Security Clearance” means a certification provided by the Competent
Security Authority that an individual is eligible to have access to Classified
Information, in accordance with the respective national legislation;

“Facility Security Clearance” means a certification provided by the Competent
Security Authority that, from a security point of view, a facility has the physical
and organisational capability to use and store Classified Information, in accordance
with the respective national legislation;

“Need-to-know” means that access to Classified Information may only be granted
to a person who has a verified requirement for knowledge of, or possession of it in
order to perform his/her official and professional duties, within the framework of
which it was released to the Receiving Party.

Article 4

Competent Security Authorities

The Competent Security Authorities for the application of this Agreement are:

For the Slovak Republic:
National Security Authority

For the Kingdom of Spain:
Secretary of State, Director of the National Intelligence Centre
National Security Office

2.

The Parties shall inform each other, through diplomatic channels, of any
modification concerning their Competent Security Authorities.

Article 5

Security Principles

The protection and use of the Classified Information exchanged between the
Parties is ruled by the following principles:



b)

d)

The Receiving Party shall assign to the received Classified Information the
level of protection equivalent to the marking expressly given to the Classified
Information by the Originating Party;

The access to Classified Information is restricted to persons who, in order to
perform their duties, need to have access to the Classified Information, on a
“Need-to-know” basis, have a Personnel Security Clearance appropriate to the
level of security classification of the Classified Information to be accessed or
above, and were authorized by the Competent Security Authorities;

The Receiving Party shall not transmit the Classified Information to any Third
Party, any individual or legal entity, of any Third State, without prior written
approval from the Originating Party;

The transmitted Classified Information may not be used for any purpose other
than the one that it was transmitted for, in accordance with this Agreement;

In order to achieve and maintain comparable security standards, the Competent
Security Authorities shall, on request, provide each other with information about
their security standards, procedures and practices in the field of protection of
Classified Information.

Parties shall inform of the existence of this Agreement whenever Classified
Information is involved.

Parties shall ensure that everyone receiving Classified Information duly complies
with the obligations of this Agreement.

Article 6

Security Classifications and Equivalences

The Parties agree that the following security classification levels are equivalent and
correspond to the security classification levels specified in their national legislations:

1.

Slovak Republic Kingdom of Spain Equivalent in English
PRISNE TAINE SECRETO TOP SECRET
TAINE RESERVADO SECRET
DOVERNE CONFIDENCIAL CONFIDENTIAL
VYHRADENE DIFUSION LIMITADA RESTRICTED
Article 7

Assistance in Vetting Procedures

On request, the Competent Security Authorities of the Parties, taking into account
their national legislation, shall assist each other during the vetting procedures of
their citizens living or facilities located in the territory of the other Party, preceding
the issue of the Personnel Security Clearance or Facility Security Clearance.




2. The Parties shall recognise the Personnel and Facility Security Clearances in
accordance with the national legislation of the other Party. The equivalence of the
security clearances shall be in compliance with Article 6.

3. The Competent Security Authorities shall communicate to each other any
information related to changes of the Personnel and Facility Security Clearances,
particularly concerning cases of withdrawal or downgrading of their security
classification level.

Article 8

Classification, Reception and Alterations

1. The Receiving Party shall mark the received, produced or developed Classified
Information with its own security classification, equivalent in accordance with
Article 6.

2. The Parties shall mutually inform each other about all subsequent security
classification alterations of the transmitted Classified Information.

3. The Receiving Party and/or its legal entities shall neither downgrade nor declassify
the received Classified Information without the prior written approval of the
Originating Party.

Article 9

Translation, Reproduction and Destruction

1. Classified Information marked PRISNE TAJNE/SECRETO/ TOP SECRET shall
be translated or reproduced only upon the written approval of the Competent
Security Authority of the Originating Party.

2. Translations and reproductions of Classified Information shall be made in
accordance with the following principles:

a) The individuals shall hold a Personnel Security Clearance enabling them
access to Classified Information of relevant security classification level;

b) The translations and the reproductions shall be marked and placed under
the same protection as the original;

¢) The translations and the number of copies shall be limited to that required
for official purposes;

d) The translations shall bear an appropriate note in the language into which
they are translated indicating that they contain Classified Information
received from the Originating Party.

3. Classified Information marked PRISNE TAJNE/ SECRETO/ TOP SECRET shall
not be destroyed but shall be returned to the Competent Security Authority of the
Originating Party.



Classified Information marked TAJNE/ RESERVADO/ SECRET shall be
destroyed with prior written approval of the Originating Party.

Classified Information marked up to DOVERNE/ CONFIDENCIAL/ CONFI-
DENTIAL shall be destroyed in accordance with the national legislation.

Article 10

Transmission between the Parties

The Classified Information shall normally be transmitted between the Parties
through diplomatic channels.

If the use of such channels would be impractical or unduly delay receipt of the
Classified Information, transmissions may be undertaken by appropriately
security cleared personnel empowered with a courier certificate issued by the
Party transmitting the Classified Information.

The Parties may transmit Classified Information by electronic means in
accordance with security procedures mutually approved on by the Competent
Security Authorities.

Delivery of large items or quantities of Classified Information arranged on a
case-by-case basis shall be approved on by both Competent Security Authorities.

The Receiving Party shall confirm the reception of the Classified Information
and shall disseminate it to the users.

Article 11

Security Measures

One Party, wishing to place a Classified Contract with a Contractor of the other
Party, or wishing to authorise one of its own Contractors to place a Classified
Contract in the territory of the other Party within a classified project shall obtain,
through its Competent Security Authority, prior written assurance from the
Competent Security Authority of the other Party that the proposed Contractor
holds a Facility Security Clearance enabling access to Classified Information of
relevant security classification level.

. Any subcontractor must fulfil the same security obligations as the Contractor.

. When pre-contractual negotiations begin between a legal entity located in the
territory of one Party and another legal entity located in the territory of the other
Party, aiming at signing of contractual instruments, the Parties shall inform each
other through their Competent Security Authorities of the security classification
given to the Classified Information involved in the pre-contractual negotiations.

. Every Classified Contract concluded in accordance with this Agreement shall
include an appropriate security section identifying:



a) Commitment of the Contractor to ensure that its premises have necessary
conditions for handling and storing  Classified Information of
appropriate security classification level;

b) Commitment of the Contractor to ensure that appropriate level of
Personnel Security Clearance is granted to persons who perform duties
requiring access to Classified Information;

¢) Commitment of the Contractor to ensure that all persons with access to
Classified Information are informed of their responsibility towards the
protection of Classified Information in accordance with the national
legislation

d) Commitment of the Contractor to perform periodical security inspections
of its premises;

e) Classification guide and list of Classified Information;

f) Procedure for the communication of changes in the security
classification level of Classified Information;

g) Communication channels and electronic means for transmission;
h) Procedure for the transportation of Classified Information;

1)  Appropriate authorised individuals or legal entities responsible for the
co-ordination of the safeguarding of Classified Information related to the
Classified Contract;

j)  An obligation to notify any actual or suspected loss, leak or compromise
of the Classified Information.

5. Copy of the security section of any Classified Contract shall be forwarded to the
Competent Security Authority of the Party where the work is to be performed, to
allow adequate security supervision and control.

6. Representatives of the Competent Security Authorities may visit each other in
order to analyse the efficiency of the measures adopted by a Contractor for the
protection of Classified Information involved in a Classified Contract. Notice of
the visit shall be provided, at least, twenty days in advance.

Article 12
Visits

1. Visits entailing access to Classified Information by nationals from one Party to
the other Party are subject to prior written approval given by the Competent
Security Authority of the host Party.

2. Visits entailing access to Classified Information shall be allowed by one Party to
visitors from the other Party only if they have been:

a) Granted appropriate Personnel Security Clearance by the Competent
Security Authority of the sending Party;

b) Authorised to receive or to have access to Classified Information in
accordance with their national legislation.



3. The Competent Security Authority of the Party that receives the request for visit,
examines and decides on the request and shall inform of its decision the
Competent Security Authority of the requesting Party.

4. Visits entailing access to Classified Information by nationals from a third State
shall only be authorized by a common agreement of the Parties.

5. The Competent Security Authority of the sending Party shall notify the
Competent Security Authority of the host Party of the planned visit through a
request for visit, which has to be received at least thirty days before taking place.

6. In urgent cases, the request for visit shall be sent at least seven days before.
7. The request for visit shall include:

a) Visitor’s first and last name, place and date of birth, nationality, passport
or ID card number;

b) Name of the company or other legal entity the visitor represents or to
which the visitor belongs;

¢) Name and address of the company or other legal entity to be visited;

d) Confirmation of the visitor’s Personnel Security Clearance and its
validity;

e) Object and purpose of the visit or visits;

f) Expected date and duration of the requested visit or visits. In case of
recurring visits the total period covered by the visits should be stated;

g) Name and phone number of the point of contact at the company or other
legal entity to be visited, previous contacts and any other information
useful to determine the justification of the visit or visits;

h) The date, signature and stamping of the official seal of the Competent
Security Authority.

8. Once the visit has been approved the Competent Security Authority of the host
Party shall provide a copy of the request for visit to the security officers of the
company or other legal entity to be visited.

9. The validity of visit approval shall not exceed one year.

10. For any project, program or contract the Parties may agree to establish lists of
individuals authorized to make recurring visits. The lists are valid for an initial
period of one year.

11. Once the lists have been approved by the Parties, the terms of the respective
visits shall be directly arranged with the appropriate points of contact in the
company or other legal entity to be visited by these individuals, in accordance
with the terms and conditions agreed upon.

Article 13
Breach and Compromise of Security
1. In case of breach or compromise of security that results in an actual or suspected

compromise of Classified Information originated by or released from the other
Party or suspicion that Classified Information has been disclosed to unauthorised



persons, the Competent Security Authority of the Party where the breach or
compromise occurs shall inform the Competent Security Authority of the other
Party, as soon as possible, and carry out the appropriate investigation.

2. If a breach or compromise of security occurs in a state other than the Parties, the
Competent Security Authority of the despatching Party shall take the actions
prescribed in Paragraph 1.

The other Party shall, upon request, co-operate in the investigation.

4. In any case, the other Party shall be informed of the results of the investigation and
shall receive the final report on the reasons and extent of the damage.

Article 14

Expenses

Each Party shall bear its own expenses incurred in connection with the application and
supervision of all aspects of this Agreement.

Article 15
Settlement of Disputes

Any dispute concerning the interpretation or application of this Agreement shall be solved
through diplomatic channels, unless a settlement by the Competent Security Authorities
can be achieved.

Article 16

Amendments

1. This Agreement may be amended or supplemented anytime on the basis of mutual
written approval of the Parties.

2. The amendments and supplements shall enter into force according to Article 18.

Article 17

Duration and Termination

1. This Agreement is concluded for an indeterminate period of time.

2. Each Party may, at any time, terminate this Agreement by written notification
delivered to the other Party through diplomatic channels.

3. The termination shall take effect six months after the receipt day of the respective
notification.

4. Notwithstanding the termination, all Classified Information transmitted, produced
or developed pursuant to this Agreement shall continue to be protected in



accordance with the provisions set forth herein, until the Originating Party
dispenses the Receiving Party from this obligation.

Article 18
Entry into Force

This Agreement shall enter into force on the first day of the second month after receipt of
the last written notification of the Parties through diplomatic channels, confirming the
fulfilment of the national procedures for its entering into force.

In witness whereof, the undersigned, duly authorized representatives of the Parties, have
signed this Agreement.

Done at Bratislava, on January 20, 2009 in two originals, each one in Slovak, Spanish and
English language, each text being equally authentic.

For the Slovak Republic For the Kingdom of Spain
FrantiSek Blanarik José Angel Lopez Jorrin
Director Ambassador
of the National Security Authority of the Kingdom of Spain

Slovak Republic to the Slovak Republic



