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MAIN ACTIVITIES

The National Security Authority (hereinafter referred to 
as the “Authority”) shall be responsible for the creation and 
implementation of the state policy for the area of protecting 
classified information, cryptographic service, cybersecurity, and 
trust services. In each area, it carries out activities that help to 
achieve the Authority's objectives.

In the field of protection of classified information, the Authority 
performs security clearance of individuals and entrepreneurs, 
collects information on the candidates for appointment as judges 
and provides evaluation to the Judicial Council of the Slovak 
Republic, which forms a base for its decision on meeting the 
preconditions for magistracy capacity, keeps the register related 
to the protection of classified information, performs certification 
of technical means, mechanical barrier devices and technical 
protection devices, provides oversight of classified information 
at state and local authorities and individuals. In international 
exchange of classified information, it serves as a central register 
of classified information in the Slovak Republic and participates in 
the protection of foreign classified information, i.e. the protection 
of classified information of other countries, NATO and the EU.

In the field of cryptographic service, the Authority serves as 
a central cryptographic authority, ensures secured government 
and foreign connection, performs certification of cryptographic 
protection of information (hereinafter referred to as “CPI”), 
provides safety oversight of CPI, issues CPI security standards 
and coordinates research and development of CPI means. It is 
a guarantor and national authority in international cooperation in 
the field of CPI and serves as the National Distribution Authority, 
which is the input and contact point in the Slovak Republic upon 
the exchanges and distribution of cryptographic material and 
encryption facilities.

In the field of trust services, the Authority is a supervisory 
authority in the Slovak Republic. Its tasks involve certification 
of devices for the production of qualified electronic signatures 
and qualified electronic stamps; creates, manages and publishes 
a trusted list and list of authorisations for the purpose of issuing 
mandate certificates. It operates the Root Certification Authority 
in the Slovak Republic issuing certificates of public keys to qualified 
providers of trust services and the Slovak National Certification 
Authority, which is the qualified provider of trust services for 
public authorities.

In the field of cybersecurity, the Authority performs tasks of 
conceptual, legislative and methodical character, which involve 
creation, coordination and implementation of the state policy 
in the area of cybersecurity. It also takes into consideration the 
international aspects of cybersecurity and represents the Slovak 
Republic in international organisations and at international forums, 
mainly in NATO and the EU. At the same time, the Authority 
performs the tasks of the National CSIRT Unit - SK-CERT.

KEY LEGAL REGULATIONS

In the accomplishment of the set tasks, the Authority is governed 
by the Constitution of the Slovak Republic, constitutional acts, 
legally binding acts of the European Union, international treaties 
that the Slovak Republic is bound by, acts and other generally 
binding legal regulations, resolutions of the Government of the 
Slovak Republic, its statute, establishment plan and other internal 
legal regulations setting forth the internal processes.

The basis for the Authority's activities in the area of protection of 
classified information and cryptographic protection of information 
is Act No. 215/2004 Coll. on Protection of Classified Information 
and on amending and supplementing certain acts as amended 

ORGANISATION 
IDENTIFICATION
The National Security Authority (hereinafter 
referred to as the “Authority”) shall be responsible 
for the creation and implementation of the 
state policy for the area of protecting classified 
information, cryptographic service, cybersecurity, 
and trust services. In each area, it carries out 
activities that help to achieve the Authority's 
objectives.
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(hereinafter referred to as the “Act on Protection of Classified 
Information”): The field of trust services is regulated by the 
Regulation (EU) No 910/2014 of the European Parliament and 
of the Council on electronic identification and trust services 
for electronic transactions in the internal market (hereinafter 
referred to as “eIDAS Regulation”) and Act No. 272/2016 Coll. on 
Trust Services for electronic transactions on the internal market 
and on amending and supplementing certain acts (Act on Trust 
Services) and Act No. 69/2018 Coll. on Cybersecurity and on 
amending and supplementing certain acts (hereinafter referred 
to as “Cybersecurity Act”). 

LEADERSHIP OF THE AUTHORITY

The Authority is headed by the Director, who is responsible 
for the activity of the Authority, manages and represents the 
Authority outwardly. The Director decides on the method of 
implementation of the main tasks of the authority, approves the 
internal legal regulations, decides on the internal organisational 
structure of the Authority and on the personnel issues of its officers 
and employees. He covers the interdepartmental cooperation of 
the Authority and is a permanently invited member of the Security 
Council of the Slovak Republic. He determines the principles of 
international cooperation of the Authority and in compliance 
with the foreign policy priorities of the Government of the Slovak 
Republic, supports and develops partnerships with institutions 
of foreign states and international organisations. In his absence, 
the director is in a reserved scope represented by the Deputy 
Director of the Authority, who is also responsible for coordination 
of the activities of units.

UNITS OF THE AUTHORITY

The NSA Office coordinates the activity of the Authority units, 
performs basic administrative and organisational activities related to 
the management and activities of the Authority, arranges legislative 
and legal matters of the Authority, implements the personnel and 
wage policy of the Authority, coordinates international cooperation, 
builds and develops external relationships and cooperation, and 
ensures communication to the public.

The NSA Liaison Office Brussels fulfils specific tasks in 
developing and building international relations and cooperation 
of the Authority abroad. The office provides communication 
between the Authority and foreign partners, represents the 
interests of the Slovak Republic in areas entrusted to the Authority 
within NATO, European institutions and agencies, and implements 
bilateral and multilateral cooperation within the Authority's 
representation abroad.

The Security Clearance Department carries out security 
clearance of individuals and entrepreneurs, provides background 
for decision-making by the Judicial Council of the Slovak Republic 
on meeting the preconditions on the competence of candidates for 

appointment as judges, issues certificates for access to NATO and 
EU classified information and expresses its opinion on individuals 
under international treaties by which the Slovak Republic is bound.

The Economy and Operations provides for the financial 
management of the Authority, coordination in the process of 
management of funds, including accounting and reporting, 
management and maintenance of assets, public procurement 
of goods and services.

The National SK-CERT Unit performs the tasks of the National 
CSIRT Unit and other tasks in the field of cybersecurity. 

The Regulation and Supervision Division is a unit of the 
Authority in the area of protection of classified information for 
personnel security, security of information, physical security 
and facility security, security of technical devices and industrial 
security, cryptographic protection of information, cybersecurity, 
trust services, public regulated service, which provides the global 
satellite navigation system established under the Galileo program 
and in the areas of oversight, audit and supervision performance.

The Internal Security Division ensures internal security of the 
Authority and provides for physical and technical protection of 
the Authority´s facility. It performs internal oversight and handles 
complaints and petitions.

The Technical Department carries out accreditation and 
certification in the area of protection of classified information 
for personnel security, security of information, physical security 
and facility security, security of technical devices and industrial 
security. Accreditation and certification tasks are also carried 
out in the area of cryptographic protection of information, 
cybersecurity and trust services. At the same time the Technical 
Section implements and maintains the course and operation of 
information and communication systems of the Authority. In its 
competence, it coordinates and performs the tasks performed 
by the Authority within the National Security Analysis Centre.

The Internal Auditor performs internal audit of the Authority 
and performs other tasks under the financial audit act.
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ORGANISATIONAL 
STRUCTURE
From the organisational point of view, the 
Authority is divided into units - departments and 
directly managed divisions; sections are further 
divided into divisions. The internal structure of 
the Authority is represented by the following 
scheme (status as at 31 December 2018).
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HUMAN
RESOURCES
Offi  cers work at the Authority in civil service 
pursuant to Act No. 73/1998 Coll. on Civil Service 
of the Members of the Police Force, Slovak 
Informati on Service, Prison and Court Guards 
Service and Railway Police Force and employees 
in employment relationship pursuant to Act 
No. 552/2003 Coll. on Performance of Work in 
Public Interest.

The total number of authority staff  was relati vely stable for 
the last three years, while it increased slightly from 216 to 223
(+ 3.24%). The rati o between the number of offi  cers and employees 
did not change fundamentally either; the rate of a slightly higher 
number of women over men also remained. The almost double 
number of offi  cers included in preparatory civil service is on 
one side related to the natural staff  change but also with the 
performed recruitment of experts, who parti cipate in the building 
of capabiliti es of the Authority in the fi eld of cybersecurity. The 
data representing the above evaluations (currently as of 31 
December of the respecti ve calendar year) are recorded in detail 
in Table No. 1.

In 2016, we managed to put an end to the weakening of the 
most represented age group of 35 to 49. In 2018, this group 
remained around the same level (55.61% vs. 54.84% in 2017 and 
55.56% in 2016). This group includes experienced experts with 
several years of practi ce in the most producti ve age. In 2018, 
the age group under 34 conti nued to grow (19.73% vs. 18.43% 
in 2017 and 18.06% in 2016). The data on the age structure of 
the Authority staff  are included in Table No. 2.

The Authority enables its offi  cers and employees to maintain 
their professional experti se, gain new skills and deepen their 
qualifi cati on at professional courses, seminars and trainings at 
home and abroad as well. If necessary, it also ensures increasing 
of their qualifi cati on at universiti es.

For newly hired offi  cers, every year it organises, in cooperati on 
with the Academy of the Police Force in Brati slava, specialised 
police educati on, which is a conditi on for inclusion of the newly 
hired offi  cers in permanent civil service. The data on the educati on 
structure of offi  cers and employees of the Authority is included 
in Table No. 3.
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Table No. 1: Number of officers and employees in 2016 - 2018

2016 2017 2018

Officers 197 (91,20%) 197 (90,78%) 200 (89,69%)

in preparatory civil service 17 (8,63%) 19 (9,64%) 18 (9%)

in permanent civil service 176 (89,34%) 177 (89,85%) 179 (89,50%)

in temporary civil service 4 (2,03%) 1 (0,51%) 3 (1,50%)

Employees 19 (8,80%) 20 (9,22%) 23 (10,31%)

Total 216 (117 women and 99 men) 217 (115 women and 102 men) 223 (119 women and 104 men)

Table No. 2: Age of officers and employees in 2016– 2018

2016 2017 2018

All Authority staff 216 217 223

younger than 34 years 39 (18,06%) 40 (18,43%) 44 (19,73%)

35 to 49 years 120 (55,56%) 119 (54,84%) 124 (55,61%)

50 to 59 years 42 (19,44%) 42 (19,35%) 42 (18,83%)

older than 60 years 15 (6,94%) 16 (7,37%) 13 (5,83%)

of which officers/ employees 197 19 197 20 200 23

younger than 34 years 39 (19,80%) 0 (0,00%) 39 (19,80%) 1 (5,00%) 38 (19,00%) 6 (26,09%)

35 to 49 years 117 (59,39%) 3 (15,79%) 117 (59,39%) 2 (10,00%) 121 (60,50%) 3 (13,04%)

50 to 59 years 33 (16,75%) 9 (47,37%) 32 (16,24%) 10 (50,00%) 35 (17,50%) 7 (30,43%)

older than 60 years 8 (4,06%) 7 (36,84%) 9 (4,57%) 7 (35,00%) 6 (3,00%) 7 (30,43%)

Table No. 3: Education of officers and employees of the authority in 2016 - 2018

2016 2017 2018

Officers Employees Officers Employees Officers Employees

197 (100%) 19 (100%) 197 (100%) 20 (100%) 200 (100%) 23 (100%)

University - Level III 8 (4,06%) 0 (0,00%) 9 (4,57%) 0 (0,00%) 11 (5,50%) 1 (4,35%)

University - Level II 155 (78,68%) 6 (31,58%) 154 (78,17%) 6 (30,00%) 152 (76,00%) 7 (30,43%)

University - Level I 2 (1,02%) 0 (0,00%) 4 (2,03%) 0 (0,00%) 5 (2,50%) 1 (4,35%)

Full secondary 32 (16,24%) 11 (57,89%) 30 (15,23%) 12 (60,00%) 32 (16,00%) 12 (52,17%)

Basic 0 (0,00%) 2 (10,53%) 0 (0,00%) 2 (10,00%) 0 (0,00%) 2 (8,73%)
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FIELDS
OF ACTIVITY
Upon the fulfilment of tasks, the authority 
takes into consideration the legal framework 
determining its activities. The performance of 
designated tasks involves a number of executive, 
but also legislative, administrative and other 
support activities.

LEGISLATION
GENERALLY BINDING LEGAL REGULATIONS

In 2018, works on the preparation of the new legislation 
in the area of protection of classified information continued, 
whose purpose was to determine the general principles and 
minimum standards for creation of a secure environment for 
classified information.

In October 2018, the Authority submitted for interdepartmental 
consultation procedure an initiative draft decree of the National 
Security Authority, which sets out details on the security of 
classified information (hereinafter referred to as the “Decree”). 
The reason for the preparing the new legislation was to respond 
to the current, ever-changing security situation in the world, 
which also affects the Slovak Republic, and the need to respond 
to the situation in a similar way as in the EU. The need has been 
demonstrated, in particular, to make the handling of classified 
information more efficient, to provide sufficient flexibility in view 
of the diverse conditions of application and availability of classified 
information to those who need it, for example, to make important 
decisions. Other reasons for its preparation were the expanding 
opportunities for information, as well as their distribution, the 
increasing level of informatisation of the society and developments 
in technology, and the changing legal environment in the field of 
archives and registries. The text was finalised at the end of 2018, 
including the settlement of all comments made. The Decree was 
published in the Collection of Laws of the Slovak Republic on 13 
February 2019 and will come into force on 1 January 2020.

On 1 April 2018, the Cybersecurity Act came into force, which 
comprehensively regulates the area of cybersecurity. The act 
introduces essential security requirements and measures important 

for coordinated protection of information, communication and 
management systems. At the same it translates into the Slovak 
legal system the requirements of the NIS Directive (Directive 
2016/1148 of the European Parliament and of the Council (EU) 
of 6 July 2016 on measures to ensure a high common level of 
network and information system security in the Union).

The Cybersecurity Act covers 11 sectors and regulates, among 
other things, the organisation, competence and responsibilities 
of public authorities in the field of cybersecurity, the rights and 
obligations of liable entities (operators of essential services and 
digital service providers), including their identification, establishing 
the unified information system for cybersecurity, regulating the 
required minimum security measures and the cybersecurity 
incident reporting and follow-up procedure. It also introduces 
a control mechanism and adequate sanctioning measures. At the 
same time, it established the National CSIRT Unit (operated by the 
Authority), the CSIRT Government Unit (operated by the Office of 
the Deputy Prime Minister of the Slovak Republic for Investment 
and Informatisation) and the National Cyber Defence Centre 
(operated by the Ministry of Defence of the Slovak Republic). Each 
CSIRT (Computer Security Incident Response Team) shall meet 
the required technical, technological and personnel requirements 
and is subject to accreditation by the Authority.

The Cybersecurity Act also brought the need to adopt 
implementing regulations to ensure proper application of the 
Act in practice. On 15 June 2018 the following decrees came 
into force:

• Decree of the National Security Authority No. 164/2018 Coll. 
on Determining the Identification Criteria of the Operated 
Services (essential service criteria);
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• Decree of the National Security Authority No. 165/2018 
Coll. on Determining the Identification Criteria for Each 
Category of Serious Cybersecurity Incidents and the Details 
of Cybersecurity Incidents Reporting;

• Decree of the National Security Authority No. 166/2018 
Coll. Cybersecurity on Details on the Technical, Technological 
and Personnel Capabilities of the Cybersecurity Incidents 
Handling Unit.

On 1 January 2019 came into force the Decree of the National 
Security Authority No. 362/2018 Coll. on Determining the 
Content of the Security Measures, Content and Structure of 
Security Documentation and the Scope of General Security 
Measures. The Authority is working on the preparation of two 
other implementing regulations, which it is empowered to issue 
under the Cybersecurity Act.

In line with the requirements of the legislation in force, the 
Authority drew up in October 2018 a due interim opinion on the 
draft Regulation (EU) of the European Parliament and of the 
Council establishing the European Cybersecurity Industrial, 
Technology and Research Competence Centre and a Network 
of National Coordination Centres (hereinafter referred to as 
"interim opinion"). The interim opinion was discussed in the 
National Security Office's coordination group and sent to the 
Committee of the National Council of the Slovak Republic for 
European Affairs, which took note of it in November 2018.

In December 2018, the Authority submitted for the 
interdepartmental consultation procedure a draft amendment 
to the Act on Trust Services. The proposal takes into account the 
objections formulated in the Commission's Reasoned Opinion 
C (2018) 7080 final of 8 November 2018 - Infringement no. 
2017/4075 in accordance with Article 258 of the Treaty on the 
Functioning of the European Union. In 2019, the Authority will 
continue the next legislative process leading to the adoption of 
the amendment in question.

INTERNAL REGULATIONS

In 2018, the Authority issued nine assignments of the Authority 
Director, 37 orders of the Authority Director and two statutes. 
Assignmnets and statutes were issued with the aim of making 
internal processes more efficient and implementing generally 
binding legal regulations (e.g. new organizational order, regulation 
of the advisory commission, terminology commission and damage 
commission, regulation of external communication rules, creation 
and use of the social fund, adjustment of personnel records and 
tasks of the Authority units related to the civil service of officers, 
the statute of internal audit and auditor and the statute on the 
National Incident Response Unit). The orders of the Authority 
Director served for determination of the holders of certain tasks, 
for example in training, interdepartmental cooperation and 
inventory management.

ADMINISTRATIVE AND INFRINGEMENT PROCEDURE

In 2018, the Authority received seven complaints for 
unauthorised handlingof classified information, one complaint 
for violation of the prohibition of photographing, filming or 
otherwise recording of facilities, premises or equipment, and 
five complaints to initiate administrative proceedings on the 
matter of violation of the Act on Trust Services. The Authority, 
as administrative authority in the field of classified information, 
acted in eight cases, while it imposed fines in the sum of EUR 
300 within administrative proceedings. In all cases it suspended 
the proceedings on the infringement of the Act on Trust Services.

EXPERT ACTIVITY

The Authority is an expert organisation registered in the list of 
experts, interpreters and translators maintained by the Ministry 
of Justice of the Slovak Republic in the field 520000 - protection 
of classified information. In 2018, the respective authorities did 
not apply to the Authority for expert assessment.
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INTERNATIONAL RELATIONS
In 2018, the Authority succeeded in developing and strengthening international cooperation relationships 
that facilitate the exchange of information, knowledge and experience, coordinate procedures, and ensure 
more effective promotion of common interests in international organizations. 

The importance attached by the Authority to international 
cooperation in 2018 was underlined by the establishment of the 
NSA Liaison Office Brussels, which represents the Authority's 
interests at the highest level in relation to NATO and the EU and 
covers the Authority's activities to strengthen regional bilateral 
cooperation, in particular with its partners in France, Germany 
and the Netherlands.

The importance of professional relationships and strategic 
partnerships can be particularly appreciated at the EU and the 
NATO level, which escalated in the preparation, negotiation, 
and approval of legislative and other framework documents on 
security policies.

OPERATION IN THE BODIES OF THE EUROPEAN UNION

The Authority is represented in all three platforms of the EU 
bodies and institutions dealing with the policy of security and 
protection of EU classified information (hereinafter referred to as 
“EUCI”). Personnel of the Authority regularly participated in the 
Council Security Committee (CSC), where within the platform - the 
TEMPEST implementation working group (ITTF) - they also addressed 
the issues of protection against undesirable electromagnetic 
radiation. At the European Commission, members of the Authority 
participated in meetings of the European Commission Security 
Policy Expert Group (ComSEG), which is responsible for the 
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preparation and implementation of security policies and rules 
across a range of EU institutions. Other formats of the European 
Commission, where representatives of the Authority were also 
present, include the Expert Security Board on Global Navigation 
Satellite System (GNSS SB) and SAB - the European GNSS Security 
Accreditation Panel (GSA) in terms of development of the Galileo 
Satellite System.

In the framework of the European External Action Service 
(EEAS), the EEAS Security Board operates for the preparation 
of policies and proposals (security in general), the protection of 
classified information under the conditions of EEAS and its foreign 
delegations as well as the updating of international treaties on 
the EUCI protection, in which delegated representatives of the 
Authority were also active. In 2018 the Authority's experts also 
participated in the EEAS Subcommittee (SAB) - Subcommittee 
for Security Accreditation EEAS EU OPS WAN.

The focus of the 2018 EUCI protection agenda was the revision 
and creation of new security policies for industrial security, 
security regulations of the Council and the EEAS, the draft security 
regulations of the Court of Justice and the General Court, as 
well as cooperation between institutions, agencies, authorities 
and EU bodies in the field of EUCI protection. The discussion on 
the replacement of the CORTESY system (classified documents 
distribution system of the EU Council) has gained importance. As 
part of the Commission's tasks, the implementation of security 
rules in the environment of the Commission and its agencies has 
been evaluated.

Given the obligation for the member states to transpose the 
NIS Directive into national legislation, it was also necessary to 
maintain a permanent EU dialogue in 2018. The Cooperation Group 
and the CSIRT's Network played an active role in this process as 
well. The main task of these working platforms is to ensure and 
intensify their strategic and operational cooperation and to share 
information between the Member States' cybersecurity authorities 
and their CSIRTs. These platforms currently work on a periodic 
basis, adopting the rules and procedures necessary for their formal 
functioning. Key work priorities of the Cooperation Group and 
roles of the CSIRT's Network for EU operational capabilities have 
been defined, a joint EU coordinated response to cybersecurity 
incidents and large-scale crises.

Through the Authority, the Slovak Republic intensively 
cooperated with the European Union Network and Information 
Security Agency (ENISA), which from its position as the centre 
for cybersecurity in the EU, helps the member states to be better 
equipped and prepared for the prevention, discovery and solving 
of cybersecurity problems. The cooperation involved solving 
and coordination of reactions to global cyber incidents and also 
concerned the share in the performance of activities of the 
ENISA, commenting on the decisions and representation in the 
Management Board of the ENISA. In November 2018, the agency 
organized a workshop in Bratislava with the Authority dedicated 
to critical infrastructure protection and practical experience 

with the NIS Directive implementation. The aim of the workshop 
was to initiate a constructive dialogue on the needs of security 
experts, public authorities and relevant industries. The main topics 
included national security oversight requirements for critical 
infrastructure protection, cross-border links and dependencies, 
and CSIRT community collaboration aspects.

The main topic of the monitored period for the Authority’s 
officers and representatives of other Member States was, among 
other things, cybersecurity legislation. The priority during the 
Bulgarian and Austrian Presidencies was the adoption of the 
Cybersecurity Act, which was expressed at the end of the year by 
the approval of the final compromise text of the draft regulation, 
based on a political agreement between the Council, the European 
Parliament, the Commission and the Permanent Representatives 
Committee.

In the second half of 2018, after the Commission proposed 
an appropriate legal instrument to implement the EU status 
empowerment initiative to become a global leader in cybersecurity 
in order to ensure the trust, reliability and protection of our citizens, 
consumers and businesses online and to allow for free and lawful 
Internet, a draft of the Regulation of the European Parliament and 
of the Council establishing the European Cybersecurity Industrial, 
Technology and Research Competence Centre Cybersecurity 
a Network of National Coordination Centres was submitted 
to the legislative process. Representatives of the Authority also 
discuss its wording on behalf of the Slovak Republic.

The working format of the Horizontal Working Party on Cyber 
Issues (HWP) also dealt with other issues of cybersecurity and 
cross-sectional cyber issues affecting the assessment of cyber 
threats, cyber crime, cyber diplomacy or certification. In the 
monitored period, topics regarding a reform of the WHOIS domain 
name database dominated, the implementation of a framework 
for a joint EU diplomatic response to harmful cyber activities, 
the attribution of harmful cyber activities and the possibility of 
introducing a framework of restrictive measures to respond to 
or avert cyber threats.

Throughout 2018, the Authority also actively participated in 
the European Cybersecurity Organisation (ECSO). Within the 
organisational structure of ECSO, the Authority is a member 
of the National Public Authorities Representatives Committee 
(NAPAC) and an observer in the management board. Through its 
representatives, the Authority participated in the work of three 
of the six working groups (WG1: certification, standardisation, 
WG5: education, security awareness building and cybersecurity 
training, WG6: strategic research and innovation agenda).
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OPERATION IN THE BODIES OF THE NORTH ATLANTIC 
TREATY ORGANIZATION

The authority actively participated in the regular spring and 
summer sessions of the NATO Security Committee (SC) at the 
level of directors of security authorities of the member states. 
The committee deals with the issues related to security policy 
of the alliance and is an advisory body to the North Atlantic 
Council (NAC).

In the Security Committee in Security Policy Format, the 
Authority’s representatives participated in an extensive revision 
of the standard C-M(2002)49 (security policy of NATO) and its 
additional directive in the field of personnel security and security 
of information. The revisions of both directives were the subject 
of not only SC meetings but also working groups whose meetings 
were held in Montenegro, Poland and Belgium with the active 
participation of the Authority. The tendency is to complete these 
revisions by March 2019 so that SC can fully address the directives 
on security in relation to non-NATO entities and the Directive on 
Physical Security. One of the largest SC meetings will take place 
in Warsaw in May 2019 and partner countries were invited to 
attend as well.

In the context of development in the security environment 
and after recognition of cyber space as an operational domain 
of NATO (Warsaw Summit 2016), the issue of cybersecurity is 
gaining ground more significantly in the interest of NATO bodies. 
The conclusions of the 2018 Brussels Summit confirmed that 
cyber threats to NATO are becoming more frequent, complex 
and destructive. That is why, at this summit, the allies agreed to 
set up a Cyber Operations Centre as a part of the strengthened 
NATO command structure. The Authority's representative regularly 
attended meetings of the Cyber Defence Committee (CDC), which 
is the representing political body for NATO's cyber defence and 
participated in the preparation of NATO strategic documents.

The Authority also operated within the MISP platform (Malware 
Information Sharing Platform), which enables informal exchange 
of information of cyber threats among the 26 NATO member 
countries and the six NATO partner countries.

At the national level, the Authority covered the exercise 
of 11th Cyber Coalition 2018, bringing together a number of 
departments and CSIRTs. The exercise focused on examining 
national competences and practices under the applicable NATO 
legislative regulations and procedures, as well as promoting better 
coordination and cooperation between individual departments.
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Members of the Authority in 2018 served in the NATO 
Security Committee in the Communication and Information 
Systems Security format (CISS), in the NATO subcommittee 
for information security and cybersecurity (CaP4), in 
which the officers participated in the SPAC CaT (Capability 
Team - product certification and evaluation) and Crypto CaT 
(Capability Team - encryption services) structures. They participated 
in the sessions of working groups focused on the field of cryptographic 
protection of information, design of communication protocols and 
security policies, mainly Secure Communications Interoperability 
Protocol (SCIP), International Interoperability Control Working 
Group (IICWG), NATO PKI Management Authority (NPMA), NATO 
PKI Advisory Group (NPAG). During 2018 between 18 and 21st 
September, the 40th meeting of the NPAG Working Group was 
held in Bratislava, focusing mainly on the preparation of standards 
and legislative documents regulating the deployment of the public 
key infrastructure in the environment of the NATO and Federated 
Mission Networks. The meetings also dealt with practical aspects 
such as network topology, certificate formats, encryption key 
lengths, and supported hardware components.

Within the structure of the BICES system (Battlefield Information 
Collection and Exploitation System), members of the Authority 
participated in the Security Working Group BSWG (BICES Working 
Group) and the Security Accreditation Panel BSAB (BICES Accreditation 
Board).

In May 2018, the Permanent Delegation of the Slovak Republic 
to NATO moved to new premises in the new NATO headquarters 
in Brussels. The Authority, together with other departments 
represented in the Delegation, participated not only in the actual 
moving but also in its technical provision and the provision of 
physical security and protection of electronic security systems.

Active operation of the Authority within the NATO also reflected 
in its participation in the international project of cybersecurity 
in education focused on the creation of education programs 
and activities to be covered by the Lisbon NCI Academy (NATO 
Communication and Information Academy).

In 2018 the Authority staff also worked in committees and 
working groups of NATO - NATO Security Committee for Information 
Security SC (Information ASSUARANCE (CISS)), NATO Security 
Accreditation Board and interoperability specifications for key 
management (NATO- KM-ISPEC).

ORGANISATION FOR SECURITY AND COOPERATION 
IN EUROPE (OSCE)

The Organization for Security and Cooperation in Europe 
(OSCE) and its Informal Working Group for cyber issues (IWG) is 
an ongoing challenge for the operation of the Authority, which is 
the official and only one contact point for cybersecurity for the 
Slovak Republic and actively participates in meeting the set goals 
of this group. The year 2018 was used by the Authority to prepare 
activities related to the Chairmanship of the Slovak Republic in 

the OSCE in 2019 and, together with the Ministry of Foreign and 
European Affairs, the Ministry of Defence, Ministry of Interior, 
Office of the Deputy Prime Minister of the Slovak Republic for 
Investment and Informatisation, as well as with the academia, it 
participated in setting the priorities of our Presidency in the area of 
cybersecurity. In 2019, it will co-organise two major cybersecurity 
conferences. In March 2019, the EnergyPact Foundation organizes 
the annual Vienna Cybersecurity Week in Vienna. The first day 
under the leadership of the Slovak Chairmanship will focus on the 
protection of critical infrastructure. In June 2019, the OSCE Slovak 
Chairmanship organises a two-day conference in Bratislava, with 
the main topics being cybersecurity.

INTERNATIONAL COOPERATION

Aimed at adapting the security procedures in a constantly 
developing security environment and taking into consideration 
the changing trends in the defence industry and in the field of 
international industrial security, the Authority operates in the 
multinational working group MISWG (Multinational Industrial 
Security Working Group). It consists of NATO member countries 
(except for Iceland and Montenegro) and non-NATO countries 
(Austria, Finland, Sweden, Switzerland, Israel, New Zealand, 
Australia and the former Yugoslav Republic of North Macedonia). 
The group develops common arrangements and procedures for 
the protection of classified information relating to international 
defence programs and industrial security matters in an international 
context. In September 2018, with the presence of the Authority’s 
representative, the 33nd plenary session of MISWG took place in 
Madrid, Spain, which provided a platform for exchange and sharing 
of experience of the representatives of partner security authorities 
with personnel security clearance procedures of entrepreneurs, 
evaluation of security risks and their elimination.

REGIONAL COOPERATION

The Authority represents the Slovak Republic in the Central 
European Cybersecurity Platform (CECSP) made up by the Visegrad 
four countries (Czech Republic, Hungary, Republic of Poland, 
Slovak Republic) and Austria. At this level, the Slovak Republic, 
represented by the Authority, also intensively built and developed 
bilateral relations with the V4 countries and Austria.

The Authority's strengthened position in Brussels also enabled 
to respond promptly to the EU's requirement to provide assistance 
to partner countries in the field of cybersecurity. Such an example 
was the participation of a member of the Authority’s civil servant 
working at the Permanent Representation of the SR to the EU in 
Brussels at a workshop in Baku on 15 to 16 November 2018, which 
was organised by the European Commission, in cooperation with 
the Ministry of Transport, Communications and Technology of 
Azerbaijan, under the name of EU challenges, Trends and Experience. 
The workshop was conducted in the context of intensifying 
EU-Azerbaijan relations within the TAIEX (Technical Assistance and 
Information Exchange Instrument) program for technical assistance 
and information exchange with non-member partner countries.
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BILATERAL RELATIONS

The Authority is active in the process of implementation of 
the bilateral agreements on the exchange and protection of 
classified information, without which the exchange of classified 
information, the assurance of the personnel security clearances 
issued abroad could not take place and the private sector could 
not participate in the implementation of contracts, which involve 
the exchange of foreign classified information. The Authority as the 
responsible authority, addresses its partners abroad and prepares 
draft agreement texts approved by the Government of the Slovak 
Republic. At present, the Authority is analysing the agreements 
concluded and is also planning to conclude new agreements.

In 2018, the Authority developed and supported strategic 
cybersecurity relations with the French National Cybersecurity 
Agency (ANSSI), which was supported by bilateral visits and 
dialogue between officials and ANSSI representatives at national 
and regional events as well as in EU work formats and NATO. In 
2018, the head of the NSA Liaison Office Brussels became the 
liaison officer for communication with ANSSI. The collaboration 
possibilities between the authority and ANSSI opened mainly the 
areas of close involving mainly exchange of experience, sharing 

information, organisation of joint exercises and formulation of 
coordinated opinions and common approaches concerning the 
cybersecurity agenda within at the level of the EU and NATO.

The geographical location of the NSA Liaison Office Brussels 
facilitated the establishment of bilateral cooperation between 
strategic partners in the Western European region. The result is 
deepening of above-standard relationships, as already mentioned 
cooperation with the French ANSSI or the German BSI (Bundesamnt 
für Sicherheit in der Informationstechnik) and the Dutch partners.

The Authority also intensively developed contacts with the 
UK counterpart. Its representatives played an active part at the 
Cyber Issues event. Representatives of the state and private 
sectors of the V4 countries, Croatia and the Eastern Balkans 
also attended the event. The development of these relations 
was mainly based on getting acquainted with the strategic and 
doctrinal understanding of UK cybersecurity and the organizational 
and competence division of the issue.

The Authority also developed cooperation with its partners 
on its ground in order to strengthen the established relations. 
On 24 to 27 September 2018, a second meeting of the Authority 
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Table No. 4: Exchange of classified documents in 2016 - 2018

Level of classification 2016 2017 2018

NATO Restricted
EU Restricted
Foreign Restricted

3 520
1 449

35

2 778
4 453

84

2371
3773

60

NATO Confidential
EU Confidential
Foreign Confidential

1 890
829
21

1 576
334
13

1851
588
85

NATO Secret
EU Secret
Foreign Secret

1 235
92
9

2 367
79
5

1837
208
24

NATO Top Secret
EU Top Secret
Foreign Top Secret

0
0
2

0
0
6

0
0

16

Total NATO
Toatal EU
Total Foreign

6 645
2 370

67

6 721
4 866
108

6059
4569
185

staff and the National Cyber and Information Security Office 
of the Czech Republic took place in Brunovce. The meeting 
focused on the issue of cryptographic protection of information, 
national distribution authorities, undesirable electromagnetic 
radiation and technical security inspections. The meeting took 
place in a wider format and experts from other institutions were 
invited to participate in the above-mentioned topics as well as 
representatives from the academia.

EXCHANGE OF FOREIGN INFORMATION

In 2018, through the Central Registry workplace, 6,059 pieces 
of classified information of NATO and 4,569 pieces of classified 
information of the EU were processed. The authority intermediated 
also the exchange of 185 pieces of classified information of a foreign 
power. The overview of Central Registry in 2018 and comparison 
of data with 2016 and 2017 is included in Table No. 4.

On 1 September 2018, the central register launched the 
digitalisation of NATO and EU classified information on Apeiron. 
The electronic database enabled faster and more effective 
cooperation between the Central Registry of the Authority and 
the registers of state authorities of the Slovak Republic.

The Registry of NATO ATOMAL classified information was 
created at the Authority in 2010. In 2018 two classified documents 
with the classification marking of NATO SECRET ATOMAL were 
recorded there.

Important events of the past year also included the alliance 
exercise NATO ABLE STAFF 2018, which was to verify the procedures 
and communication systems related to nuclear planning and 
consultations, exercise the applicable measures of the NATO 
Crisis Response System (NCRS), carry out a practical training of 
staff at the NATO Headquarters, in the Supreme Headquarters of 
Allied Powers in Europe (SHAPE) and the national headquarters in 
consulting procedures. The Authority participated in the exercise 
at the distribution level; the Central Registry provided for the 
receipt and transfer of classified information. The communication 
during the NATO ABLE STAFF 2018 exercise was carried out 
through the NCRS information system, which the Authority has 
as the only institution in the Slovak Republic and which ensures 
the information exchange between the Slovak Republic and NATO 
in the area of nuclear planning.

The Authority also participated in the NATO Cyber Coalition 
2018 and BRILIANT JUMP 2018 exercises through the Central 
Registry workplace.
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PROTECTION 
OF CLASSIFIED 
INFORMATION

PERSONNEL SECURITY

The carrying out the personnel security clearances (PSC) of 
individuals of individuals ranks among the key activities of the 
Authority. In 2018, the Authority issued 4,725 PSC certificates 
for handling of classified information, out of that 2,242 for the 
Ministry of Defence. The overview of the number of issued PSC 
certificates in 2016 - 2018 is included in Table No. 5.

In 2018, the Authority issued 20 decisions and individuals filed 
10 appeals against these decisions. In one case, the Authority 
decided in interlocutory revision. The Committee of the National 
Council of the Slovak Republic for Review of the Decisions of the 
National Security Authority (hereinafter referred to as “committee”) 
decided on 10 appeals, while in nine cases the appeals were 
dismissed, and in one case it cancelled the decision made by 
the Authority and referred the case back to new proceedings.

At the Supreme Court of the Slovak Republic (hereinafter referred 
to as the “Supreme Court”) one action was brought against the 
Committee's decision, which is in the decision-making process. 
Apart from the above mentioned, in 2018, the Supreme Court 
also decided in four proceedings, where the actions were filed 
in the previous period. In two cases the Supreme Court rejected 
the action, in one case it cancelled the Committee's decision as 
well as at the Authority's decision and referred the case back 
for new proceedings to the Authority. In one case, the Supreme 
Court stopped the proceedings because of the withdrawal of the 
action. An overview of the Authority's decisions, appeals and 
actions brought to the Supreme Court can be found in Table no. 6.

Based on the request of the Judicial Council of the Slovak 
Republic for securing basic documents for decision-making on 
meeting the preconditions for magistracy capacity of candidates 
(judicial vetting process) for appointment as judges, in 2018 the 
Authority provided the Judicial Council of the Slovak Republic 
with information to assess the eligibility of 58 candidates (55 in 
2016 and 69 in 2017).

In relation to the classified information provided to NATO and 
EU, in 2018 4,260 certificates were issued to the authorised persons, 
out of that 2,131 NATO certificates and 2,129 EU certificates were 
issued. From the total number of NATO certificates, the Authority 
issued 27 NATO ATOMAL certificates giving entitlement to access 
to information on the strategic nuclear deterrence of NATO and 
they are issued to a limited number of persons.

INDUSTRIAL SECURITY

In the field of industrial security, the authority carries out 
the PSCs of entrepreneurs. The security clearance screening of 
entrepreneurs focuses on obtaining information on the entrepreneurs 
where there is a reasonable prospect that the state authority will 
ask them to create classified information or classified information 
will be provided to them. The obligation of the statutory body 
of the entrepreneur is in this case to apply to the Authority to 
carry out the PSC in order to obtain a Facility Security Clearance 
Certificate (hereinafter referred to as the “FSCC”).

In 2018, the Authority issued 73 FSCCs, out of that four FSCCs 
at the level of classification Restricted, 50 confirmations at the 
level of classification Confidential and 16 confirmations at the 
classification level Secret and three FSCCs at the classification 
level Top Secret. The overview of the above mentioned data is 
included in Table No. 7.

In 2018, the Authority issued 24 decisions. Six entrepreneurs 
filed an appeal against the Authority’s decision. In three cases the 
Authority decided in interlocutory revision and in case of three 
appeals the Committee took a decision, which dismissed the 
appeals of the entrepreneurs. In one case an action was brought 
before the Supreme Court. The overview of the above mentioned 
data is included in Table No. 8.

In relation to NATO and EU classified information, in 2018 
sixteen NATO certificates and fifteen EU certificates were issued 
to entrepreneurs authorising the entrepreneurs to handle NATO 
and EU classified information respectively.

PHYSICAL SECURITY AND FACILITY SECURITY

In 2018, the Authority assessed physical security and facility 
security measures for the protection of classified information in 
terms of the FSC of entrepreneurs. Thirty-four assessments were 
carried out and six consents to the establishment of a classified 
information register were issued. In 2018 the Authority issued 29 
certificates of mechanical barriers and technical security devices.
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Table No. 7: The Facility Security Clearance Certificates issued in 2016 - 2018

Classification level 2016 2017 2018

Restricted 5 3 4

Confidential 57 60 50

Secret 5 14 16

Top Secret 1 0 3

Total 68 77 73

Table No. 5: Certificate issued in 2016 - 2018

Level of classification 2016 2017 2018

Confidential 2 316 3 060 2 728

out of that Confidential for the Ministry of Defence of the Slovak Republic 558 1 308 780

Secret 1 343 1 590 1 700

out of that Secret for the Ministry of Defence of the Slovak Republic 866 1 029 1 308

Top Secret 242 377 297

out of that Top Secret for the Ministry of Defence of the Slovak Republic 109 212 154

Total 3 901 5 027 4 725

Table No. 8: The Authority’s decisions, appeals by entrepreneurs against the Authority’s decisions and actions in 2016 - 2018

2016 2017 2018

Decision of the authority 22 13 24

Appeals 6 2 6

Appeals - interlocutory revision 1 1 3

Appeals dismissed by the committee 2 1 3

Decisions cancelled by the committee 1 0 0

Actions field at the supreme court 0 0 1

Table No. 6: The Authority’s decisions, appeals by individuals against the Authority’s decisions and actions in 2016 - 2018

2016 2017 2018

Decision of the Authority 36 28 20

Appeals 16 12 10

Appeals – interlocutory revision 0 0 1

Appeals dismissed by the committee 19 14 9

Decisions cancelled by the committee 0 1 1

Actions field at the supreme court 2 4 1
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PROTECTION AGAINST UNDESIRABLE 
ELECTROMAGNETIC RADIATION

In terms of the measures to ensure the protection of 
classified information from security breach through undesirable 
electromagnetic radiation, in 2018 the Authority carried out zone 
measurements of premises and measurement of technical devices 
and CPI devices in a specialized TEMPEST laboratory. In 2018, the 
Authority handled 52 applications to perform measurements. 
On the basis of the applications received, 668 measurements of 
technical devices and CPI devices and 89 zone measurements 
of the premises were made, on the basis of which 153 items 
of technical devices and 149 premises were categorized. The 
new functionalities acquired by the Authority in 2018 included 
the performance of technical security inspections of premises 
designed to protect classified information to protect it from leakage 
and to measure the properties of shielded chambers. In 2018, 
two requests for technical security inspections (four areas were 
inspected) and two requests for shielded chamber measurements 
(two shielded chambers were measured) were received.

SECURITY OF TECHNICAL DEVICES

In 2018 in the field of security of technical devices, the 
authority issued 42 certificates and 14 addenda. Information is 
included in Table No. 9.

ACCREDITATION OF COMMUNICATION AND 
INFORMATION SERVICES

The authority in relation to public regulated service provided 
by the global satellite navigation system established in the 
European Galileo programme, performs the task of a local security 
accreditation authority. It indirectly participates hereby in the 
creation and approval of legal and technical standards in the field of 
protection of classified information and their mutual reconciliation 
with the security policies of the EU. In the territory of the Slovak 
Republic, the Authority is responsible for the security accreditation 
and surveillance of entrepreneurs interested in providing their 

Table No. 10: The number of classified information processed at the authority in 2016 - 2018

Classification level 2016 2017 2018

Restricted 3 580 3 439 3 201

Confidential 224 290 216

Secret 12 4 4

Top Secret 0 0 0

Total 3 816 3 733 3 421

Table No. 9: Certificates issued by the Authority in 2018

Classification level Top Secret Secret Confidential Restricted

Number of issued certificates 1 12 22 7

services within this program. In 2018, two communication and 
information systems for handling NATO classified information 
in accordance with NATO Security Policy C-M (2002) 49 and 
three systems for the EU in accordance with Council Decision 
(2013/488/EU) were accredited.

SECURITY OF INFORMATION

In compliance with the Act on Protection of Classified Information, 
in 2018 the Authority provided for the receipt of classified 
information from two entities without a legal successor, withdrawal 
of classified information from an unauthorised person and took 
actions necessary for ensuring their protection.

In 2018, the Authority received and sent 3,421 classified 
information. The comparison of the number of information 
registered in the logbook of classified information is included 
in Table No. 10.

TRAINING AND VERIFICATION ACTIVITY

In terms of implementing the Concept of Capacity Building 
of the Security Awareness in the field of protection of classified 
information, in 2018 the Authority continued with the series of 
presentations and trainings focused on each security field. The 
Authority also carried out the security officer's examinations 
and in 2018 issued 183 certificates of passing the examination.

In addition to training towards the public, emphasis was also 
placed on training for officers and employees of the Authority. 
In addition to periodic OSH and fire protection trainings, they 
focused on the practical application of internal legal regulations, 
the application of personnel and disciplinary powers to superiors 
and compliance with the regime measures of the Authority facility. 
To raise awareness of terrorism, all officers and employees of 
the Authority have been informed about the sources of terrorist 
threats at an internal training, available measures to ensure 
personal security and procedures in case of a real terrorist attack.
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CRYPTOGRAPHIC 
PROTECTION OF 
INFORMATION
The cryptographic protection system in the 
Slovak Republic is based on a verifi ed structure 
of departmental cryptographic authoriti es and 
their close cooperati on with the authority serving 
as the central cryptographic authority. 

CRYPTOGRAPHIC PROTECTION SYSTEM

In 2018, the Authority provided for the administrati on of 
systems and CPI devices operated at the authority and in the 
state administrati on authoriti es. It conti nuously ensured the 
operati onal requirements of the departments and provided them 
with related support, mainly producti on and distributi on of the 
nati onal cryptographic material and consultancy regarding the 
maintenance of systems and tools used.

During 2018, the SINA H technical devices (applicable up to 
the classifi cati on level SECRET) was distributed to 13 registers 
and SINA E technical devices (applicable up to the classifi cati on 
level CONFIDENTIAL) to 18 registers as a part of the digitalisati on 
of foreign classifi ed informati on registers. These means enable 
the secure exchange of informati on and access to the electronic 
logbook of central register classifi ed informati on.

At the end of 2018, the electronic logbook of classifi ed 
informati on was launched. This soft ware has been modifi ed 
internally and brings faster and more fl exible recording of classifi ed 
informati on. Before the actual launch, the trainings of the staff  of 
registers of individual government insti tuti ons took place and the 
trial version of the product was in operati on for three months.

During 2018, segments "C", "S and "SN" were built, covering 
online communicati on at the appropriate classifi cati on level 
(CONFIDENTIAL, SECRET, SECRET UE/EU SECRET, NATO SECRET). 
These segments have been certi fi ed and commissioned.

CERTIFICATION OF CRYPTOGRAPHIC AND TECHNICAL 
DEVICES

In 2018, the Authority issued 16 certi fi cates of the CPI devices 
and fi ve addenda.
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CYBERSECURITY
Since 2016 as the central government authority for cybersecurity, the Authority has built a technical, 
personnel and organizational capacity in the area of cybersecurity, deals with cybersecurity incidents 
and develops security awareness in this area. 

On 1 April 2018, as at the effective date of the Cybersecurity 
Act, the Authority acquired the competencies and responsibilities 
that it can and must perform within the national cyberspace and 
its protection. The key responsibilities of the Authority included 
the establishment of a national CSIRT Unit with nationwide 
competence and responsibility for communication and incident 
handling at both national and international level.

On 1 February 2018, the Authority created an independent 
unit, the National SK-CERT Unit, through which the Authority 
performs the tasks assigned to it by the law and which, within 
its activities, provides services at the national level.

An important precondition for the successful operation of 
SK-CERT was its integration into the most important international 
organizations associating CSIRTs worldwide. SK-CERT has earned 

accredited status in Trusted Introducer and membership in FIRST 
(Forum of Incident Response Security Teams). This fact, together 
with membership of the European Network of National Units of 
the CSIRT Network, meant an international acknowledgement 
of SK-CERT's incident handling capability.

Through SK-CERT, the Authority performs tasks assigned to it by 
the law and provides services at national level within its activities. In 
providing these services, the SK-CERT cooperates with its partners 
at the national and international level. Representatives of the 
Authority and the SK-CERT, through their participation, represent 
the Slovak Republic in the field of cybersecurity in a wide range 
of working groups at the level of the European Union, NATO and 
OSCE. They also actively participate at international conferences 
as lecturers or debaters on cybersecurity issues at the legislative, 
procedural and technical level.
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SK-CERT SERVICES

Through the SK-CERT, the Authority performs the tasks assigned 
to it by the law and provides services at the national level as part 
of its activities. They include in particular:

• creation and distribution of security bulletins and warnings 
with up-to-date information on cyber threats, product 
vulnerabilities, incidents or other cyber-relevant information;

• tracking, detection and evaluation of incidents and threats 
at the national level;

• handling of incidents and their coordination at the national 
level, removing their consequences with the subsequent 
restoration of information systems in cooperation with the 
owners and operators of the systems concerned;

• strategic analysis of incidents, vulnerabilities and threats at 
the national level;

• creating background for strategic decision-making in the 
area of cybersecurity;

• security and operational monitoring services;

• forensic analysis, malware analysis;

• tracking cybersecurity trends and new opportunities;

• increasing cybersecurity awareness by publishing articles, 
knowledge standards, advice and recommendations;

• sharing information with national and international partners 
and

• cybersecurity training and exercises.

TECHNICAL AND PROFESSIONAL CAPABILITIES 
BUILDING 

In 2018, the development of software and hardware security 
continued to build effective security and operational monitoring, 
tracking, detection and evaluation of cyber incidents and threats 
at the national level.

The building of modern infrastructure was an important aspect 
for creating optimal conditions for a high level of cybersecurity 
not only at the SK-CERT workplace, but also by implementing 
the latest technological trends within the national cyberspace.

The creation of these optimal technical conditions is closely 
related to the personal provision of SK-CERT. Personnel status of 
the unit is aimed at stabilizing the individual roles of employees, 
even though it is a major challenge to directly fill the positions 

with qualified specialists or school graduates, as in the cyber field, 
Slovak schools and academic institutions do not prepare students 
at MA or PhD level. SK-CERT uses available capacity models so 
that it can cover all the services that the unit has to provide and, 
at the same time, develop the Authority's capabilities in this area 
in an acceptable manner.

An important part of the continuous improvement of the 
Authority's capabilities in the field of cybersecurity incidents is 
also regular practical training in the form of participation in cyber 
exercises such as LockedShield, SecOps Europe, Cyber Europe, 
Cyber Coalition and CyberEx, which were attended by 56 countries 
from all parts of the world in 2018. During the exercises, the 
National SK-CERT Unit cooperates closely with the Armed Forces 
of the Slovak Republic, the Police Force of the Slovak Republic, 
the National Agency for Network and Electronic Services, CSIRT.
sk, as well as with other state authorities and institutions. The 
results of the teams of the Slovak Republic achieved in a strong 
competitive environment reflect a high level of effort invested 
in the development of cybersecurity in recent years.

One of the successes is the 1st place ranking of the Slovak 
Republic in the global NCSI cybersecurity index (National 
Cybersecurity Index). The Slovak Republic achieved the highest 
score in seven out of 12 evaluated indicators with a slightly better 
score than for example Germany, Latvia, Spain and the United 
Kingdom. This ranking proves that the Slovak Republic is becoming 
a trustworthy and competitive partner.

SECURITY AWARENESS

In 2018, SK-CERT received information on threats and incidents, 
which it sent along with the proposals of countermeasures to the 
relevant authorities and organizations. It also published public 
alerts, warnings and other information serving for minimising, 
averting or remedying of the consequences of incidents.

At the national level, cooperation with CSIRT.SK, which under 
the Cybersecurity Act was designated as the CSIRT government 
unit, continues to be supported. The cooperation with GOV CERT 
SK, a unit that performs security and operational monitoring at 
GOVNET level, also continued to develop.

SK-CERT develops and maintains cooperation and professional 
relationships with other entities such as the CSIRT of the Ministry 
of Defence of the Slovak Republic, the Cybercrime Department of 
the Police Force Presidium, Internet service providers and private 
cybersecurity companies.
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TRUST
SERVICES
In accordance with the eIDAS Regulation, the 
Trust Services Act and the supervisory scheme, 
the Authority oversees qualified trust service 
providers. 

Ex post supervision is performed over the non-qualified 
providers of trust services, and that only in case the Authority 
obtains information suggesting that they provide services that 
do not meet the requirements set out in the eIDAS Regulation. 
In 2018, the Authority issued three safe product certificates for 
a qualified electronic signature.

TRUSTED LIST

The Authority manages and publishes on its website a trusted 
list containing information on provided qualified trust services 
are under the supervision of the Slovak Republic and information 
on the provided qualified trust services. During 2018, the Authority 
published nine versions of the trusted list.

LIST OF AUTHORISATIONS

The list of authorisations, which is an information source 
for qualified providers of trust services for issuing mandate 
certificates, is published by the Authority on its website. In 2018, 
based on the applications of state authorities and local authorities, 
39 new authorisations were added to the list. During the year, 
the authority published 13 versions of the list of authorisations. 
Its current version was always completed with the archive of 
previous versions.

NEW TRUST SERVICES

The Authority received a notification from three qualified 
providers about the intention to provide the qualified trust service 
of issuing qualified electronic time stamps. The notice had to be 
submitted by the provisions together with the final report on 
conformity assessment. In total, six qualifying statuses have been 
granted for this trust service. In 2018, the Authority assessed and 
granted the applications of two qualified providers for extension 
of existing qualified services with the OCSP service (Online 
Certificate Status Protocol). At the same time, three notifications 

were received in 2018 on the intention to provide a qualified trust 
service of maintaining qualified electronic signatures and seals, 
and one notification of the intent to provide a qualified trust 
service of maintaining qualified electronic signatures and seals.

CREATION OF INTERNATIONAL STANDARDS

As part of preparation of international technical standards 
applicable to the implementation of the eIDAS Regulation, a civil 
servant of the Authority is a project leader within ISO TC 154. 
Due to his/her active participation in the fulfilment of his/her 
duties ensuing from this function, ISO/ DIS 14533-4 standard 
was issued at the end of 2018. As a result of the issuance of 
this ISO standard, a working group was set up at the European 
Telecommunications Standards Institute (ETSI), which under the 
leadership of the Authority's civil servant works on updating the 
standard for the ASIC signature container, which shall also include 
new procedures from the ISO/DIS 14533-4 standard. Adoption of 
the resulting text of this technical standard is foreseen in 2019.

ROOT CERTIFICATION AUTHORITY

The Authority operates the Root Certification Authority of the 
Slovak Republic issuing certificates of public keys. The Authority 
is the operator of technology for maintaining the list of all issued 
qualified certificates containing the data on their validity. The 
Authority provides this data upon demand.

SLOVAK NATIONAL CERTIFICATION AUTHORITY

In accordance with the Trust Services Act, the Authority provides 
free-of-charge qualified trust services to public authorities 
to the extent that technical conditions and capacities allow it. 
Through the Slovak National Certification Authority, it is a qualified 
provider of trust services under the eIDAS Regulation and in 2018 
it provided the following services:

• the qualified trust service for preparing and verifying the 
qualified certificates for e-seal;

• the qualified trust service of preparing qualified electronic 
time stamps; and

• the qualified trust service of preparation and verification 
of qualified certificates for electronic signature - including 
issuance of mandate certificates (as of 1 October 2018).

The number of qualified electronic time stamps issued, and 
qualified certificates issued for public authorities is increasing 
and it is expressed in diagrams no. 1 and 2.
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Diagram no. 1: TSS01 - Time stamps prepared in 2018

Diagram no. 2: Qualified certificates SNCA issued in 2018
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ECONOMY
The National Council of the Slovak Republic approved the government bill of act on state budget for 
2018 on 13 December 2017.

BREAKDOWN OF BINDING BUDGET INDICATORS

Breakdown of binding budget indicators of Chapter 41 - National 
Security Authority, impact of budgetary measures on budget as at 
31 December 2018 and the comparison of the drawing of funds 
to the revised budget as at 31 December 2018 is presented in 
Table 11.

The mandatory budget indicators of the authority were observed 
in 2018. With management of funds the Authority observed the 
principles of economy, efficiency and purposefulness upon the 
observance legislative regulations, mainly as far as the Act No. 
523/2004 Coll. on Budgetary Rules of Public Administration, 
Resolutions of the of Government of the Slovak Republic and 
Methodical Instructions and Guidelines of the Ministry of Finance 
of the Slovak Republic are concerned.

BUDGET FOR 2019

The Act on State Budget for 2019 was approved by the National 
Council of the Slovak Republic on 5 December 2018. Following 

item C.4 of the Resolution of the Government of the Slovak 
Republic No. 453/2018 Coll. to the draft public administration 
budget for 2019 to 2021 and provision of the Act No. 523/2004 
Coll. on budgetary rules, the mandatory indicators for 2019 were 
announced to the Authority. The expenses of the Authority for 
2019 were budgeted in the total sum of EUR 10,120,423.00, out 
of that EUR 9,535,585.00 within the program 0D9 - Information 
Security and EUR 584,838.00 within the interdepartmental 
program OEKOU - Information technologies financed from the 
state budget - NSA. The income of the Authority is budgeted in 
the sum of EUR 20,000.00.

The budgetary funds will be used by the Authority upon 
accomplishment of the tasks resulting from the generally binding 
legal regulations and resulting from the obligations of the Slovak 
Republic towards the EU and NATO.
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Table No. 11: Budget of the Authority for 2018 

Budget 
breakdown

Adjusted 
budget Actual

Fulfilment
to the adjusted 

budget

I Revenues of the chapter

A. Mandatory indicator 20 000,00 € 20 000,00 € 29 001,65 € 145,01 %

Source code 72e 2 000,00 €  3 310,14 €  3 310,14 € 100,00 %

B. Funds from EU budget 0,00 € 0,00 € 0,00 € 0,00 % 

II. Total expenses of the chapter (A + B + C) 9 051 351,00 € 12 076 931,68 € 11 698 233,17€ 96,86 %

A. Expenses total excluding funds according to Section 
17( 4) of Act No. 523/2004 Coll.
excluding the European Union funds (600+700), out of 
that

9 049 351,00 € 12 073 621,54 € 11 698 233,17€ 96,89 %

A.1. Funds from the state budget - source code 111 9 049 351,00 € 9 586 129,50 € 9 229 931,18€ 96,28 %

- source code 131 0,00 € 2 487 492,04 € 2 468 301,99€ 99,23 %

A.2. Funds for co-financing 0,00 € 0,00 € 0,00 € 0,00 % 

A.3. Wages, salaries, service income and other personal 
compensations (610) - source code 111 4 918 879,00 € 5 253 412,00 € 5 122 951,11€ 97,52 %

- out of that apparatus of the central body 4 918 879,00 € 5 253 412,00 € 5 122 951,11€ 97,52 %

Number of employees according to Annex No. 1 to the 
Resolution of the Government of the Slovak Republic No. 
667/2010, out of that

 241 osôb  241 osôb  215 osôb* 89,21 %

- apparatus of the central body  241 osôb  241 osôb  215 osôb* 89,21 %

A.4. capital expenses (700), excluding the funds for 
co-financing, out of that 0,00 € 2 487 492,04 € 2 468 301,99 € 99,23 %

- source code 111 0,00 €  0,00 €  0,00 € 0,00 % 

- source code 131G 0,00 € 1 433 511,40 € 1 415 239,40 € 98,73 %

- source code 131H 0,00 € 1 053 980,64 € 1 053 062,59 € 99,91 %

B. Funds according to Article 17( 4) of Act No, 523/2004 
Coll.  2 000,00 €  3 310,14 €  0,00 € 0,00 %

C. Funds from the European Union 0,00 € 0,00 € 0,00 € 0,00 % 

D. Expenses of the state budget for implementation of 
the programs of the Government of the Slovak Republic 
0D9 - Information Security

8 466 513,00 € 4 853 338,00 € 4 827 726,84 € 99,47 %

0EK0U - Information technologies financed from the 
state budget - NSA 584 838,00 € 1 906 244,00 € 1 858 963,20 € 97,52 %

E. Systematisation of police officers in civil service:
volume of funds for service income in civil service 4 657 018,00 € 4 853 338,00 € 4 827 726,84 € 99,47 %

number of total posts 216 osôb 216 osôb 192 osôb* 88,89 %

* number of employees as of 31/12/2018
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OVERSIGHT AND AUDIT
The oversight and audit activities are often perceived by the audited entities as an unpleasant and 
repressive activity, although it also has a preventive and educative meaning. It also provides precious 
knowledge and feedback on the condition of compliance with the generally binding legal regulations 
and contributes to significant improvement of the legislative activity of the Authority.

In 2018, the Authority continued to oversight the activities of 
state authorities and entrepreneurs. In the area of the protection 
of classified information, it carried out eight planned and two 
extraordinary checks, of which nine were checks in state authorities 
and one in an entrepreneur. The oversight groups focused mainly 
on comprehensiveness of the adopted protection measures and 
their coordination throughout each field of security. Deficiencies 
were identified in four entities. A total of six findings were found, 
three of which were in the area of physical security, one in the 
area of technical security, and two in non-compliance with the 
preconditions for the job of a security employee.

In the area of trust services, in 2018 the Authority performed 
a check in one state authority over compliance with the provisions 
of the Act on Trust Services. No violation of the generally binding 
legal regulations were identified. Information is included in Table 
No. 12.

The oversight was carried out comprehensively and focused 
on all areas of security and their mutual interconnection in the 
system of ensuring the protection of classified information. 
A similar procedure was chosen to check compliance with the 
provisions of the Act on Trust Services.

In general, it can be observed the oversight performed 
confirmed the trend of reduction of the number of deficiencies 
found. This trend confirms that the assurance of protection of 
classified information approaches the desired level.

METHODOLOGICAL ACTIVITY

During 2018, the Authority was repeatedly approached by 
state authorities, entrepreneurs, as well as individuals, asking 
for methodological guidelines for all areas that fall under its 
responsibility.
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The questions most frequently concerned the area of protection 
of classified information, followed by the field of cybersecurity 
and trust services. The overview is included in Table No. 13.

INTERNAL OVERSIGHT AND AUDIT

The internal authorities in 2018 performed nine internal 
oversights. The four concerned material accomplishment of 
tasks from the government resolutions. Other oversights were 
mainly focused on protection of classified information in the 
field of security of technical devices, condition of fire protection, 
observance of the operating rules and performance of physical 
protection of the Authority and oversight the state of OHS in the 
field of performing the security and technical service. No violation 
of the generally binding legal regulations was identified.

In 2018, there were three internal audits performed at the 
Authority. They were focused on verifying and evaluating the 
activities of the damage committee and the settlement of damages 
in the conditions of the Authority, spending public funds on health 
care, providing information in accordance with Act no. 211/2000 
Coll. on Free Access to Information. The audits carried out did 
not identify any deficiencies in the liable entity.

In 2018, the Government Office of the Slovak Republic carried 
out a review of the fulfilment of tasks ensuing for the Authority 
by the Government Resolutions. Officers of the Authority provided 
all required assistance, no deficiencies were found.

* PS - personnel security, SI - security of information, InS - industrial security, PhS - physical security, STD - security of technical devices,
CSO - cross-sectional opinions

Table No. 12: Oversight activities of the Authority for 2018

Entity Number of checks Area

Planned Extraordinary Classified Information Trust services

State authority 8 1 9 1

Entrepreneur 0 1 1 0

Table No. 13: Methodological activity of the Authority for 2018

Area Classified information* Cybersecurity Trust services

Number PS SI InS PhS STD CSO

Partial 23 9 15 6 4 24 32 25

By area 81 32 25

Total 138
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CONCLUSIONS AND PRIORITIES FOR 2019
Year 2018 was rich in events, which had a direct impact on the status, operation and perception of the 
authority. The Authority's activities included a wide range of tasks, many of which will be developed or 
completed in 2019.

The Authority's activities in 2018 were not restricted by any 
extraordinary events and circumstances that would undermine the 
fulfilment of its legal obligations and the exercise of the delegated 
powers. The Slovak Republic, like many other countries, in response 
to the ever-changing security situation in the world, the increasing 
informatisation of society, the technological development and 
the growing possibilities of information distribution, reacted 
by introducing appropriate legislative conditions, building an 
institutional framework, strengthening personnel capacities, 
implementing the latest technological solutions and intensive 
cooperation at national and international level.

Important legislative and institutional measures were adopted in 
2018. On 1 April 2018 the Cybersecurity Act came into force, which 
comprehensively regulated the area of cybersecurity, introduced 
requirements and measures important for the coordinated 

protection of information, communication and management 
systems, granted the SK CERT the status of the National CSIRT 
Unit and at the same time transposed into the Slovak legal system 
the priorities and requirements of the European NIS Directive. 
The Cybersecurity Act also empowered the Authority to issue 
implementing regulations to ensure proper application of the 
Act in practice. In 2018, the Authority issued four of the six 
decrees to this Act, it plans to issue the remaining two in 2019.

In 2018, the SK-CERT technical conditions continued to be 
optimized, which together with the continuous fine-tuning 
of internal processes and the gradual establishment of the 
individual roles of its employees create the preconditions for 
the proper and effective provision of services related to handling 
of security incidents, the removal of their consequences and the 
subsequent restoration of information systems. The national unit 
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also succeeded in gaining international recognition associated 
with the adoption of SK-CERT as a member of the prestigious 
organizations FIRST and Trusted Introducer.

In 2018, SK-CERT received information on threats and incidents, 
which it sent along with the proposals of countermeasures to 
involved authorities and organizations. It also published public 
alerts, warnings and other information serving for minimising, 
averting or remedying of the consequences of incidents. The 
number and sophistication of cyber attacks to which the Slovak 
Republic was exposed grew in 2018. On a global scale, there have 
been a number of large-scale cyber-attacks targeting both public 
and private targets as well as individuals. Some of them had an 
impact on the basic infrastructure of the Slovak Republic and on 
the infrastructure of our allies and partners.

That is why the Authority has devoted extraordinary efforts in 
recent years to the development and strengthening of relations 
in terms of international cooperation. In 2018 its importance for 
the Authority was underlined by the establishment of the NSA 
Liaison Office Brussels, which represents the Authority's interests 
at the highest level in relation to NATO and the EU and covers 
the Authority's activities focused on bilateral cooperation. The 
importance of professional relationships and strategic partnerships 
can be particularly appreciated in the context of the exchange 
of information, knowledge and experience, the coordination of 
procedures, and the more effective promotion of common interests 
in international organizations. In 2019, the Authority will continue 
to build and develop bilateral and multilateral relations, as well 
as in cooperation with strategic partners, in order to belong to 
a group of major players in the area of cybersecurity, protection 
of classified information and trust services.

In 2018, a draft of a new regulation on security of information 
was finalised. Its preparation was demanded by the current ever 
changing security situation in the world, the increasing level of 
informatisation of society, technological development, expanding 
possibilities of information distribution. The decree lays down 
minimum standards for the handling of classified information, 
regulates the handling of electronic classified information in more 
detail and brings the processes of handling classified information 
closer to the processes applied in the field of archives and 
registries. The Decree come into force on 13 February 2019 and 
will come into force on 1 January 2020. In 2019, all stakeholders 
will have to prepare to apply the decree in practice. Within this 
preparatory period, the Authority is ready to provide expert and 
methodological assistance.

In 2019, the Authority will carry out an important project 
aimed at building an information system for the digitalisation 
of the Authority’s services in the area of the protection of 
classified information and internal processes of the Authority 
and serving the Authority's activities in the area of processing 
classified information. From the point of view of reconstruction and 
modification of the infrastructure, the project will bring a better 
and safer environment for work with classified information and at 
the same time reduce the real limitations of working with classified 
information. Taking such measures is not only an expression of 
the time period, but is also an essential precondition for creating 
optimal conditions for a high level of security.
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